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CHANGE START
5.3.5.8.1
Integrity check failure

Editor’s Note: Removed "SIB3" from heading so that this sub-section can easily be expanded to stand-alone case (if considered necessary). FFS_Standalone

The UE shall:

1>
upon integrity check failure indication from NR lower layers for SRB3:

2>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SRB3 integrity check failure.
1>
upon integrity check failure indication from NR lower layers for DRB:

2>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report DRB integrity check failure.
CHANGE END
CHANGE START
5.7.3
SCG failure information

5.7.3.1
General
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Figure 5.7.13.1-1: SCG failure information

The purpose of this procedure is to inform EUTRAN or NR MN about an SCG failure the UE has experienced i.e. SCG radio link failure, failure of SCG reconfiguration with sync, SCG configuration failure for RRC message on SRB3, SCG integrity check failure for SRB3, exceeding the maximum uplink transmission timing difference and SCG integrity check failure for DRBs. 

Editor’s Note: SCG failure considers the case of exceeding the maximum uplink transmission timing difference if RAN1 decides that EN-DC supports the synchronised operation case. FFS how to capture

Editor’s Note: FFS whether to include the handling of SCell Failure in CA duplication case in SCGfailureinformation procedure and whether to rename SCGfailureinformation.

5.7.3.2
Initiation

A UE initiates the procedure to report SCG failures when SCG transmission is not suspended and when one of the following conditions is met:

1>
upon detecting radio link failure for the SCG, in accordance with subclause 5.3.10.3;

1>
upon reconfiguration with sync failure of the SCG, in accordance with subclause 5.3.5.8.3;

1>
upon SCG configuration failure, in accordance with subclause 5.3.5.8.2;

1>
upon integrity check failure indication from SCG lower layers for SRB3, in accordance with subclause 5.3.5.8.1;

1> upon integrity check failure indication from SCG lower layer for DRB, in accordance with subclause 5.3.5.8.1;
Upon initiating the procedure, the UE shall:

1>
suspend SCG transmission for all SRBs and DRBs; 

1>
reset SCG-MAC;

1>
stop T304, if running;

1>
if the UE is operating in EN-DC:

2>
initiate transmission of the SCGFailureInformationNR message as specified in TS 36.331 [10, 5.6.13a].
Editor’s Note: The section for transmission of SCGFailureInformation in NR RRC entity for SA is FFS_Standalone. 

5.7.3.3
Failure type determination

Editor’s Note: FFS / TODO: Either use this section also for NR-DC or change section title (add "for EN-DC").

The UE shall set the SCG failure type as follows:

1>
if the UE initiates transmission of the SCGFailureInformationNR message due to T310 expiry:

2>
set the failureType as t310-Expiry;

1>
else if the UE initiates transmission of the SCGFailureInformationNR message to provide reconfiguration with sync failure information for an SCG:

2>
set the failureType as scg-ChangeFailure;

Editor’s Note: FFS whether to change scg-ChangeFailure to synchronousReconfigurationFailure-SCG.

1>
else if the UE initiates transmission of the SCGFailureInformationNR message to provide random access problem indication from SCG MAC:

2>
set the failureType as randomAccessProblem;

1>
else if the UE initiates transmission of the SCGFailureInformationNR message to provide indication from SCG RLC that the maximum number of retransmissions has been reached:

2>
set the failureType as rlc-MaxNumRetx;

1>
else, if the UE initiates transmission of the SCGFailureInformationNR message due to SRB3 IP check failure:

2>
set the failureType as srb3-IntegrityFailure;

1> else, if the UE initiates transmission of the SCGFailureInformationNR message due to Reconfiguration failure of NR RRC reconfiguration message:

2>
set the failureType as scg-reconfigFailure.

1> else, if the UE initiates transmission of the SCGFailureInformation message due to DRB IP check failure:

2>
set the failureType as drb-IntegrityFailure;
Editor’s Note: FFS: whether to include rrc-TransactionIdentifier information.

CHANGE END
CHANGE START
–
SCGFailureInformationNR
The SCGFailureInformationNR message is used to provide information regarding NR SCG failures detected by the UE.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to Network
SCGFailureInformationNR message
-- ASN1START
-- TAG-SCGFAILUREINFORMATIONNR-START
SCGFailureInformationNR-r15 ::=
SEQUENCE {


criticalExtensions




CHOICE {



c1








CHOICE {




scgFailureInformationNR


SCGFailureInformationNR-IEs,




spare3 NULL, spare2 NULL, spare1 NULL


},



criticalExtensionsFuture


SEQUENCE {}


}

}

SCGFailureInformationNR-IEs ::=
SEQUENCE {


failureReportSCG-NR



FailureReportSCG-NR






OPTIONAL,


nonCriticalExtension



SEQUENCE {}







OPTIONAL
}

FailureReportSCG-NR ::=
SEQUENCE {


failureType




ENUMERATED {











t310-Expiry, randomAccessProblem, rlc-MaxNumRetx,











scg-ChangeFailure, scg-reconfigFailure,











srb3-IntegrityFailure, drb-IntegrityFailureNR },


failedDrbList-r15
SEQUENCE (SIZE (1..maxDRB)) OF FailedDRBInfo


OPTIONAL,

...

}

FailedDRBInfo ::=

SEQUENCE {


FailedDrbId



DRB-Identity,


count-dl



INTEGER(0..4294967295)

...

}
-- TAG-SCGFAILUREINFORMATIONNR-STOP
-- ASN1STOP

CHANGE END
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