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Discussion and decision
1 Introduction

In RAN2#103bis meeting, MT EDT (or only DL EDT) was discusses and following agreements were made.

=> RAN2 intends to support MT-initiated EDT for both CP and UP solutions.

=> The intention to use MT-EDT is for user data, i.e. not for NAS signalling.

The options to send the DL data via paging, Msg2 or Msg4 were also discussed. In this contribution, we discuss the concerns with options of receiving the Mobile-Terminated or DL EDT data via paging and Msg2 and solution to receive the DL data via Msg4 when DL data is available in MME/SGW and the UEs are in IDLE mode (with or without suspend indication) and have no UL EDT data to transmit.
2 Discussion
2.1 MT EDT via Paging or Msg2
DL data via Paging

Currently multiple UEs can be paged in a single transport block. The maximum size of paging record list is 16. However only few UEs can be paged at a given time due to limit in transport block size (as specified in TS 36.213, Subclause 7.1.7.2.3, TBS range for PDSCH carrying paging records is {40, 56, 72, 120, 136, 144, 176, 208}). A small data could be included or scheduled in each RAN paging message for individual UE as shown below.
PagingRecordList ::=



SEQUENCE (SIZE (1..maxPageRec)) OF PagingRecord

PagingRecord ::=




SEQUENCE {


ue-Identity






PagingUE-Identity,


cn-Domain






ENUMERATED
{ps, cs},


...
    Data                                field for PDSCH scheduling information of data or small payload
}

Therefore legacy paging message would require to be modified and several bits (i.e. additional signal overhead) need to be added which would increase the overall size of paging message. This and other concerns for this approach is further explained below:
1. Signalling overhead 

A tracking area (TA) could be large and may include several eNBs and cells. UE in RRC_IDLE could be camping in any cell within the configured TA without the knowledge of network. Sending the small data to each eNB of the configured TA would add signalling overhead in S1 interface as well as in air interface. Moreover the coverage level of UE is not known to the network, therefore a worst case coverage might be considered which limits even more the size of DL data that can be transmitted in the paging message. In addition, the handling of retransmission would require additional overhead in case there is no response from UE side.

2. Security 

Paging message is a broadcast message scrambled with a known P-RNTI, therefore, any fake UE can receives the message and pretend to send response in Msg1 (using a preamble) or in Msg3 (using RRC message with exposed S-TMSI) unless NAS signalling were part of the response sent in Msg3. 

Additionally any fake eNB can gain the knowledge of data and S-TMSI, and send the paging message with a wrong data. Since there is no AS layer security, the wrong data reaches the UE NAS with wrong command. Though the data is protected by NAS security (with NAS security overhead), this could also be compromised after several attempts over the time and UE has no means to detect this or stop receiving the paging message when in RRC_IDLE.
3. ACK/NACK 

In legacy paging reception, UE NAS responds with a NAS service request to MME so that MME is sure to locate the legitimate UE (no further paging retransmission is required) and can send the DL data. Same approach can be considered for ACK/NACK of the DL data via paging. Then the gain of data via paging is very limited because UE would have to send RRC message including NAS signalling in Msg3 and make sure Msg3 is successful by receiving Msg4. Moreover Msg4 could have been used instead to send the DL data securely in the first place instead of Paging.
Without NAS signalling from UE, it cannot be guaranteed that legitimate UE received the DL data via paging successfully. If dedicated resource or dedicated preamble is used for ACK/NACK of DL data in paging, this will no longer work after cell reselection. If common resource is used without NAS signalling, then S-TMSI needs to be used to identify UE but it poses risks of ACK/NACK being sent by an attacker to harm the legitimate UE as S-TMSI is already exposed ID.

4. UP solution 

Currently, there is no GTP tunnel to forward data between MME and S-GW. Therefore, when user DL data arrives in S-GW, it can only notify MME so that MME can start paging to locate the legitimate UE. The user plane data cannot be forwarded by S-GW to MME when UE is in RRC_IDLE. Therefore, large impact is foreseen to core network (CT1 and SA2) to enable DL EDT via paging for UP data.

Observation 1. Enabling MT data via paging raises concerns on the increase of the signalling overhead, security handling, ACK/NACK response and also does not work for user plane data without major impact on CN side.

DL data via Msg2

For eNB to deliver the DL data via Msg2, eNB needs to receive response of paging message in Msg1. Msg1 from an RRC_IDLE UE is a preamble from which UE cannot be identified by the network. Dedicated preamble or dedicated resource for Msg1 no longer works after cell reselection. Therefore, DL data via Msg2 may not be feasible from security point of view as data has to be delivered without NAS signalling from the legitimate UE. DL data via Msg2 also has similar concerns raised above for DL data via paging.
Observation 2. Enabling MT data via Msg2 may not be feasible from security point of view as data has to be delivered without NAS signalling from the legitimate UE.
With the all issues related to the options for data via paging or Msg2, the primary concern is the impact to the core network and the feasibility from the NAS perspective if such transmission of DL data is even possible before NAS signalling from the legitimate UE. Therefore, CT1, SA2 and SA3 feedback would be needed for the option of DL data via paging or Msg2.
Proposal 1. MT EDT via paging or Msg2 is not supported due to concerns on signalling overhead, security and CN impact.
2.2 MT EDT via Msg4

As MT data via paging is not a complete MT EDT solution, MT data via Msg4 is needed. In Rel-15 UL EDT, DL data can also be sent optionally to UE. However, using Rel-15 UP EDT for MT EDT is not power efficient and resource efficient as described in detail in [1]. The major different between Rel-15 UL EDT and MT EDT shown in Table 1 for CP solution and Table 2 for UP solution and explained in [1].

Table 1 Difference between MO EDT and MT EDT in CP solution.
	
	Initiation
	Msg3 (SRB0)
	Msg4 (SRB0)

	Rel-15 UL CP EDT (MO EDT)
	UE has small UL data
	- Min UL grant in RAR = 328 bits
- Includes (NAS service request + UL CP data)
	- May include CP DL data, if MME also has DL data

	Rel-16 DL CP EDT (MT EDT)
	MME has small DL data
	- Min UL grant in RAR = (56 + x) bits, FFS (e.g., x ~ 32)
- Includes only NAS service request 
	- Includes CP DL data


Table 2 Difference between MO EDT and MT EDT in UP solution.
	
	Initiation
	Msg3
	Msg4

	Rel-15 UL UP EDT (MO EDT)
	UE has small user UL data
	- Min UL grant in RAR = 328 bits
- RRC Message multiplexed with UP data, security activated
	- RRC Msg: IP protected and ciphered

- May multiplex ciphered DL data, if SGW also has DL data

	Rel-16 DL UP EDT (MT EDT)
	MME/SGW has small DL data
	- Min UL grant in RAR = 56 bits, legacy
- Includes only RRC message, 

security activated
	- RRC Msg: IP protected and ciphered

- Multiplexes ciphered user DL data


CP solution

As described in [1], mechanisms on how the DL-EDT indication is sent from eNB to UE (step #1) and how the DL-EDT indication is sent from UE to eNB (step #2) needs to be defined. After step 2, i.e., receiving the paging response from the legitimate UE in Msg3, the MT data can be delivered to UE in Msg4.

In the step 1, MME can easily provide DL data indication in S1 AP paging message and eNB can include MT EDT indication in RAN paging message.
Observation 3. MT-EDT indication in paging allows the UE to prepare the RRC Msg.3 including the NAS service request only when it is necessary.

Proposal 2. MT EDT indication is included in paging message (for both CP and UP CIoT optimization). Send an LS to RAN3, CT1 and SA2 to enable that MME could send a new MT EDT indication on S1 AP paging message.
In the step 2, UE can prepare the RRC connection request message (e.g., RRCEarlyDataRequest message) including the NAS PDU. As described in [1], UE can re-use Rel-15 UL EDT PRACH resource, if configured, but it is not power and resource efficient. It can also use legacy PRACH resource but eNB would not know if the UE is intended UE for MT EDT. Therefore, a limited dedicated PRACH resource for MT EDT can be defined and activated by paging (time/frequency resource) to let eNB know the UE is ready to transmit NAS PDU in Msg3.
Observation 4. Dedicated PRACH resource can be configured to identify the UEs that intend to receive DL EDT without much impact on system performance.

Proposal 3. When using CP CIoT optimization, UE prepares RRC Msg3 to include NAS PDU (i.e., NAS service request) and uses the dedicated PRACH resource configured for MT EDT for the selected CE level upon receiving MT-EDT indication in paging message. 

UP solution
In UP solution, similar step 1 (MT EDT indication in paging) as described for CP solution can be used as indication for activation of AS security before Msg3. Note that unlike in CP solution, legacy minimum UL grant size in RAR is sufficient. Therefore, UE can still use the legacy preamble in Msg1 as only RRC resume request message needs to be sent in Msg3. However, UE still has to indicate to eNB that UE has already activated AS security in Msg3. For this purpose, using spare bit in the legacy RRCConnectionResumeRequest message is not preferred. Therefore, a new RRC resume request message (e.g. RRCResumeEarlyDownlinkDataRequest) could be defined. After receiving the Msg3, the MT data can be transmitted in Msg4 (RRC message multiplexed with ciphered DL data).
Observation 5. In UP solution, using dedicated PRACH resource shared with CP solution is not efficient as UE does not require larger UL grant in RAR. A new type of RRC connection resume request message can be introduced to indicate via Msg3 (not via Msg1) that UE is ready to receive DL EDT in Msg4.

Proposal 4. When using UP CIoT optimization, UE uses legacy PRACH resource (for the selected CE level) and prepares a new RRC Msg3 that indicates the activation of the AS security for the reception DL data in the corresponding Msg4. 
3 Conclusion

The observations captured are the following:
Observation 1.
Enabling MT data via paging raises concerns on the increase of the signalling overhead, security handling, ACK/NACK response and also does not work for user plane data without major impact on CN side.
Observation 2.
Enabling MT data via Msg2 may not be feasible from security point of view as data has to be delivered without NAS signalling from the legitimate UE.
Observation 1.
MT-EDT indication in paging allows the UE to prepare the RRC Msg.3 including the NAS service request only when it is necessary.
Observation 2.
Dedicated PRACH resource can be configured to identify the UEs that intend to receive DL EDT without much impact on system performance.
Observation 1.
In UP solution, using dedicated PRACH resource shared with CP solution is not efficient as UE does not require larger UL grant in RAR. A new type of RRC connection resume request message can be introduced to indicate via Msg3 (not via Msg1) that UE is ready to receive DL EDT in Msg4.

The proposal captured are the following:
Proposal 1.
MT EDT via paging or Msg2 is not supported due to concerns on signalling overhead, security and CN impact.
Proposal 2.
MT EDT indication is included in paging message (for both CP and UP CIoT optimization). Send an LS to RAN3, CT1 and SA2 to enable that MME could send a new MT EDT indication on S1 AP paging message.
Proposal 3.
When using CP CIoT optimization, UE prepares RRC Msg3 to include NAS PDU (i.e., NAS service request) and uses the dedicated PRACH resource configured for MT EDT for the selected CE level upon receiving MT-EDT indication in paging message.
Proposal 4.
When using UP CIoT optimization, UE uses legacy PRACH resource (for the selected CE level) and prepares a new RRC Msg3 that indicates the activation of the AS security for the reception DL data in the corresponding Msg4.
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