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[bookmark: _GoBack]Introduction
At the last meeting there was a contribution [1] bringing up potential security issues with the current agreements to support RNAU without context relocation. The main argument was related to the risk that the security context in the RAN would not be updated from CN when no context relocation has been performed. It was proposed to send a LS to SA3 [2] to confirm that this was ok.
In our view this is an optional procedure from the network side, i.e. the UE context can be relocated at any time. Additionally, the context will be relocated when UE starts sending data. Whenever the context is relocated new key material from the CN will be made available to the target gNB, so there is already mechanism in the RAN to “refresh” the security context and there should not be any specific security issues related to support the non-relocation feature. Furthermore, the current procedure does not violate SA3 requirements on forward security. 
So, from this point of view we do not think a LS is needed. If, however RAN2 thinks an LS would be beneficial it would be good to broaden the discussion to also include discussion on key refresh in case of stationary UEs staying in RRC_INACTIVE / RRC_CONNECTED for a long time without Path Switch being performed. 
Discussion
In [1] there is first some discussion if the key used to calculate ResumeMAC-I is always updated for UEs performing a RNAU. The paper concludes this should be the case. In our view this has already been agreed and captured in the Stage 3 so no further discussion is needed on this topic.
[bookmark: _Toc528765703]It has already been agreed that the UE should update the UE security keys when performing a 2-step RNAU.
In [1] it is questioned if performing multiple horizontal KgNB* derivation within the same node is allowed from a security point of view. In our view this does not violate the SA3 forward security requirements which only states that a node which has knowledge of a key Km that is used between two entities should not be able predict any future Km+n (n > 0). 
[bookmark: _Toc528765700]SA3 requirements on forward security is not violated by RNAU without context relocation. 
The second discussion is if the source gNB should perform a Path Switch procedure in case of RNAU without relocation. In our view this is up to RAN3/SA3 to discuss. The basic driver for the RNAU without relocation was to reduce signalling e.g. for UEs performing periodic RNAU, so from that point of view it is beneficial to skip Path Switch. Given that RNAU without relocation is optional it is also possible for source gNB to trigger context relocation to the target gNB at any time (e.g. based on some policy) so from this point of view it is not really required to support intra-gNB Path Switch. 
[bookmark: _Toc528765701]It is most likely not required to support intra-gNB Path Switch for the case of RNAU without context relocation since context relocation to the target node can be triggered at any RNAU.
Besides from RNAU there could however be other cases where intra-gNB Path Switch to refresh the UE security context could be considered. One such use case could be for stationary UEs which move in and out of RRC_INACTIVE state.
[bookmark: _Toc528765702]Other possible use case for intra-gNB Path Switch to refresh the UE security context include stationary UEs which move in and out of RRC_INACTIVE.
In our view it is up to RAN3 and SA3 to discuss if it should be allowed to perform an intra-gNB Path Switch at sometimes to refresh the UE security context this is also acceptable. 
[bookmark: _Toc528765704]It is up to RAN3 and SA3 to discuss if the gNB can refresh the UE context at any time by triggering an intra-gNB Path Switch procedure. 
Given that this is not really an RAN2 issues and the current solutions does not violate SA3 requirements we do not think there is any need to send an LS to SA3 as suggested in [2] however if RAN2 deems an LS is beneficial it would be good to broaden the discussion to also ask if security context should be refreshed in RAN for stationary UEs which stay for a long time in the same gNB and move in and out of RRC_INACTIVE.
[bookmark: _Toc528765705]No need to send an LS to SA3 to discuss the RNAU without context relocation (as suggested in [2]), however if RAN2 deems it beneficial to send the LS it would also be beneficial to include RAN3 and also ask SA3/RAN3 if intra-gNB Path Switch should be supported to refresh the keys for UEs which stay for long time within the same gNB and are always in RRC_INACTIVE or RRC_CONNECTED.
Conclusion
In the previous sections we made the following observations: 
Observation 1	SA3 requirements on forward security is not violated by RNAU without context relocation.
Observation 2	It is most likely not required to support intra-gNB Path Switch for the case of RNAU without context relocation since context relocation to the target node can be triggered at any RNAU.
Observation 3	Other possible use case for intra-gNB Path Switch to refresh the UE security context include stationary UEs which move in and out of RRC_INACTIVE.

Based on the discussion in the previous sections we propose the following:
Proposal 1	It has already been agreed that the UE should update the UE security keys when performing a 2-step RNAU.
Proposal 2	It is up to RAN3 and SA3 to discuss if the gNB can refresh the UE context at any time by triggering an intra-gNB Path Switch procedure.
Proposal 3	No need to send an LS to SA3 to discuss the RNAU without context relocation (as suggested in [2]), however if RAN2 deems it beneficial to send the LS it would also be beneficial to include RAN3 and also ask SA3/RAN3 if intra-gNB Path Switch should be supported to refresh the keys for UEs which stay for long time within the same gNB and are always in RRC_INACTIVE or RRC_CONNECTED.
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