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Introduction
In EN-DC, when a bearer was added with NR PDCP, it was configured using TS 38.331 for SRB/DRB addition modification.
Since the initial attach in EN-DC was always in E-UTRA, the configurations for SRB1 before security activation were not needed in NR. For NR SA, this will be required.
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Currently in NR specification, whenever an SRB is added with NR PDCP, the PDCP entity is configured with the security algorithms provided in RadioBearerConfig.
For initial access in NR SA, the UE will transmit the RRCSetupRequest on SRB0 and receive the RRCSetup on SRB0 as well. Both messages will be unprotected.
The RRCSetup message contain the radioBearerConfig and the masterCellGroup used to configure the SRB1

RRCSetup message
-- ASN1START
-- TAG-RRCSETUP-START

RRCSetup ::=                        SEQUENCE {
    rrc-TransactionIdentifier           RRC-TransactionIdentifier,
    criticalExtensions                  CHOICE {
        rrcSetup                            RRCSetup-IEs,
        criticalExtensionsFuture            SEQUENCE {}
    }
}

RRCSetup-IEs ::=                    SEQUENCE {
    radioBearerConfig                   RadioBearerConfig,
    masterCellGroup                     OCTET STRING (CONTAINING CellGroupConfig),

    lateNonCriticalExtension            OCTET STRING                                                            OPTIONAL,
    nonCriticalExtension                SEQUENCE{}                                                              OPTIONAL
}

-- TAG-RRCSETUP-STOP
-- ASN1STOP

After configuring SRB1, the network transmits the SecurityModeCommand on SRB1 containing the security algorithms which the UE should use and the UE responds with the SecurityModeComplete.
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In the procedures for SRB addition, it is stated:
5.3.5.6.3	SRB addition/modification
The UE shall:
1>	for each srb-Identity value included in the srb-ToAddModList that is not part of the current UE configuration (SRB establishment or reconfiguration from E-UTRA PDCP to NR PDCP):
2>	establish a PDCP entity and configure it with the security algorithms according to securityConfig and apply the keys (KRRCenc and KRRCint) associated with the master key (KeNB/ KgNB) or secondary key (S-KgNB) as indicated in keyToUse, if applicable;

Since for establishment of SRB1, the UE has not yet received any securityConfig or security algorithms the UE cannot configure the security for the bearer.
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To resolve this, the procedures must be updated to exclude the configuration of security algorithms for the PDCP entity for SRB1.
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[bookmark: _Toc528831995][bookmark: _Toc528832103]Exclude the SecurityConfig IE from RadioBearerConfig in RRCSetup.
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Conclusion
In section 2 we made the following observations:
Observation 1	SRB1 is configured in RRCSetup prior to initial security activation
Observation 2	Current procedures states that the UE shall configure security algorithms for the PDCP when adding an SRB, including SRB1

Based on the discussion in section 2 we propose the following:
Proposal 1	Update SRB addition procedures to exclude security configurations for SRB1 establishment
Proposal 2	Exclude the SecurityConfig IE from RadioBearerConfig in RRCSetup.
Proposal 3	Agree to the CR provided in R2-1816795
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