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5.3.7
RRC connection re-establishment

5.3.7.1
General
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Figure 5.3.7.1-1: RRC connection re-establishment, successful
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Figure 5.3.7.1-2: RRC re-establishment, fallback to RRC establishment, successful
The purpose of this procedure is to re-establish the RRC connection. A UE in RRC_CONNECTED, for which security has been activated, may initiate the procedure in order to continue the RRC connection. The connection re-establishment succeeds if the network is able to find and verify a valid UE context or, if the UE context cannot be retrieved, and the network responds with an RRCSetup according to section 5.3.3.4. If AS security has not been activated, the UE does not initiate the procedure but instead moves to RRC_IDLE directly.

The network applies the procedure as follows:

-
When AS security has been activated and the network retrieves or verifies the UE context:

-
to re-activate AS security without changing algorithms;

-
to re-establish and resume the SRB1;

-
When UE is re-establishing an RRC connection, and the network is not able to retrieve or verify the UE context:

-
to discard the stored AS Context and release all RB;
-
fallback to establish a new RRC connection.
Networks always sends the RRCReconfiguration message immediately after RRCReestablishment.
	**** Next Change ****


5.3.7.5
Reception of the RRCReestablishment by the UE

The UE shall:

1>
stop timer T301;

1>
consider the current cell to be the PCell;
1>
store the nextHopChainingCount value indicated in the RRCReestablishment message;

1>
update the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];

1>
derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.501 [11];

1>
request lower layers to verify the integrity protection of the RRCReestablishment message, using the previously configured algorithm and the KRRCint key;

1>
if the integrity protection check of the RRCReestablishment message fails:

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'other', upon which the procedure ends;

1>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
submit the RRCReestablishmentComplete message to lower layers for transmission;
NOTE: 
UE may delay submission of RRCReestablishmentComplete to the lower layers until completion of the processing of the first RRCReconfiguration message after RRCReestablishment.
1>
the procedure ends.
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