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1	Introduction
In Rel-15, the early data transmission (EDT) feature has been introduced for mobile-originated (MO) calls with both UP- and CP-EDT solutions. In UP-EDT solution, one of the key changes to enable the early data transmission in Msg3 is to provide the UE with the NCC in suspend procedure. This enables the UE to early activate AS security, i.e., before Msg3 transmission so that UL data multiplexed in Msg3 can already be protected. Below are the relevant agreements:
· NCC is optionally provided in RRCConnectionRelease message with suspend when the UE is using EDT or the UE is in RRC_CONNECTED.
· NCC in RRCConnectionResume message is ignored if the RRCConnectionResume message was received in response to RRCConnectionResumeRequest message for EDT.
Similarly, in the context of Rel-15 LTE connected to 5GC, in order for the UE to perform the resume procedure to a 5G network, the gNB also provides the UE with the NCC in suspend procedure. However, a UE with such an NCC provided during suspend needs not use the NCC value, for example, in the case of UP-EDT, the UE intends to initiate UP-EDT but does not fulfill the other requirements for UP-EDT initiation. A question arises is what would the UE do with the NCC value received at suspension if it does not perform EDT nor connectivity to 5GC procedure? This contribution discusses the issue and proposes the UE to activate early security when NCC is provided in suspend procedure regardless of whether the UE supports UP-EDT or not for the purposes of enhanced security, e.g., the RRC message in Msg4 can be ciphered in addition to integrity protection.
[bookmark: _Ref178064866]2	Discussion 
2.1	Early security
As discussed earlier, a UE with an NCC from suspend need not initiate EDT nor connect to 5GC. The UE does not initiate EDT maybe because it does not fulfil the conditions for initiating EDT procedure, e.g., due to large amount of UL data [1], or the UE is in RRC_CONNECTED mode irrespective of EDT capable or not.
Observation 1 [bookmark: _Toc522457411][bookmark: _Toc528893384]The UE with NCC provided during suspend needs not initiate EDT procedure nor connect to 5GC.
The UE can perform a legacy Rel-13 resume procedure. However, it is beneficial if the UE behaves as if there is early UL data in Msg3, i.e., early activating AS security and resuming radio bearers before transmission of the RRCConnectionResumeRequest in Msg3. This is because the RRC message in Msg4 can be integrity protected in addition to being ciphered and thus AS security for the connection is further enhanced. The ciphering of the RRC signaling can be useful for the case Msg4 is to suspend the RRC connection, e.g., including the RRCConnectionRelease with suspend indication. In this case, Msg4 includes a resumeIdentity newly assigned by the network. Note that that the resumeIdentity needs to be ciphered.
In addition, in order to avoid fragmentation of different solutions for resumption of a connection, it would be beneficial if a Rel-15 UE, not necessarily a BL UE, a UE in CE, or an NB-IoT UE, would be able to receive, and always use the NCC (when provided) for enhanced security, especially given that the behavior is already expected for not only EDT capable UEs but also LTE UEs connected to 5G Core. This procedure is referred to as early security in this contribution. We also note that there is no additional complexity required for the UE to perform such actions in early security with respect to when the UE performs UP-EDT procedure or RRC_INACTIVE procedure in LTE connectivity to 5G core.
Observation 2 [bookmark: _Toc522457413][bookmark: _Toc528893385]A Rel-15 UE capable of UP-EDT or connecting to 5GC is already capable of early security.
Observation 3 [bookmark: _Toc528893386]Early security helps avoid fragmentation of different resume solutions.
In addition, it is observed that with early security activation, the UE could be ready to receive ciphered DL data earlier using the new ciphering key KUPenc (i.e., associated with the NCC from suspend). This is also a straightforward way of enabling and facilitating solutions for early mobile terminated (MT) user data [2].
Moreover, in the context of transmission in preconfigured UL resources (PUR) [3], it would be possible that the RRC messages in EDT are used as a baseline for new PUR RRC messages. In this case, the early security activation would also be beneficial in protection of data transmission in PUR.
Observation 4 [bookmark: _Toc522457414][bookmark: _Toc528893387]Early security facilitates solutions for mobile-terminated DL data.
Observation 5 [bookmark: _Toc528893388]Transmission in preconfigured UL resources may benefit from early security.
It is therefore natural and beneficial to have a possibility for early security specified for Rel-15.
Proposal 1 [bookmark: _Toc528893404]The network may provide NCC in RRCConnectionRelease with suspend indication regardless whether the UE supports UP-EDT.
Proposal 2 [bookmark: _Toc522457416][bookmark: _Toc528893405]The UE with NCC provided during suspend always performs early security, i.e., re-activates AS security using the NCC, resumes radio bearers, and restores AS states before Msg3 transmission.
Similar to the agreement in UP-EDT above, since the security has been re-activated before Msg3, if the UE receives a RRCConnectionResume message in response to the RRCConnectionResumeRequest with early security, the NCC therein should be ignored.
Proposal 3 [bookmark: _Toc522457417][bookmark: _Toc528893406]The UE ignores NCC value received in the RRCConnectionResume message in response to the RRCConnectionResumeRequest message with early security.
To make the eNB aware of this early security capability of the UE, it is proposed to introduce 1-bit capability for this early security as a separate UE capability. In addition, the eNB should also inform UEs whether early security can be used in a cell, preferably via system information.
Proposal 4 [bookmark: _Toc522457418][bookmark: _Toc528893407]Introduce early security as a separate UE capability.
[bookmark: _Toc522457419]The indication of early security can be used in a cell is signaled in SIB2 (SIB2-NB).
Conclusion
In the previous sections we made the following observations: 
Observation 1	The UE with NCC provided during suspend needs not initiate EDT procedure nor connect to 5GC.
Observation 2	A Rel-15 UE capable of UP-EDT or connecting to 5GC is already capable of early security.
Observation 3	Early security helps avoid fragmentation of different resume solutions.
Observation 4	Early security facilitates solutions for mobile-terminated DL data.
Observation 5	Transmission in preconfigured UL resources may benefit from early security.

Based on the discussion in the previous sections we propose the following:
Proposal 1	The network may provide NCC in RRCConnectionRelease with suspend indication regardless whether the UE supports UP-EDT.
Proposal 2	The UE with NCC provided during suspend always performs early security, i.e., re-activates AS security using the NCC, resumes radio bearers, and restores AS states before Msg3 transmission.
Proposal 3	The UE ignores NCC value received in the RRCConnectionResume message in response to the RRCConnectionResumeRequest message with early security.
Proposal 4	Introduce early security as a separate UE capability.
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