Page 1



3GPP TSG-RAN2 Meeting #104 
R2-1816491
Spokane, USA, 12th - 16th November 2018


	CR-Form-v11.2

	CHANGE REQUEST

	

	
	37.340
	CR
	0057
	rev
	1
	Current version:
	15.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	


	

	Title:

	Text proposal on security for MR-DC

	
	

	Source to WG:
	OPPO

	Source to TSG:
	R2

	
	

	Work item code:
	NR_newRAT-Core
	
	Date:
	2018-11-01

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Currently, the LTE security capability and NR security capability are report in the NR NAS message. So the MR-DC except EN-DC will use the LTE security capability and NR security capability respectively for the independent evolution of the LTE security capability and NR security capability.
In TS33.501, it already capatures the DRBs configured with DRB IP will not perfrom the counter check procedure.

However, they are missing in the 37.340.

	
	

	Summary of change:
	Add text for Security capability reporting and Counter Check procedure for DRB confoguired with DRB IP.

	
	

	Consequences if not approved:
	Text for Security capability reporting and Counter Check procedure for DRB confoguired with DRB IP are missing.
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Security related aspects

EN-DC can only be configured after security activation in the MN.

In EN-DC, for bearers terminated in the MN the network configures the UE with KeNB; for bearers terminated in the SN the network configures the UE with S-KgNB.

For mobility scenarios that involve only a change of the SCG (i.e. no Pcell handover and hence no KeNB change), S-KgNB key refresh is not required if the PDCP termination point of the SN is not changed.

In EN-DC, the UE supports the NR security algorithms corresponding to the E-UTRA security algorithms signalled at NAS level and the UE NR AS Security capability is not signalled to the MN over RRC. Mapping from E-UTRA security algorithms to the corresponding NR security algorithms, where necessary, is performed at the MN. For MR-DC except EN-DC, the NR NAS will report the NR security algorithms and E-UTRA security algorithms respectively from UE to AMF and the NR security algorithms and E-UTRA security algorithms will be used independently.
For MR-DC with 5GC, UP integrity protection can be configured on a per radio bearer basis. The Counter Check procedure will not used for the DRBs on which user plane integrity protection is activated and used.
Omit some text here
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