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1. Overall Description:

SA2 would like to thank SA3 for their LS (S2-1810292/S3-183066).
Regarding encryption at NAS level: SA2 confirms the SA3 assumption that S-NSSAI and Last visited TAI can be encrypted. In contrast, SA2 concluded that the Moving from EPC parameter must be sent as cleartext. A TS 23.502 CR in S2-1811307 has been agreed clarifying these aspects.
Regarding encryption at Access Stratum (AS) level: SA2 analyzed several solution proposals and concluded that with the existing security mechanism at AS level it is not possible for 3GPP access to achieve S-NSSAI privacy and optimal AMF selection simultaneously. The reason is that optimal AMF selection (for the cases when 5G-GUTI is not available or cannot be used) requires that UE indicate the S-NSSAI in RRC signalling before the UE context, including security, is installed in NG-RAN (e.g. as in the case of untrusted non-3GPP access). Indicating S-NSSAI in AS is also considered useful to provide RAN awareness of what slices the UE is requesting to use e.g. to support AMF issued OVERLOAD START for option c) as described in TS 23.501 clause 5.19.5.2.
In the absence of RRC encryption during RRC Connection Establishment in Rel-15, SA2 technically endorsed two potential solutions that SA2 would like to share with SA3 and obtain feedback, so that this can be taken into account when formulating the final CR set for consideration in Rel-15 timeframe:
-
The solution in S2-1811403 where sending S-NSSAI always requires privacy protection. In Rel-15, since there is no encryption of RRC connection establishment msg5, S-NSSAI privacy over 3GPP access is achieved by not including any NSSAI in RRC connection establishment. This CR introduces NOTE 1 which may need to be further enhanced to clarify that RRC level information cannot be protected in Rel-15.
-
The solution in S2-1811565 where if both the HPLMN and the VPLMN policies allow, the UE may be configured based on explicit indication in Registration Accept in 3GPP access to include NSSAI in RRC connection establishment msg5.  The default UE behavior in 3GPP access is the same as in the other solution (i.e. if the UE receives no indication to include NSSAI in RRC according to one of the three modes a, b, and c from the PLMN, it will never include it).
2. Actions:

To SA3:

ACTION: 
SA2 respectfully asks SA3 to take the information above into account and provide any technical feedback on either solution.
To CT1:

ACTION: 
SA2 respectfully asks CT1 to consider the feedback on NAS level encryption and update CT1 specifications (as needed), pending SA3 confirmation on SA2 conclusions.
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