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	Reason for change:
	Some aspects need to be clarified in re-estblishment procedure. 

<1> SA3 has concluded that horizontal key derivation violates the security requirement. As a consequence, the RRCReestablishment message could not be ciphered. The current SPEC still applies security protection on this message. We think that neither integrity protection nor ciphering applies to the RRCReestablishment message. And the RRCReestablishment message should be sent via SRB0 as there is no security protection.
<2> UE does not have stored AS context while starting the re-establishment procedure. The clause about “restore xxxx” should be removed.
<3> Since there is no radio bearer configuration in reestablishment message, we think that UE should apply default SRB1 configuration after receiving the message. This is to make sure that UE could receive RRC reconfiguration via SRB1 after re-establishment procedure is completed.
<4> In LTE, UE will release measurement gap after receiving the re-establishment message. In NR, we suggest to follow the same principle since network could not explicitly release the measurement gap configuration in RRCReestablishment message (because there is no measurement configuration). We see no reason to apply measurement gap during the period between re-establishment and first RRC reconfiguration. The measurement gap may cause additional delay to receive the first RRC reconfiguration message after re-establishment.


	
	

	Summary of change:
	<1> In 5.3.7.2, correct the reference section number

<2> In 5.3.7.4, remove the clauses about “restore UE AS context” 

<3> Move the clauses about “re-establish SRB1” from 5.3.7.4 (before transmitting reestablishment request) to 5.3.7.5 (after receiving of reestablishment)

<4> Apply default configuration for SRB1 after receiving the RRCReestablishment message

<5> Release the measurement gap configuration after receiving the RRCReestablishment message

<6> Clarify that the RRCReestablishment message is sent via SRB0 without integrity protection and ciphering

<7> In some ASN.1 conditional code, remove the assumption that RRCReestablishment may include radio bearer configuration or cell group configuration
This change is based on draft 38.331-f30.

Impact analysis
Impacted functionality: 

Re-establishment procedure

Inter-operability:
If the network is implemented according to this CR while the UE is not, there is inter-operability issue.
If the UE is implemented according to this CR while the network is not, there is inter-operability issue. 


	
	

	Consequences if not approved:
	There are ambituities in RRC re-establishment procedure.
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1st change

5.3.7.2
Initiation

The UE initiates the procedure when one of the following conditions is met:

1>
upon detecting radio link failure of the MCG, in accordance with 5.3.10; or

1>
upon re-configuration with sync failure of the MCG, in accordance with sub-clause 5.3.5.8.3; or

1>
upon mobility from NR failure, in accordance with sub-clause 5.4.3.5; or

1>
upon integrity check failure indication from lower layers concerning SRB1 or SRB2; or

1>
upon an RRC connection reconfiguration failure, in accordance with sub-clause 5.3.5.8.2.

Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;

1> stop timer T304, if running;

1>
start timer T311;

1>
suspend all RBs, except SRB0;

1>
reset MAC;

1>
release the MCG SCell(s), if configured, in accordance with sub-clause 5.3.5.5.8;

1>
release the current dedicated ServingCell configuration and apply the specified values in corresponding specification except for the parameters for which values are provided in SIB1;

1>
release delayBudgetReportingConfig, if configured, and stop timer T3xx, if running;

1>
apply the default MAC Cell Group configuration as specified in 9.2.2;

1> perform cell selection in accordance with the cell selection process as specified in TS 38.304 [21].
2nd change

5.3.7.4
Actions related to transmission of RRCReestablishmentRequest message

The UE shall set the contents of RRCReestablishmentRequest message as follows:

1>
set the ue-Identity as follows:

2>
set the c-RNTI to the C-RNTI used in the source PCell (reconfiguration with sync or mobility from NR failure) or used in the PCell in which the trigger for the re-establishment occurred (other cases);

2>
set the physCellId to the physical cell identity of the source PCell (reconfiguration with sync or mobility from NR failure) or of the PCell in which the trigger for the re-establishment occurred (other cases);

2>
set the shortMAC-I to the 16 least significant bits of the MAC-I calculated:

3>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortMAC-Input;

3>
with the KRRCint key and integrity protection algorithm that was used in the source PCell (reconfiguration with sync or mobility from NR failure) or of the PCell in which the trigger for the re-establishment occurred (other cases); and

3>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

1>
set the reestablishmentCause as follows:

2>
 if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.8.2:

3>
set the reestablishmentCause to the value reconfigurationFailure;

2>
else if the re-establishment procedure was initiated due to reconfiguration with sync failure as specified in 5.3.5.8.3 (intra-NR handover failure) or 5.4.3.5 (inter-RAT mobility from NR failure):

3>
set the reestablishmentCause to the value handoverFailure;

2>
else:

3>
set the reestablishmentCause to the value otherFailure;





1> The UE shall submit the RRCReestablishmentRequest message to lower layers for transmission.
3rd change

5.3.7.5
Reception of the RRCReestablishment by the UE

The UE shall:

1>
stop timer T301;

1>
consider the current cell to be the PCell;
1>
re-establish PDCP for SRB1;

1>
re-establish RLC for SRB1;
1>
apply the specified configuration defined in 9.2.1 for SRB1;
1>
resume SRB1;
1>
store the nextHopChainingCount value indicated in the RRCReestablishment message;

1>
update the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];

1>
derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.501 [11];




1>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>
release the measurement gaps, if configured;
1>
submit the RRCReestablishmentComplete message to lower layers for transmission;

1>
the procedure ends.
4th change

6.2.2
Message definitions
<Cut to the change>
–
RRCReestablishment
The RRCReestablishment message is used to re-establish SRB1.

Signalling radio bearer: SRB0
RLC-SAP: TM

Logical channel: CCCH

Direction: Network to UE

RRCReestablishment message
-- ASN1START

-- TAG-RRCREESTABLISHMENT-START

RRCReestablishment ::=              SEQUENCE {

    rrc-TransactionIdentifier           RRC-TransactionIdentifier,

    criticalExtensions                  CHOICE {

        rrcReestablishment                  RRCReestablishment-IEs,

        criticalExtensionsFuture            SEQUENCE {}

    }

}

RRCReestablishment-IEs ::=          SEQUENCE {

    nextHopChainingCount                NextHopChainingCount,

    lateNonCriticalExtension            OCTET STRING                        OPTIONAL,

    nonCriticalExtension                SEQUENCE {}                         OPTIONAL
}

-- TAG-RRCREESTABLISHMENT-STOP

-- ASN1STOP

5th change

6.3.2
Radio resource control information elements

<Cut to the change>
–
RadioBearerConfig
The IE RadioBearerConfig is used to add, modify and release signalling and/or data radio bearers. Specifically, this IE carries the parameters for PDCP and, if applicable, SDAP entities for the radio bearers.

RadioBearerConfig information element

-- ASN1START

-- TAG-RADIO-BEARER-CONFIG-START

RadioBearerConfig ::=                   SEQUENCE {

    srb-ToAddModList                        SRB-ToAddModList                                        OPTIONAL,   -- Cond HO-Conn

    srb3-ToRelease                          ENUMERATED{true}                                        OPTIONAL,   -- Need N

    drb-ToAddModList                        DRB-ToAddModList                                        OPTIONAL,   -- Cond HO-toNR

    drb-ToReleaseList                       DRB-ToReleaseList                                       OPTIONAL,   -- Need N

    securityConfig                          SecurityConfig                                          OPTIONAL,   -- Need M

    ...

}

SRB-ToAddModList ::=                    SEQUENCE (SIZE (1..2)) OF SRB-ToAddMod

SRB-ToAddMod ::=                        SEQUENCE {

    srb-Identity                            SRB-Identity,

    reestablishPDCP                         ENUMERATED{true}                                        OPTIONAL,   -- Need N

    discardOnPDCP                           ENUMERATED{true}                                        OPTIONAL,   -- Need N

    pdcp-Config                             PDCP-Config                                             OPTIONAL,   -- Cond PDCP

    ...

}

DRB-ToAddModList ::=                    SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod

DRB-ToAddMod ::=                        SEQUENCE {

    cnAssociation                           CHOICE {

        eps-BearerIdentity                      INTEGER (0..15),                                    -- EPS-DRB-Setup

        sdap-Config                             SDAP-Config                                         -- 5GC

    }                                       OPTIONAL, -- Cond DRBSetup

    drb-Identity                            DRB-Identity,

    reestablishPDCP                         ENUMERATED{true}                                        OPTIONAL,   -- Need N

    recoverPDCP                             ENUMERATED{true}                                        OPTIONAL,   -- Need N

    pdcp-Config                             PDCP-Config                                             OPTIONAL,   -- Cond PDCP

    ...

}

DRB-ToReleaseList ::=                   SEQUENCE (SIZE (1..maxDRB)) OF DRB-Identity

SecurityConfig ::=                      SEQUENCE {  

    securityAlgorithmConfig                 SecurityAlgorithmConfig                                 OPTIONAL,   -- Cond RBTermChange

    keyToUse                                ENUMERATED{master, secondary}                           OPTIONAL,   -- Cond RBTermChange

    ...

}

-- TAG-RADIO-BEARER-CONFIG-STOP

-- ASN1STOP

	DRB-ToAddMod field descriptions

	cnAssociation
Indicates if the bearer is associated with the eps-bearerIdentity (when connected to EPC) or sdap-Config (when connected to 5GC).

	drb-Identity
In case of DC, the DRB identity is unique within the scope of the UE, i.e. an MCG DRB cannot use the same value as a split DRB. For a split DRB the same identity is used for the MCG and SCG parts of the configuration.

	eps-BearerIdentity
The EPS bearer ID determines the EPS bearer when NR connects to EPC using EN-DC

	reestablishPDCP
Indicates that PDCP should be re-established. Network sets this to TRUE whenever the security key used for this radio bearer changes. Key change could for example be due to termination point change for the bearer, reconfiguration with sync, resuming an RRC connection, or the first reconfiguration after reestablishment. It is also applicable for LTE procedures when NR PDCP is configured.

	recoverPDCP 

Indicates that PDCP should perform recovery according to TS38.323.

	sdap-Config
The SDAP configuration determines how to map QoS flows to DRBs when NR connects to the 5GC and presence/absence of UL/DL SDAP headers.


	RadioBearerConfig field descriptions

	securityConfig

Indicates the security algorithm and key to use for the signalling and data radio bearers configured with the list in this radioBearerConfig When the field is not included, the UE shall continue to use the currently configured keyToUse and security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig except for mobility from NR to E-UTRA/5GC.

	srb3-ToRelease
Release SRB3. SRB3 release can only be done at SCG release and reconfiguration with sync.


	SecurityConfig field descriptions

	keyToUse
Indicates if the bearers configured with the list in this radioBearerConfig is using the master key or the secondary key for deriving ciphering and/or integrity protection keys. For EN-DC, network should not configure SRB1 and SRB2 with secondary key and SRB3 with the master key. When the field is not included, the UE shall continue to use the currently configured keyToUse for the radio bearers reconfigured with the lists in this radioBearerConfig except for mobility from NR to E-UTRA/5GC. If EN-DC is not configured, this field is set to master.

	securityAlgorithmConfig
Indicates the security algorithm for the signalling and data radio bearers configured with the list in this radioBearerConfig. When the field is not included, the UE shall continue to use the currently configured security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig except for mobility from NR to E-UTRA/5GC.


	SRB-ToAddMod field descriptions

	discardOnPDCP 

Indicates that PDCP should discard stored SDU and PDU according to TS38.323.

	reestablishPDCP
Indicates that PDCP should be re-established. Network sets this to TRUE whenever the security key used for this radio bearer changes. Key change could for example be due to reconfig with sync, and for SRB2 when resuming an RRC connection the first reconfiguration after RRC connection reestablishment in NR. For LTE SRBs using NR PDCP, it could be for handover, RRC connection reestablishment or resume.

	srb-Identity
Value 1 is applicable for SRB1 only. Value 2 is applicable for SRB2 only. Value 3 is applicable for SRB3 only.


	Conditional Presence
	Explanation

	RBTermChange
	The field is mandatory present in case of set up of signalling and data radio bearer and change of termination point for the radio bearer between MN and SN. It is optionally present otherwise, Need S.

	PDCP
	The field is mandatory present if the corresponding DRB is being setup or corresponding RB is reconfigured with NR PDCP; otherwise the field is optionally present, need M.

	DRBSetup
	The field is mandatory present if the corresponding DRB is being setup; otherwise the field is optionally present, need M.

	HO-Conn
	The field is mandatory present in case of inter-system handover from E-UTRA (connected to EPC) to E-UTRA (connected to 5GC) or NR, or when the fullConfig is included in the RRCReconfiguration message, or in case of RRCSetup; otherwise the field is optionally present, need N. Upon RRCSetup, only SRB1 can be present.

	HO-toNR
	The field is mandatory present in case of inter-system handover from E-UTRA (connected to EPC) to E-UTRA (connected to 5GC) or NR, or when the fullConfig is included in the RRCReconfiguration message. In case of RRCSetup, the field is not present; otherwise the field is optionally present, need N.


<Cut to the change>
–
ServingCellConfig
The ServingCellConfig IE is used to configure (add or modify) the UE with a serving cell, which may be the SpCell or an SCell of an MCG or SCG. The parameters herein are mostly UE specific but partly also cell specific (e.g. in additionally configured bandwidth parts).

ServingCellConfig information element

-- ASN1START

-- TAG-SERVING-CELL-CONFIG-START

ServingCellConfig ::=               SEQUENCE {

    tdd-UL-DL-ConfigurationDedicated    TDD-UL-DL-ConfigDedicated                                               OPTIONAL,   -- Cond TDD

    initialDownlinkBWP                  BWP-DownlinkDedicated                                                   OPTIONAL,   -- Need M

    downlinkBWP-ToReleaseList           SEQUENCE (SIZE (1..maxNrofBWPs)) OF BWP-Id                              OPTIONAL,   -- Need N

    downlinkBWP-ToAddModList            SEQUENCE (SIZE (1..maxNrofBWPs)) OF BWP-Downlink                        OPTIONAL,   -- Need N

    firstActiveDownlinkBWP-Id           BWP-Id                                                                  OPTIONAL,   -- Cond SyncAndCellAdd

    bwp-InactivityTimer                 ENUMERATED {ms2, ms3, ms4, ms5, ms6, ms8, ms10, ms20, ms30,

                                                    ms40,ms50, ms60, ms80,ms100, ms200,ms300, ms500,

                                                    ms750, ms1280, ms1920, ms2560, spare10, spare9, spare8,

                                                    spare7, spare6, spare5, spare4, spare3, spare2, spare1 }    OPTIONAL,   --Need R    

    defaultDownlinkBWP-Id               BWP-Id                                                                  OPTIONAL,   -- Need S

    uplinkConfig                        UplinkConfig                                                            OPTIONAL,   -- Need M

    supplementaryUplink                 UplinkConfig                                                            OPTIONAL,   -- Need M

    pdcch-ServingCellConfig             SetupRelease { PDCCH-ServingCellConfig }                                OPTIONAL,   -- Need M

    pdsch-ServingCellConfig             SetupRelease { PDSCH-ServingCellConfig }                                OPTIONAL,   -- Need M

    csi-MeasConfig                      SetupRelease { CSI-MeasConfig }                                         OPTIONAL,   -- Need M

    sCellDeactivationTimer              ENUMERATED {ms20, ms40, ms80, ms160, ms200, ms240,

                                                    ms320, ms400, ms480, ms520, ms640, ms720,

                                                    ms840, ms1280, spare2,spare1}                   OPTIONAL,   -- Cond ServingCellWithoutPUCCH

    crossCarrierSchedulingConfig        CrossCarrierSchedulingConfig                                            OPTIONAL,   -- Need M

    tag-Id                              TAG-Id,

    ue-BeamLockFunction                 ENUMERATED {enabled}                                                    OPTIONAL,   -- Need R

    pathlossReferenceLinking            ENUMERATED {pCell, sCell}                                               OPTIONAL,   -- Cond SCellOnly

    servingCellMO                       MeasObjectId                                                            OPTIONAL,   -- Cond MeasObject

    ...

}

UplinkConfig ::=                    SEQUENCE {

    initialUplinkBWP                    BWP-UplinkDedicated                                                     OPTIONAL,   -- Need M

    uplinkBWP-ToReleaseList             SEQUENCE (SIZE (1..maxNrofBWPs)) OF BWP-Id                              OPTIONAL,   -- Need N

    uplinkBWP-ToAddModList              SEQUENCE (SIZE (1..maxNrofBWPs)) OF BWP-Uplink                          OPTIONAL,   -- Need N

    firstActiveUplinkBWP-Id             BWP-Id                                                                  OPTIONAL,   -- Cond SyncAndCellAdd

    pusch-ServingCellConfig             SetupRelease { PUSCH-ServingCellConfig }                                OPTIONAL,   -- Need M

    carrierSwitching                    SetupRelease { SRS-CarrierSwitching }                                   OPTIONAL,   -- Need M

    ...

}

-- TAG-SERVING-CELL-CONFIG-STOP

-- ASN1STOP

	ServingCellConfig field descriptions

	bwp-InactivityTimer
The duration in ms after which the UE falls back to the default Bandwidth Part. (see 38.321, section 5.15) The value 0.5 ms is only applicable for carriers >6 GHz. When the network releases the timer configuration, the UE stops the timer without switching to the default BWP.

	crossCarrierSchedulingConfig
Indicates whether this serving cell is cross-carrier scheduled by another serving cell or whether it cross-carrier schedules another serving cell.

	defaultDownlinkBWP-Id
Corresponds to L1 parameter 'default-DL-BWP'. The initial bandwidth part is referred to by BWP-Id = 0. ID of the downlink bandwidth part to be used upon expiry of the BWP inactivity timer. This field is UE specific. When the field is absent the UE uses the nitial BWP as default BWP. (see 38.211, 38.213, section 12 and 38.321, section 5.15)

	downlinkBWP-ToAddModList
List of additional downlink bandwidth parts to be added or modified. (see 38.211, 38.213, section 12).

	downlinkBWP-ToReleaseList
List of additional downlink bandwidth parts to be released. (see 38.211, 38.213, section 12).

	firstActiveDownlinkBWP-Id
If configured for an SpCell, this field contains the ID of the DL BWP to be activated upon performing the RRC (re-)configuration. If the field is absent, the RRC (re-)configuration does not impose a BWP switch (corresponds to L1 parameter 'active-BWP-DL-Pcell'). 

If configured for an SCell, this field contains the ID of the downlink bandwidth part to be used upon MAC-activation of an SCell. The initial bandwidth part is referred to by BWP-Id = 0.

Upon reconfigurationWithSync (PCell handover, PSCelladdition/change), the network sets the firstActiveDownlinkBWP-Id and firstActiveUplinkBWP-Id to the same value.

	initialDownlinkBWP
The dedicated (UE-specific) configuration for the initial downlink bandwidth-part.

	pathlossReferenceLinking
Indicates whether UE shall apply as pathloss reference either the downlink of PCell or of SCell that corresponds with this uplink (see 38.213, section 7)

	pdsch-ServingCellConfig
PDSCH related parameters that are not BWP-specific.

	sCellDeactivationTimer
SCell deactivation timer in TS 38.321 [3]. If the field is absent, the UE applies the value infinity.

	servingCellMO

measObjectId of the MeasObjectNR in MeasConfigwhich is associated to the serving cell. For this MeasObjectNR, the following relationship applies between this MeasObjectNR and frequencyInfoDL in ServingCellConfigCommon of the serving cell: if ssbFrequency is configured, its value is the same as the absoluteFrequencySSB and if csi-rs-ResourceConfigMobility is configured, the value of its subcarrierSpacing is present in one entry of the scs-SpecificCarrierList, csi-RS-CellListMobility includes an entry corresponding to the serving cell (with cellId equal to physCellId in ServingCellConfigCommon) and the frequency range indicated by the csi-rs-MeasurementBW of the entry in csi-RS-CellListMobility is included in the frequency range indicated by in the entry of the scs-SpecificCarrierList.   

	tag-Id
Timing Advance Group ID, as specified in TS 38.321 [3], which this cell belongs to.

	ue-BeamLockFunction
Enables the "UE beam lock function (UBF)", which disable changes to the UE beamforming configuration when in NR_RRC_CONNECTED. FFS: Parameter added preliminary based on RAN4 LS in R4-1711823. Decide where to place it (maybe ServingCellConfigCommon or in a BeamManagement IE??)


	UplinkConfig field descriptions

	carrierSwitching
Includes parameters for configuration of carrier based SRS switching Corresponds to L1 parameter 'SRS-CarrierSwitching' (see 38.214, section FFS_Section).

	firstActiveUplinkBWP-Id
If configured for an SpCell, this field contains the ID of the UL BWP to be activated upon performing the RRC (re-)configuration. If the field is absent, the RRC (re-)configuration does not impose a BWP switch (corresponds to L1 parameter 'active-BWP-UL-Pcell'). 

If configured for an SCell, this field contains the ID of the uplink bandwidth part to be used upon MAC-activation of an SCell. The initial bandwidth part is referred to by BandiwdthPartId = 0.

	initialUplinkBWP
The dedicated (UE-specific) configuration for the initial uplink bandwidth-part.

	pusch-ServingCellConfig
PUSCH related parameters that are not BWP-specific.

	supplementaryUplink

The field is optionally present if supplementaryUplinkConfig is configured in ServingCellConfigCommon and absent otherwise.

	uplinkBWP-ToReleaseList
The additional bandwidth parts for uplink. In case of TDD uplink- and downlink BWP with the same bandwidthPartId are considered as a BWP pair and must have the same center frequency.

	uplinkConfig

The field is optionally present if uplinkConfigCommon is configured in ServingCellConfigCommon, and absent otherwise.


	Conditional Presence
	Explanation

	MeasObject
	This field is mandatory present for the SpCell if the UE has a measConfig, and it is optionally present, Need M, for SCells.

	SCellOnly
	This field is optionally present, Need R, for SCells. It is absent otherwise. 

	ServingCellWithoutPUCCH
	This field is optionally present, Need S, for SCells except PUCCH SCells. It is absent otherwise.

	SyncAndCellAdd
	This field is mandatory present, Need N, for a SpCell upon reconfigurationWithSync (PCell handover, PSCelladdition/change) and upon RRCsetup/RRCResume. 

The field is mandatory present, Need M, for an SCell upon addition. 

For SpCell, the field is optionally present, Need N, upon reconfiguration without reconfigurationWithSync.

In all other cases the field is absent.

	TDD
	This field is optionally present, Need R, for TDD cells. It is absent otherwise.


