3GPP TSG-RAN WG2 Meeting#103
R2-1812507
Gothenburg, Sweden, Aug 20 – 24, 2018






 



  revision of R2-1810363

Agenda item:
10.4.1.3.9
Source: 
Huawei, HiSilicon

Title: 
Support of RNA update without context relocation
Document for:
Discussion and Decision
1   Introduction
In RAN2#102 meeting, there was agreement to support RNAU without context relocation:
b.
RAN2 preference for RAN3 to support RNAU without context relocation, under the assumption that there is no major RAN2 impact.

In this document, we would like to discuss possible RAN2 impacts.

2   Discussion

Based on latest specification [1], RNA update consists in the exchange of an RRCResumeRequest sent by the UE and an RRCRelease in response from the network. We assume it could be the same for a periodic RNA without context relocation.

In this case;

-
RRCResumeRequest is transmitted with shortResumeMAC-I calculated based on PCI and C-RNTI which were used when the UE received the last RRCRelease message

-
 RRCRelease is transmitted using keys for ciphering/integrity protection derived based on NCC provided in the last RRCRelease message

2.2   Security of message 4 

As discussed before with SA3, Msg4 must be ciphered and integrity protected with keys based on a KgNB* derived from the identity of the serving cell in the new gNB. If the UE context is relocated to the new gNB, the new gNB will perform a Path Switch to receive a new NH key (NH*); the value of NCC provided to the UE in a subsequent RRCRelease message (NCC*) will identify the new NH key.
If the UE context is not relocated, the anchor (last serving) gNB does not perform a Path Switch therefore the anchor gNB may not have a new NH key. In this case, the value of NCC provided to the UE in the RRCRelease constructed by the anchor gNB will be the same as the NCC provided in the previous RRCRelease message. When the UE initiates a subsequent resume procedure, the new KgNB* will be horizontally derived from the old KgNB according to existing SA3 key derivation procedures in 33.501.
Proposal 1: Confirm that KgNB* derived following a periodic RNAU without context relocation is based on horizontal key derivation.
2.3   ShortResume MAC-I for the next RRCResumeRequest
The shortResumeMAC-I is generated based on target Cell ID, source C-RNTI and source PCI. In case of RNAU without context relocation, it was agreed to replace pervious stored PCI and C-RNTI. Theoretically speaking, there are several possible solutions for the UE to update the PCI and C-RNTI. 
Option 1: existing behaviour, i.e. UE updates PCI and C-RNTI with the information in the new cell

In this solution, the UE always stores the PCI and C-RNTI of the new cell as the input for the shortResumeMAC-I computed in the next resume procedure. For the anchor (last serving) gNB, to align the input for shortResumeMAC-I with the UE side, it is necessary for the target gNB to indicate the temporary C-RNTI, provided in MSG2 to the UE, to the anchor gNB at each time of UE context retrieve request. 
The possible flow chart (option 1) is provided below for the calculation and verification of shortResumeMAC-I.
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Fig1. Opt 1: calculation and verification of shortResumeMAC-I
This involves Xn signalling overhead and brings additional complexity. Therefore, option 1 should be informed to RAN3 if it is adopted.
Observation 1: Option 1 needs exchange of new C-RNTI and has impact on RAN3.
Option 2: RRCRelease includes the values of PCI and C-RNTI to be used for the next RRCResumeRequest
Different from the option 1, the PCI and C-RNTI used for the next input of shortResumeMAC-I are configured in the RRCRelease response message which, in the case of periodic RNAU without context relocation, are selected by the anchor gNB. It is worth noting that the information elements PCI and C-RNTI between UE and anchor gNB is identical to the information elements PCI and C-RNTI between UE and target gNB in the case of periodic RNAU with context relocation. No additional information is needed between the anchor gNB and target gNBs in case of RNAU without context relocation.  
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Fig 2. Opt 2: calculation and verification of shortResumeMAC-I
Option 3: RRCRelease indicates whether or not to store the new PCI and C-RNTI
In this option, there is an indication in the RRCRelease response message to inform the UE of whether to update the PCI and C-RNTI with the new ones. There, in case of RNAU without context relocation, the anchor gNB can include the indication. Upon receiving the indication, the UE doesn’t update the stored PCI and C-RNTI. Otherwise, the previously stored PCI and C-RNTI shall be replaced of the current information. 
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Fig3. Opt 3: calculation and verification of shortResumeMAC-I
Proposal 2: Discuss the following solutions on the inputs of PCI and C-RNTI for the calculation of shortResumeMAC-I:
· Option 2: RRCRelease includes the values of PCI and C-RNTI to be used for the next RRCResumeRequest 
· Option 3: RRCRelease indicates whether or not to store the new PCI and C-RNTI 
3   Conclusion
In this paper, we analysed possible issues for the input for shortResumeMAC-I in case of RNAU without context relocation. Therefore we made the following proposal:
Observation 1: Option 1 needs exchange of new C-RNTI and has impact on RAN3.
Proposal 2: Discuss the following solutions on the inputs of PCI and C-RNTI for the calculation of shortResumeMAC-I:

· Option 2: RRCRelease includes the values of PCI and C-RNTI to be used for the next RRCResumeRequest 
· Option 3: RRCRelease indicates whether or not to store the new PCI and C-RNTI 
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