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1. Introduction
RAN2#102 has discussed the security framework for RRC Resume procedure and agreed on the following [1]:
Agreements

a.
Confirm the Resume working assumption with SA3 option a. 

b.
RAN2 preference for RAN3 to support RNAU without context relocation, under the assumption that there is no major RAN2 impact.

c
Current re-establishment solution (i.e. current WA) will be included in the RRC spec

d.
Send LS to SA3 to ask whether Horizontal key derivation is feasible to be used for encryption of Reestablishment message. If SA3 respond that it is feasible then this will be introduced in the spec.

For the “agreement b” on RNAU without context relocation, RAN3 AH1807 has made progress and agreed on Xn signalling. In this contribution, we discuss the RAN2 related changes and suggest proposals. 

We note that this feature is applicable to both NR and eLTE and this was also taken into account in RAN3 agreements.
2. Discussion
To support RNAU without context relocation, it is necessary that that msg4 contents should be transported from the anchor gNB to the serving gNB while keeping the UE context at the anchor gNB. This was already conveyed to RAN3 in the RAN2 LS [2]. To this end, RAN3 AH1807 has agreed to the necessary changes needed on the Xn signalling [2]. In particular, the following were introduced:

· Cause in context retrieve request (with single value for now, RNAU relocation)
· Octet string carrying encrypted RRC message in the context fetch unsuccessful response (i.e. context is not transferred)
The changes to the Xn signaling agreed by RAN3 is provided in the Annex B as a reference.

RAN3 also discussed whether the same procedure can be used for mobility based RNAU even though this was not explicitly mentioned in the RAN2 LS. RAN3 didn’t reach an agreement on the support for mobility RNAU. Therefore, the procedure agreed in RAN3 is only applicable to periodic RNAU which was also the motivation and extent of the RAN2 agreements. 

RAN3 also discussed using this new Xn signaling enhancement for other use cases such as releasing the UE to Idle due to for example N2 release. However, this discussion is only limited to RAN3 scope (and possibly SA2) without any impact on RAN2.
From RAN2 perspective, we can focus on periodic RNAU and how it can be supported without UE context transfer. Also, we only need to consider the case where the UE is released back to Inactive in msg4 since there is no impact to the fallback mechanism when the gNB sends a RRC Connection Setup in msg4 instead. In addition, if msg4 is a RRC Release message which moves the UE to Idle, the location of UE context at the network is not applicable anymore and thus again no changes are needed.
Observation 1: The only scenario to be considered without UE context relocation is RNAU where msg4 is an RRC Release message back to Inactive.
The first change introduced by RAN3 was adding a RRC resume cause to the RETRIEVE UE CONTEXT REQUEST. This IE in the CR is described as “ In case of RNA Update, contains the cause value provided by the UE in RRC ResumeRequest message as defined in TS 38.331 [10])”. 
In RRC Resume Request, there is already an establishment cause value for “rna-Update”. Therefore, nothing additional need to be introduced. If this feature is only used for periodic RNAU, the anchor gNB can infer the type of the RNAU since it knows the UE as well as its configured RNAU and can decide to keep the UE context only for periodic RNAU. It is important to note that the decision to move the UE context is always up to the anchor gNB per RAN3 agreements.
Observation 2: No changes to RRC Resume Request message contents are needed to support RNAU without UE context relocation.
For the transport of the RRC Release message, RAN3 agreed a transparent container which “Includes either the RRCRelease message as defined in TS 38.331 [10], or the RRCConnectionRelease message as defined in TS 36.331 [14]”. This is similar to how RRC reconfiguration for handover is sent by the target gNB to the source gNB.
For the transmission of RRC Release by the serving gNB to the UE, the same model as for handover can be used.

Proposal 1: The serving gNB transparently sends the RRC Release message generated by the anchor gNB to the UE. 
Whether the RRC Release message is generated by the anchor gNB or serving gNB does not impact UE procedures when it receives RRC Release. The UE may be aware of the difference if the anchor gNB decides to use the same I-RNTI; however no new action needs to be taken by the UE.
Observation 3: Proposal 1 does not require any RRC (UE procedure and ASN.1) changes and can be captured in stage-2 only. 

The final issue is if any changes are needed regarding the security of msg3 and msg4. 
The resume MAC-I sent in msg3 is calculated as follows:

1>
set the resumeMAC-I to the 16 least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;

2>
with the KRRCint key and the previously configured integrity protection algorithm; and

2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

Here, KRRCint key and the contents of VarResumeMAC-Input shown below which are used in the resumeMAC-I derivation can be used as before since resumeMAC-I is anyway forwarded to the anchor gNB for verification and used by the anchor gNB irrespective of there is anchor relocation or not. 

VarResumeMAC-Input
::=

SEQUENCE {

sourcePhysCellId





PhysCellId,

targetCellIdentity





CellIdentity,

source-I-RNTI






RNTI-Value,

resumeDiscriminator





BIT STRING(SIZE(1))
}
Observation 4: No changes to resumeMAC-I derivation are needed to support RNAU without UE context relocation.

In msg4 (RRC Release in RNAU), the message is ciphered by the new key derived using the NCC value obtained in the previous RRC Release message. If there is UE context relocation, it was observed that the serving gNB has to wait for a new key from AMF via Path Switch procedure and thus will provide a new NCC which will cause a vertical key derivation (in fact, this wait time was the main motivation for supporting no UE context relocation option). If the UE context does not move, the anchor gNB can either send the same NCC or a new NCC if it had received a new one from AMF after moving the UE to Inactive. In either case, the anchor gNB will provide an NCC in the RRC Release message which is transported transparently by the serving gNB to the UE. Since NCC is a mandatory field in the RRC Release message, no changes to the ASN.1 and UE procedure are needed.
Observation 5: No changes to msg4 (RRC Release) security are needed in 38.331.

Here we assumed that the UE will use the old key for msg3 and new key for msg4, which was the so-called “option a” in the SA3 LS [4]. If, as proposed in a companion paper [5], “option b” where the new key is used for msg3 and a newer key is used for msg4, this option can also be used for the no relocation scenario without any changes.
Observation 4: If RAN2 agrees to adopt SA3 “option b” where new key is used for msg3 and newer key is used for msg4, it can be used as is to also support RNAU without UE context relocation.

Based on above discussion, we can see that no changes are needed to TS 38.331 as all the messages and procedures can already support RNAU without UE context relocation. The only change needed is in TS 38.300 where the call flow for RNAU procedure mentions that the UE context moves to the serving gNB with RNAU. A TP to modify this, which also takes the RAN3 CR into account, is provided in Annex A.
Proposal 2: Agree to the 38.300 TP in the annex which also takes into account the Xn changes agreed by RAN3.
Since RAN2 had previously informed to SA3 that UE context relocation always happens with RNAU, it will be beneficial to inform that this is no longer true and get their feedback if any. 
Proposal 3: Send an LS to SA3 to inform RAN2 agreement on RNAU without UE context relocation.
3. Conclusion
In this contribution, we discussed RNAU without UE context relocation and propose the following:

Observation 1: The only scenario to be considered without UE context relocation is RNAU where msg4 is an RRC Release message back to Inactive.
Observation 2: No changes to RRC Resume Request message contents are needed to support RNAU without UE context relocation.
Proposal 1: The serving gNB transparently sends the RRC Release message generated by the anchor gNB to the UE. 

Observation 3: Proposal 1 does not require any RRC (UE procedure and ASN.1) changes and can be captured in stage-2 only. 

Observation 4: No changes to resumeMAC-I derivation are needed to support RNAU without UE context relocation.

Observation 5: No changes to msg4 (RRC Release) security are needed in 38.331.

Observation 4: If RAN2 agrees to adopt SA3 “option b” where new key is used for msg3 and newer key is used for msg4, it can be used as is to also support RNAU without UE context relocation.

Proposal 2: Agree to the 38.300 TP in the annex which also takes into account the Xn changes agreed by RAN3.
Proposal 3: Send an LS to SA3 to inform RAN2 agreement on RNAU without UE context relocation.
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Annex A: Text Proposal for 38.300

9.2.2.5
RNA update

The following figure describes the UE triggered RNA update procedure when it moves out of the configured RNA involving context retrieval over Xn:
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Figure 9.2.2.5-1: RNA update procedure

1.
The UE resumes from RRC_INACTIVE, providing the I-RNTI allocated by the last serving gNB and appropriate cause value, e.g., RAN notification area update.

2.
The gNB, if able to resolve the gNB identity contained in the I-RNTI, requests the last serving gNB to provide UE Context, with the cause value provided by the UE.
3.
The last serving gNB either provides UE context or provides an RRC message which is forwarded to the UE by gNB without UE context transfer.
4.
The gNB may move the UE to RRC_CONNECTED, or send the UE back to RRC_INACTIVE state or send the UE to RRC_IDLE. If the UE is sent to RRC_IDLE, the following steps are not needed.

5.
If loss of DL user data buffered in the last serving gNB shall be prevented, the gNB provides forwarding addresses.

6./7. The gNB performs path switch if UE context is transferred.

8.
The gNB triggers the release of the UE resources at the last serving gNB if UE context is transferred.

Annex B: Xn Support for RNAU without context transfer

8.2.4
Retrieve UE Context

8.2.4.1
General

The purpose of the Retrieve UE Context procedure is to retrieve the UE context from the old NG-RAN node and transfer it to the NG-RAN node where the UE RRC Connection has been requested to be established, or to enable the old NG-RAN node to forward a RRC message to the UE via the new NG-RAN node without context transfer.

The procedure uses UE-associated signalling.

8.2.4.2
Successful Operation
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Figure 8.2.4.2-1: Retrieve UE Context, successful operation

The new NG-RAN node initiates the procedure by sending the RETRIEVE UE CONTEXT REQUEST message to the old NG-RAN node. 

If the old NG-RAN node is able to identify the UE context by means of the UE Context ID, and to successfully verify the UE by means of the integrity protection contained in the RETRIEVE UE CONTEXT REQUEST message, and decides to provide the UE context to the new NG-RAN node, it shall respond to the new NG-RAN node with the RETRIEVE UE CONTEXT RESPONSE message.

If the Index to RAT/Frequency Selection Priority IE is contained in the RETRIEVE UE CONTEXT RESPONSE message, the new NG-RAN node shall store this information and use it as defined in TS 23.501 [7].

If the Location Reporting Information IE is included in the RETRIEVE UE CONTEXT RESPONSE message, then the new NG-RAN node should initiate the requested location reporting functionality as defined in TS 38.413 [5].
8.2.4.3
Unsuccessful Operation


[image: image3.emf]old 

NG-RAN node

new 

NG-RAN node

RETRIEVE UE CONTEXT REQUEST

RETRIEVE UE CONTEXT FAILURE


Figure 8.2.4.3-1: Retrieve UE Context, unsuccessful operation

If the old NG-RAN node is not able to identify the UE context by means of the I-RNTI, or if the integrity protection contained in the RETRIEVE UE CONTEXT REQUEST message is not valid, or if it decides not to provide the UE context to the new NG-RAN node it shall respond to the new NG-RAN node with the RETRIEVE UE CONTEXT FAILURE message.

If the Old NG-RAN node to New NG-RAN node Resume Container IE is included in the RETRIEVE UE CONTEXT FAILURE message, the new NG-RAN node should transparently forward the content of this IE to the UE as described in TS 38.300 [9].
>>>>   next change   <<<<

9.1.1.8
RETRIEVE UE CONTEXT REQUEST

This message is sent by the new NG-RAN node to request the old NG-RAN node to transfer the UE Context to the new NG-RAN.

Direction: new NG-RAN node ( old NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.3.1
	
	YES
	ignore

	New NG-RAN node UE XnAP ID reference
	M
	
	NG-RAN node UE XnAP ID
9.2.3.16
	Allocated at the new NG-RAN node
	YES
	reject

	UE Context ID
	M
	
	9.2.3.40
	
	YES
	reject

	Integrity protection
	M
	
	BIT STRING (SIZE (16)) 
	ShortMAC-I either contained in the RRCConnection ResumeRequest message as defined in TS 38.331 [10])

or in the RRCConnection ResumeRequest message as defined in TS 36.331 [14])
	YES
	reject

	New Cell Identifier
	M
	
	NG-RAN Cell Identity

9.2.2.9
	The Cell Identifier of the cell where the RRC connection has been requested to be resumed or to be re-established.
	YES
	reject

	RRC Resume Cause
	O
	
	9.2.3.XX
	In case of RNA Update, contains the cause value provided by the UE in RRC ResumeRequest message as defined in TS 38.331 [10])

or in the RRCConnection ResumeRequest message as defined in TS 36.331 [14])
	YES
	ignore


9.1.1.9
RETRIEVE UE CONTEXT RESPONSE

This message is sent by the old NG-RAN node to transfer the UE context to the new NG-RAN node.

Direction: old NG-RAN node ( new NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.3.1
	
	YES
	ignore

	New NG-RAN node UE XnAP ID reference
	M
	
	NG-RAN node UE XnAP ID
9.2.3.16
	Allocated at the new NG-RAN node
	YES
	ignore

	Old NG-RAN node UE XnAP ID reference
	M
	
	NG-RAN node UE XnAP ID
9.2.3.16
	Allocated at the old NG-RAN node
	YES
	ignore

	GUAMI
	M
	
	9.2.3.24
	
	YES
	reject

	UE Context Information Retrieve UE Context Response
	M
	
	9.2.1.13
	
	YES
	reject

	Trace Activation
	O
	
	9.2.3.55
	
	YES
	ignore

	Masked IMEISV
	O
	
	9.2.3.32
	
	YES
	ignore

	Location Reporting Information
	O
	
	9.2.3.47
	Includes the necessary parameters for location reporting.
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.2.3.3
	
	YES
	ignore


9.1.1.10
RETRIEVE UE CONTEXT FAILURE

This message is sent by the old NG-RAN node to inform the new NG-RAN node that the Retrieve UE Context procedure has failed.

Direction: old NG-RAN node ( new NG-RAN node.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.3.1
	
	YES
	ignore

	New NG-RAN node UE XnAP ID reference
	M
	
	NG-RAN node UE XnAP ID
9.2.3.16
	Allocated at the new NG-RAN node
	YES
	ignore

	Old NG-RAN node To New NG-RAN node Resume Container
	O
	
	OCTET STRING
	Includes either the RRCRelease message as defined in TS 38.331 [10], or the RRCConnectionRelease message as defined in TS 36.331 [14], encapsulated in a PDCP-C PDU.
	YES
	ignore

	Cause
	M
	
	9.2.3.2
	
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.2.3.3
	
	YES
	ignore


>>>>   next change   <<<<

9.2.3.XX
RRC Resume Cause

The purpose of the RRC Resume Cause IE is to indicate to the old NG-RAN node the reason for the RRC Connection Resume as received from the UE in the ResumeCause defined in TS 36.331 [14] and TS 38.331 [10]. In this version of the specification, this is limited to the case of RNA update.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	RRC Resume Cause
	M
	
	ENUMERATED(rna-Update, …)
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