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1. Introduction 
RAN2#99bis agreement:

	=>
We do not optimize for the key confusion and count rollover issues for EN-DC in Rel-15. For example, the solutions, handover, DRB release/addition, scheduling of restriction or LCID change can be used and it is up to network implementation.


It seems this agreement has not been captured either in stage 2 or stage 3. 
2. Discussion

We noticed that COUNT wrap around behaviour has been captured in 38.331 but it is capture in SA CR and has following text (R2-1810388):

	For each radio bearer an independent counter (COUNT, as specified in TS 38.323 [5]) is maintained for each direction. For each radio bearer, the COUNT is used as input for ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 38.323 [5]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 38.323 [5]). The HFN needs to be synchronized between the UE and the network. The network is responsible for avoiding reuse of the COUNT with the same RB identity and with the same key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the network may e.g. use different RB identities for successive RB establishments, trigger an intra cell reconfiguration with sync, or an RRC_CONNECTED to RRC_IDLE/RRC_INACTIVE and then to RRC_CONNECTED transition.
For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.

Editor’s note:
FFS Handling of keys in NE-DC and NR-NR-DC.


While checking 37.340, Section 8.3 and Annex A are related to bearer type change and don’t capture COUNT reuse behaviour. RAN2#99bis agreed that the network may perform handover or bearer deletion and addition etc. If e.g. network decides to perform RB addition and deletion in the same message then, in our opinion, the appropriate handling from the table in Annex A of 37.340 is the handling related to split to split bearer type change without key change. However, this scenario is mentioned as “N/A” as highlighted in yellow:
	Bearer type change from row
to col
	MCG 
	Split  
	SCG

	
	no key change
	with key change
(KeNB <->

S-KgNB)
	no key change
	with key change
(KeNB <->

S-KgNB)
	no key

change
	with key change
(KeNB <->

S-KgNB)

	MCG
	N/A
	PDCP:

Re-establish

MCG RLC:

Re-establish

MCG MAC:

See Note

SCG RLC:

No action

SCG MAC:

No action
	PDCP: Reconfigure
MCG RLC: No action
MCG MAC: No action
SCG RLC: Establish
SCG MAC: Reconfigure
	PDCP:

Re-establish

MCG RLC:

Re-establish

MCG MAC:

See Note

SCG RLC:

Establish

SCG MAC:

Reconfigure
	PDCP:

Recovery
MCG RLC:

Re-est+release
MCG MAC:

Reconfigure
SCG RLC:

Establish
SCG MAC:

Reconfigure
	PDCP:

Re-establish

MCG RLC:

Re-est+release
MCG MAC:

Reconfigure
SCG RLC:

Establish
SCG MAC:

Reconfigure

	Split
	PDCP:

Recovery
MCG RLC:

No action
MCG MAC:

No action
SCG RLC:

Release
SCG MAC:

Reconfigure
	PDCP: 
Re-establish
MCG RLC: Re-establish
MCG MAC: See Note
SCG RLC: Release
SCG MAC: Reconfigure
	N/A
	PDCP:

Re-establish
MCG RLC:

Re-establish
MCG MAC:

See Note
SCG RLC: 
Re-establish
SCG MAC: 
See Note
	PDCP: Recovery
MCG RLC:

Re-est+release
MCG MAC:

Reconfigure
SCG RLC: 
No action
SCG MAC:
No action
	PDCP:

Re-establish
MCG RLC:

Re-est+release
MCG MAC:

Reconfigure
SCG RLC: 
Re-establish
SCG MAC: 
See Note

	SCG
	PDCP:   Recovery
MCG RLC: Establish
MCG MAC: Reconfigure
SCG RLC: Release
SCG MAC: Reconfigure
	PDCP:

Re-establish
MCG RLC:

Establish
MCG MAC:

Reconfigure
SCG RLC:

Release
SCG MAC:

Reconfigure
	PDCP: Reconfigure
MCG RLC: Establish
MCG MAC: Reconfigure
SCG RLC: No action
SCG MAC: No action
	PDCP:

Re-establish
MCG RLC:

Establish
MCG MAC:

Reconfigure
SCG RLC:

Re-establish
SCG MAC: 
See Note
	N/A
	PDCP:

Re-establish

MCG RLC:

No action

MCG MAC:

No action

SCG RLC:

Re-establish

SCG MAC:

See note


If key is changed to avoid count reuse then this behaviour is also not captured in the table because key change is mentioned as KeNB <-> S-KgNB and not KeNB or S-KgNB refresh.

In our understanding, the agreement from RAN2#99bis regarding avoiding count reuse is not captured.

Proposed Changes:

We think there are three possibilities

1. Modify the table as below and extend the scope of the Table to capture COUNT reuse as well:

	Bearer type change from row
to col
	MCG 
	Split  
	SCG

	
	no key change
	with key change
(KeNB <->

S-KgNB)
	no key change
	with key change
(KeNB <->

S-KgNB)
	no key

change
	with key change
(KeNB <->

S-KgNB)

	MCG
	N/A
	PDCP:

Re-establish

MCG RLC:

Re-establish

MCG MAC:

See Note

SCG RLC:

No action

SCG MAC:

No action
	PDCP: Reconfigure
MCG RLC: No action
MCG MAC: No action
SCG RLC: Establish
SCG MAC: Reconfigure
	PDCP:

Re-establish

MCG RLC:

Re-establish

MCG MAC:

See Note

SCG RLC:

Establish

SCG MAC:

Reconfigure
	PDCP:

Recovery
MCG RLC:

Re-est+release
MCG MAC:

Reconfigure
SCG RLC:

Establish
SCG MAC:

Reconfigure
	PDCP:

Re-establish

MCG RLC:

Re-est+release
MCG MAC:

Reconfigure
SCG RLC:

Establish
SCG MAC:

Reconfigure

	Split
	PDCP:

Recovery
MCG RLC:

No action
MCG MAC:

No action
SCG RLC:

Release
SCG MAC:

Reconfigure
	PDCP: 
Re-establish
MCG RLC: Re-establish
MCG MAC: See Note
SCG RLC: Release
SCG MAC: Reconfigure
	 PDCP: 
Re-establish
MCG RLC: Re-establish
MCG MAC: See Note
SCG RLC: Release
SCG MAC: See Note
	PDCP:

Re-establish
MCG RLC:

Re-establish
MCG MAC:

See Note
SCG RLC: 
Re-establish
SCG MAC: 
See Note
	PDCP: Recovery
MCG RLC:

Re-est+release
MCG MAC:

Reconfigure
SCG RLC: 
No action
SCG MAC:
No action
	PDCP:

Re-establish
MCG RLC:

Re-est+release
MCG MAC:

Reconfigure
SCG RLC: 
Re-establish
SCG MAC: 
See Note

	SCG
	PDCP:   Recovery
MCG RLC: Establish
MCG MAC: Reconfigure
SCG RLC: Release
SCG MAC: Reconfigure
	PDCP:

Re-establish
MCG RLC:

Establish
MCG MAC:

Reconfigure
SCG RLC:

Release
SCG MAC:

Reconfigure
	PDCP: Reconfigure
MCG RLC: Establish
MCG MAC: Reconfigure
SCG RLC: No action
SCG MAC: No action
	PDCP:

Re-establish
MCG RLC:

Establish
MCG MAC:

Reconfigure
SCG RLC:

Re-establish
SCG MAC: 
See Note
	N/A
	PDCP:

Re-establish

MCG RLC:

No action

MCG MAC:

No action

SCG RLC:

Re-establish

SCG MAC:

See note


But ideally Bearer Type Change and release/add of Bearer should have different behaviour.

2. Mention that the table A does not apply to count wraparound case (similar to PDCP SN change) and capture a note for COUNT behaviour in 37.340 based on agreement from RAN2#99bis.
3. Mention in RRC that the text applies to EN-DC COUNT wraparound as well. However, there is no INACTIVE state in EN-DC.
Proposal: RAN2 to discuss and select the solution. We slightly prefer option 2 to capture agreement from RAN2#99bis as a NOTE for COUNT wrap-around.
3. Conclusion
We propose RAN2 to discuss and agree on following proposals:
Proposal: RAN2 to discuss and select the solution. We slightly prefer option 2 to capture agreement from RAN2#99bis as a NOTE for COUNT wrap-around. We provided CR for option 2 in [4]
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