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1. Overall Description:

SA3 thanks RAN2 for the LS on security keys for generation of shortResumeMAC-I for UP EDT.
SA3 discussed and analysed the protection of shortResumeMAC-I for UP EDT and would like to provide the following answer to RAN2 question:
RAN2 Question: 

Does SA3 see any concern with using the old integrity keys (used in the last RRC connection as in legacy) or new integrity keys (generated using the NCC provided during release with ‘suspend’ of last RRC connection) to generate shortResumeMAC-I? Does SA3 have any preference regarding the use of old or new integrity keys to generate shortResumeMAC-I?
SA3 Answer:

SA3 does not see any security issue in using the old integrity key (used in the last RRC connection as in the legacy procedure) or the new integrity key (generated using the NCC provided during release with ‘suspend’ of last RRC connection) to generate the shortResumeMAC-I. SA3 preference is to use the new integrity key to generate the shortResumeMAC-I.
SA3 requires that the UE shall not use the same key between the UE and two different physical end-points, e.g. the same key KRRCint shall not be used between the UE and the last serving eNB and also between the UE and the target eNB. If the new key is used to generate the shortResumeMAC-I then the source eNB must send a different key to the target eNB, e.g. obtained by performing an additional key derivation.
2. Actions:

To RAN2 group.

ACTION: SA3 kindly requests RAN2 to take into account SA3 answer as described above.
3. Date of Next TSG-SA WG3 Meetings:
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