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Summary
This is a summary of the following discussion:

[bookmark: _Hlk514845306]=>	Key inputs to consider to make a decision:
1	Input from SA3 on whether there is any issue regarding use of the same key in 2 nodes. (Expected that they will respond to our previous LS during this week)
2	Path switch delay in the RANU procedure
3	Control plane latency in the case of resume back to connected
[bookmark: _Hlk514845223]=>	Can be discussed offline based on these 3 points above. Will be discussed online again only after we have received SA3 input. (Offline discussion #32, Ericsson/Intel)


Security requirements 
In the previous meeting RAN2 has sent an LS to SA3 describing the Resume Working Assumption and asking feedback on whether that fulfils security requirement. Before the offline we have received the following response:

SA3 would like to confirm that RAN2 working assumptions and agreement meet all SA3 security concerns and requirements that were listed in SA3 reply LS (S3-181450). 
However, SA3 requires that UE shall not use the same key between the UE and two different physical end-points, as for example in Figure 2 in the RAN2 reply LS (R2-1806457), where the same KRRCint is used between the UE and the last serving gNB (in step 2) and between the UE and the target gNB (in step 7). Based on the current RAN2 working assumptions and agreements, SA3 sees at least two different alternatives to achieve key separation and avoid same key reuse in two different nodes.
a) using old KgNB (KRRCint) for security token in MSG3 between UE and source cell, and new KgNB* for everything else including UL/DL data and MSG4 between UE and target cell. 
b) using new KgNB* (KRRCint) based on the value of the NCC and source cell physical properties for security token in MSG3 between UE and source cell, and a newer key based on target cell physical properties (KgNB**) for everything else including UL/DL data and MSG4 between UE and target cell. In this variant, source gNB verifies security token using new key KgNB* and sends a newer key KgNB** derived horizontally from KgNB* to the target gNB. 

As stated in SA3 LS, working assumption works with a/ or b/. The alternative proposal (SMC + reconfiguration) assumes a/ for Resume Request and could work under the assumption that 3-Step RNAU is performed instead of 2-step RNAU.



Path Switch delay in RNAU procedure
It has been discussed that the differences between the two approaches are the following:
· Working Assumption: Before releasing the UE, network waits for Path Switch before providing NCC in Release in case there is a path switch.
· An alternative to reduce the Path Switch delay is to introduce no relocation solution.
· Alternative proposal: No need to wait for Path Switch to send the Release message for RNAU (done after the third step of the RNAU)

Control Plane latency
It has been discussed that the differences between the two approaches are the following:
· Working Assumption: Always a single encrypted MSG.4 for resuming DRBs
· Alternative proposal: Two RRC MSG.4s for resuming DRBs (additional processing delay) in case radio bearer configuration is changing. Else, 1 RRC message.

Conclusions
A group of companies seem not to accept the working assumption despite the confirmation from SA3 due to potential RNAU delay and as it creates two different security solutions for resume and re-establishment.
Another group of companies seem not to accept the alternative solution, with the main argument that it has a worse CP latency than LTE and reverts the 2-step RNAU agreement (which has not been fully analysed in RAN2).
One company (Mediatek) suggested a potential compromise that seemed at least acceptable for quite many companies:
· Confirm the Resume working assumption with SA3 suggestion
· CP latency is optimized
· Horizontal key derivation is used for an encrypted Reestablishment message
· Harmonized security solution for Resume and Reestablishment
· No context relocation is supported
· RNAU latency

Based on the discussion in section 2, the following is proposed:
1. Discuss whether the proposed compromise is an acceptable way forward:
0. Confirm the Resume working assumption with SA3 suggestion
0. Horizontal key derivation is used for an encrypted Reestablishment message
0. RNAU without context relocation is supported

1. [bookmark: _GoBack]If proposal 1 is not acceptable for most companies, discuss:
1. whether the Resume working assumption is confirmed (with SA3 updates);
1. whether the Resume working assumption is reverted to SMC+reconfiguration like solution (and 2-step RNAU is reverted to a 3-step RNAU).
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