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Introduction
3GPP has started the Study Item on Integrated Access and Backhaul, which aims to identify potential solutions for inband and outband relaying and multi-hop connectivity.
One of the most important aspects of the relaying and multihop connectivity is the security. In this contribution we analyse potential IAB security architectures and focus especially on architectures suitable for multi-hop systems.
We apply to the IAB security framework for both stand-alone NR and EN-DC operation. Based on our analysis, we have identified a number of novel security issues, and would like to highlight the importance of addressing those in the upcoming RAN2 meetings.
IAB security architecture
A key concept of any relaying solution is the possibility to allocate some of the eNB resources to a relay node. Those resources are to be used for both conveying control plane signalling and user plane date from the users connected to the relay node to the node further up in the network architecture as well as to convey the signalling from relay node. Such a concept has been applied to LTE relays where a Donor-eNB donates some of the resources to a relay node. 
The scope of the IAB work is to support both NR and EN-DC based relaying. In order to generalize the LTE concept of Donor-eNB to support both NR and EN-DC, we introduce the concept of a more general NR/eLTE Radio Node, either based on eLTE (eNB) or NR (gNB) airinterfaces, or NER-node for short.
We do not expect any fundamental differences between the radio access interfaces when donating resources, and with no loss of generality can base our analysis on a generic Donator NER node, or DöNER for short.
In LTE key sharing and distribution mechanisms are used to protect to communication between UE and eNB / Relay Node. The information transmitted over the air interface is protected with security key KeNB derived from Master Base Key (K) by eNB and UE.
A similar key derivation mechanism can be used to support IAB relay connectivity by using a Backhaul Bootstrap (BaB) mechanism, in which the IAB relay node creates a backhaul bootstrap security key (KBaB) for secure communication between IAB relay node and donor NER base station. The baseline BaB mechanism has been widely deployed in inter-galactic NX deployments [1] and can be relatively easily extended to support multi-hop deployments. We use KeBaB to denote the key derived using extended BaB mechanism.

[bookmark: _GoBack]In the IA security architecture both IAB relay node and DöNER derive the KeBaB and use it to secure the communication. In particular, securing uplink communication from the IAB relay node is important to protect the network integrity. However, the architecture may suffer from previously unidentified security risks, as low cost IAB relay nodes may be tempted to use cheap implementations to produce a bad KeBaB. 
One potential way to reduce the impact of bad KeBAB would be to use a Secure Uplink Transfer Agent (SULTAN) to consume the bad DöNER KeBAB. Any negative implications of bad KeBAB will then be isolated in SULTAN and will not propagate to the actual DöNER node. 

At this point of time, we do not have a full analysis of the different security risks or the proposed SULTAN based solution. However, as the network architecture is a joint responsibility between RAN2 and RAN3, we would like to highlight the security risk of bad KeBaB to RAN3 as soon as possible.

Conclusions
[bookmark: _Hlk514841356]In this contribution we have identified a novel security threat in IAB architecture, caused by bad KeBaB. We have also proposed a potential solution using SULTAN to consume DöNER KeBaB in order to isolate the negative impacts of bad KeBaB.
It is proposed to send an urgent LS to RAN3 to highlight the security risk of bad KeBaB.
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