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Introduction
[bookmark: _Ref178064866]One objective for the agreed work item [1] is to specify a new SIB to support broadcast of assistance data:

· Broadcasting of assistance data [RAN2, RAN3, SA3, SA2]
· Specify a new SIB to support signalling of positioning assistance information for A-GNSS, RTK and UE-based OTDOA assistance information. 
· Specify optional encryption procedure for broadcast assistance data, including mechanism for delivery of UE-specific encryption keys. 

The following agreement was reached at RAN2#101:
· Proceed with the QC proposal (one SIB per AD element) as a baseline.  Related contributions are invited on complexity analysis and possible grouping of some elements in the same SIB.

At RAN2#101bis, the following was agreed for positioning SIB scheduling:

Support both pseudo segmentation (at E-SMLC) and octet string segmentation.

Support octet string segmentation also at E-SMLC

Have a separate SIB scheduling structure within SIB1 for positioning SIBs.

· Use the existing SIB periodicities.
	
· We have a single positioning SIB type with an OCTET STRING container, whose contents refer to LPP for encoding.
· What is included in the OCTET STRING will be different for different positioning SIB types.
 
In this paper, we continue the discussion about the mapping between ciphering keys and assistance data from [2], by also considering the recent related CT1 and CT4 contributions. Currently, there are two options proposed regarding the mapping, and there needs to be a decision about how to map the ciphering key to assistance data, which also will have on impact on the level of detail of the information stored per UE in HSS.
[bookmark: _Hlk513644349]Mapping of ciphering key to assistance data
First, we repeat the two options already summarized in  [2]. From the contributions at RAN2#101bis, it was clear that there are two different assumptions concerning how the ciphering key is mapped to assistance data. To initiate this discussion, we start with an overview figure
[image: ]
Figure 1. Overall architecture for ciphered assistance data broadcasting
The following interfaces need to be addressed in the signalling design, listed with some comments about the common understanding of what is supported:
1. HSS provides subscription information to MME upon request for a specific UE
2. E-SMLC provides ciphering key information concerning all defined keys as well as expiration times to MME.
3. MME provides ciphering keys and expiration times to a requesting UE that matches the subscription information of the UE.
4. E-SMLC sends the ciphered assistance data to the eNB for broadcast together with meta data, segmentation data, ciphering information, peridicity 
5. eNB broadcasts SIB scheduling information and SIBs with assistance data, optionally ciphered.

Any of the following two options are assumed, and RAN2 need to decide on which option to choose. The resulting signalling design over the different interfaces will depend on this decision. These options are described in detail in the following subsections.
In addition, there is a need to discuss what information to provide per UE from HSS. Here, there are two alternatives:
· Alt. 1. HSS only provides a high-level subscription class, and the scope of each subscription class is defined via E-SMLC
· Alt. 2 HSS provides more detailed information, like assistance data types associated to the subscription
Note that there is no difference in flexibility here, just to what extent HSS shall be involved in the details. 

Option 1
The mapping between the ciphering key and the assistance data type is defined via the scheduling information list of the SI messages. This means in detail, per interface, that:
1. HSS only provides the subscription class(es) for a specific UE upon request from the MME
2. E-SMLC has generated ciphering keys, and provides per subscription class, the ciphering key(s), each key associated to a ciphering key index
3. The UE requests and obtains ciphering key(s) and associated ciphering key index/indices
4. E-SMLC ciphers the assistance data elements, and sends ciphered elements, each with the key index, meta data, segmentation info and periodicities
5. eNB broadcasts the ciphered SIBs. The scheduling info list contains the meta data, segmentation info and ciphering key index per SI message
The benefits with this option is flexibility, where different eNBs can be configured differently. Furthermore, the solution is also future proof in case the generic SIB broadcast solution can be extended with additional assistance data types, ciphered by the eNB.
Option 2
The mapping between the ciphering key and the assistance data type is defined by the E-SMLC, and all associated assistance data types are listed per ciphering key, and for each subscription class, it lists the corresponding assistance data types.:
1. HSS provides a list of assistance data element types for a specific UE upon request from the MME
2. E-SMLC has generated ciphering keys, and provides all associated assistance data types listed per ciphering key.
3. The UE requests and obtains ciphering key(s) and all associated assistance data types listed per ciphering key
4. E-SMLC ciphers the assistance data elements, and sends ciphered elements, each with meta data, segmentation info and periodicities
5. eNB broadcasts the ciphered SIBs. The scheduling info list contains the meta data and segmentation info per SIB 
The benefits with this option could be signalling load, since the binding is signalling only when keys are updated. On the other hand, the flexibility is more limited, where all eNBs in a tracking area or even tracking are list will need to have the same mapping. Furthermore, it is not as natural to extend with future enhancements, especially information generated in the eNB. 

Comparison of Option 1 and Option 2
The comparison will be focused on the level of detail of the information stored in HSS, the flexibility of the options, and the size of the messages based on the contributions to CT1, CT4 and RAN2.
HSS Subscription information
As discussed above, the options assume different level of detail of the information in HSS:
· Alt. 1. HSS only provides a high-level subscription class, and the scope of each subscription class is defined via E-SMLC
· Alt. 2 HSS provides more detailed information, like assistance data types associated to the subscription
	
	Option 1
	Option 2

	Information stored per UE in HSS
	HSS only stores a high-level subscription class, and the scope of each subscription class is defined via E-SMLC [3]. The detailed storage format is described in [4] and [5].
	HSS stores more detailed information in terms of Broadcast Location Assistance Data Types associated to the subscription [10]. The detailed storage format has not been provided, but it is understood that HSS will store for each UE what positioning assistance data information elements the UE subscription entitles access to, currently there are 28 such assistance data elements defined  

	Analysis and comments
	This is reasonable level of detail when describing subscription scope. The scope of the subscription classes can be changed without reconfiguring HSS
	This is too much details for how to define the scope of subscriptions. It also means that HSS needs to be changed if the scope of the subscriptions need to be changed.



Observation 1:	For information stored in HSS Option 1 corresponds to an appropriate level of detail, while Option 2 corresponds to details about what positioning information elements that each user is entitled to use, which is considered much too detailed.
Flexibility
There are aspects of flexibility that differs between the two options, and is further analyzed here
	
	Option 1
	Option 2

	Flexibility
	The subscriptions can be very flexibly defined in E-SMLC, and if of interest, different subscriptions can correspond to different GNSS 
With the binding between ciphering key and assistance data, it is possible to configure what is only available via unicast and what is available via broadcast different per eNB. 
With the definition of the assistance data types in RRC, it will in the future be possible to add other types of assistance data than provided by the location server.
	Since the subscription is based on a defined set of assistance data information elements listed in HSS, it is not possible to differentiate users via different GNSS types.
With the binding between ciphering key and assistance data in the MME, it is not possible to configure different eNBs differently.
With the definition of the assistance data types in LPP, it will be natural to extend the framework of ciphered assistance data to other types of data

	Analysis and comments
	We do not know today how much flexibility that is needed. It can very well be so that there will only be exactly what is defined in Rel. 15 for only one subscription class and ciphering keys valid in the entire PLMN. However, if there will be a need to adapt the solution of ciphered broadcast of assistance data to other types of data, to more spatial difference and to user differentiation, then flexibility will be needed.



Observations 2:	Option1 is more flexible than Option 2, but we do not need what how the need for flexibility is once this gets deployed
Signaling cost
From the contributions associated to the signaling of Option 1 ([3 4, 5, 6, 7, 8, 9]) and Option 2 ([10,11,12,13, 14]), it is relevant to compare the signaling costs
Provisioning of ciphering keys from E-SMLC to MME
There are some differences between Option 1 [6] and Option 2 [11] but this is not as critical since it does not scale with the number of users, so these aspects will not be discussed in detail. The message sizes of Option 1 are smaller than the message sizes of Option 2, since latter includes also detailed binding information per assistance data element.
Provisioning of ciphering keys to the UE from MME
From the contributions to CT1, it is possible to determine the size of the data that will be signaled to the UE from the MME as part of the Attach Accept or Tracking Area Update Accept. The size of the data depends on
· the length of the parameter c0 in octets, c0len
· the number of TAs in the TAI list, nTA
· the number of keys included, nKeys
Analyzing the CT1 contributions, we note the following information element size for the ciphering key data set in octets:
	Case
	Option 1 [7]
	Option 2 [12]

	c0len, nTA, nKeys
	9 + (24 + c0len)*nKeys + 2*nTA
	3 + (38 + c0len + 2*nTA)*nKeys

	c0len=8, nTA=3, nKeys=1
	47
	53

	c0len=16, nTA=3, nKeys=1
	55
	61

	c0len=8, nTA=3, nKeys=2
	79
	103

	c0len=16, nTA=3, nKeys=2
	95
	119

	c0len=8, nTA=10, nKeys=3
	125
	201

	c0len=16, nTA=10, nKeys=3
	149
	225

	Comment and analysis
	Option 1 implies smaller messages sizes, due to no long ciphering key ID, no list of associated assistance data types and one TAI list per ciphering key data set
	Option 2 implies larger message sizes due to along ciphering key ID, a list of associated assistance data types and a TAI list per ciphering key set



Observation 3:	Option 1 corresponds to smaller message sizes compared to Option 2 for the key retrieval of the UEs from the MME. The total cost also depends on how frequent these updates needs to be, but it is a difference that increases with the number of subscribers, number of keys, number of TAs per key and the length of the c0 of the AES(128) algorithm.
SIB broadcast
The SIB broadcast cost is split up in a cost of the actual SIB and the SIB scheduling information, with Option 1 captured in [8] and [9], and Option 2 in [13] and [14].
	
	Option 1 [8] and [9]
	Option 2 [13] and [14]

	Scheduling information
	The parts that concern option 1and 2 are mainly similar in scope and size, but where Option 2 has a one bit indicator if a specific SIB is encrypted or not, and Option 1 has an optional four bit ciphering key index.

	Encoded SIB
	The encoding is to a larger part in RRC for Option 1, and more condensed to LLP in Option 2. Essentially the same scope and size, except that Option 2 has a 16 bit cipher set ID embedder in the encoded SIB.



Observation 4:	With only a three bits larger scheduling information for Option 1 compared to Option 2, and 16 bits smaller SIBs for Option 1 than for Option 2, the differences in terms of SIBs are only minor.
Summary
When comparing Option 1 and Option 2, we note that Option 1 corresponds to more relevant level of detail for HSS storage per UE, a more flexible alternative and more compact signalling compared to Option 2. 
Proposal 1		Select Option 1 for the mapping between ciphering key and assistance data types 
Conclusion
In section 2 we made the following observations: 
Observation 1:	For information stored in HSS Option 1 corresponds to an appropriate level of detail, while Option 2 corresponds to details about what positioning information elements that each user is entitled to use, which is considered much too detailed.
Observations 2:	Option1 is more flexible than Option 2, but we do not need what how the need for flexibility is once this gets deployed
Observation 3:	Option 1 corresponds to smaller message sizes compared to Option 2 for the key retrieval of the UEs from the MME. The total cost also depends on how frequent these updates needs to be, but it is a difference that increases with the number of subscribers, number of keys, number of TAs per key and the length of the c0 of the AES(128) algorithm.
Observation 4:	With only a three bits larger scheduling information for Option 1 compared to Option 2, and 16 bits smaller SIBs for Option 1 than for Option 2, the differences in terms of SIBs are only minor.
Based on the analysis in this contribution and on these observations, we have the following proposal:
Proposal 1		Select Option 1 for the mapping between ciphering key and assistance data types 
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