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1
Introduction
At RAN2#101, RAN2 agreed on an outgoing LS from RAN2 to CT1 (Cc SA3) [1].
At RAN2#101b, RAN2 received two incoming LSs from CT1 and SA3 [2][3].

It seems there are different understandings on AS security for E-UTRA connected to 5GC. This paper is to provide some analysis based on these LSs and provide a wayfowrad.
2
Discussion
In the original RAN2 LS [1], the key points are summarized as below. In addition, in the response LS from CT1 [2], the key points are also listed as below (highlighted in yellow).
	RAN2 agreements
	NR security code points are added to LTE RRC signalling

	
	Data integrity protection will not be supported for E-UTRA connected to 5GC in rel-15

	RAN2 question to CT1
	Question to CT1, how 5G NAS provides LTE/5GC and NR AS Security Algorithm capabilities to 5GC?
Answer from CT1: CT1 has updated the 5G NAS specification to enable separate signalling of AS security algorithm capabilities for NR connected to 5GC, and of AS security algorithm capabilities for LTE connected to 5GC (see attached C1-182491) to align with SA3’s requirement that LTE and NR security algorithms can evolve independently.


In the response LS from SA3 [3], 
	SA3 thanks RAN2 for the LS (S3-181118/R2-1804108) “LS on security aspects of supporting LTE connected to 5GC”. SA3 discussed the RAN2 LS and needs RAN2 clarification on the following agreement:

-
NR security code points are added to LTE RRC signalling
The above agreement can be interpreted as “ng-eNB connected to 5GC may use NR algorithms for AS security in addition to LTE algorithms”. However, the agreement is not consistent with the SA3 reply LS to RAN2 WG regarding the Security aspects of supporting LTE connected to 5GC (S3-180348). In the reply LS, SA3 answered to RAN2 Question 3 as follows:

SA3 assumes that LTE RRC and NR RRC will use their own namespaces for algorithms. SA3 is not planning to introduce NR algorithm identifiers to LTE RRC or LTE algorithm identifiers to NR RRC.
If the intention of the above RAN2 agreement is to use NR code points for LTE algorithm selection, it may cause unnecessary confusion or require algorithm mapping when LTE and NR introduce different algorithms later phases. For example, LTE may introduce EEA4/EIA4 while NR does not have NEA4/NIA4. In such case, EEA4/EIA4 between ng-eNB and UE cannot be used since those algorithms cannot be signalled using the existing NR security code points. To address the issue, a certain algorithm mapping rule needs to be created.


And the actions are as below:

ACTION: 
SA3 asks RAN2 group to take the above SA3 input into account and to clarify the meaning of the agreement. SA3 also asks RAN2 to inform SA3 of any RAN2 agreements that are not aligned with the SA3 answers in the previous LS (S3-180348).
 Based on 3 LSs, we have the following observations:
Observation 1: RAN2 agreed on using NR algorithms for LTE/5GC.

Observation 2: Both CT1 and SA3 prefer to use LTE algorithms for LTE/5GC. CT1 has changed their specs to align with SA3 (as shown in [2]).

In the past, RAN2 spent lots of time on discussing security parts. From RAN2 point of view, there were strong motivations and reasons to use 5G security algorithms.
Regarding SA3 LS [3], we have some concerns on the last paragraph, i.e. starting from “If the intention of the above RAN2 agreements…”.  In the example, it mentions that LTE may introduce EEA4/EIA4, while NR does not have NEA4/NIA4, …, to address the issue, a certain algorithm mapping rule needs to be created. In our understanding, if LTE/5GC uses NR algorithms, it is similar as NR/5GC, and thus LTE algorithms and NR algorithms will developed independently. The addition of new LTE algorithms should not have any impact to NR side, and vice versa.
In general, from RAN2 point of view, we do not see any technical issues. As mentioned in SA3 LS, “To address the issue, a certain algorithm mapping rule needs to be created.”. We understand that SA3 may need to introduce a new algorithm mapping rule based on RAN2 agreements, and it is also feasible.

Proposal 1: Clarify the previous RAN2 agreements “NR security code points are added to LTE RRC signalling” into “RAN2 prefer to only use 5G security algorithms for E-UTRA connected to 5GCN.”.

Proposal 2: Send LS to CT1 and SA3 with considering proposal 1 and 2.
3
Conclusion

In this paper, we discuss AS security for E-UTRA connected to 5GC, and it is proposed:
Proposal 1: Clarify the previous RAN2 agreements “NR security code points are added to LTE RRC signalling” into “RAN2 prefer to only use 5G security algorithms for E-UTRA connected to 5GCN.”.

Proposal 2: Send LS to CT1 and SA3 with considering proposal 1 and 2.

Regarding proposal 3, two draft response LSs are prepared in [4] and [5].
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