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1. Introduction
For the RNAU and resume procedure, RAN2 has made several agreements and working assumptions over the last meetings, the relevant ones for this discussion are as follows:

RAN2#99:

1. For INACTIVE to CONNECTED RRC transition, RRC Connection Resume Request kind of message is sent over SRB0 carried by RACH MSG3.

a. FFS whether to have a common message/procedure for INACTIVE to CONNECTED RRC transition, RAN location area update (RLAU), re-establishment and for IDLE to CONNECTED transition.

2. For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.

a. FFS NR security framework for INACTIVE UEs.

3. For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, MSG5 is RRC Connection Resume Complete kind of message over SRB1.

a. FFS whether this MSG5 can be omitted in some case

4. For INACTIVE to CONNECTED RRC transition, when RAN cannot successfully retrieve and verify the UE context, RRC Connection Setup kind of message is sent over SRB0 (which would enable a fallback to establish a new RRC connection similar to Rel-13 LTE).

RAN2#99bis:

1. A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).

2. INACTIVE related parameters/configuration should not be updated by a MSG4 sent over SRB0 (as it is a non-protected message).

3. A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)

4. The MSG4 (i.e. not rejected) of agreement 3 can configure at least the same parameters as can be configured by the message that moves the UE to inactive (e.g. I-RNTI, RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information). (security framework are to be discussed independently)

5. A UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE.

5.1 This MSG4 (i.e. SRB1 release to IDLE) can carry same information as RRC Connection release kind of message (e.g. priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information).

6. UE in INACTIVE, trying to resume an RRC connection, cannot receive MSG4 sent over SRB0 (without Integrity protection) to move the UE into IDLE to stay in IDLE (i.e. not precluding use of fallback to RRC Connection Establishment)

RAN2#101:
1. NCC provided when the connection is suspended. (working assumption)

2. New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3. (working assumption)
3. Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node
4. Msg3 includes a MAC-I in the RRC message as in LTE

a. FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3
On the related topic of Re-establishment procedure (since it is still FFS whether the same can be used for Resume), the following was agreed in RAN2#101bis:

Working assumption:

1
MSG4 for re-establishment is not encrypted

2
Adopt solution 1 from the paper for re-establishing the bearers (based on SMC+reconfiguration)
In the meantime, RAN2 has sent the above agreements to SA3 requesting to verify that there were no issues from security perspective. A response LS from SA3 listed several security requirements [R2-1806421] which the RAN2 replied by explaining how they can be met based on the existing agreements/assumptions after RAN2#101bis email discussion ([101bis#11]).
Several issues surfaced during the email discussion for the reply LS [R2-1806457] in regard to whether the procedures can be optimized further and the security can be improved. In this contribution, we look at these and suggest how we can go forward in defining the related RRC procedures.
2. Discussion
With the current agreements and working assumptions, the following steps are used for resume and RNAU (also captured similarly in the RAN2 reply LS from RAN2#101bis):
1. The UE in RRC_CONNECTED receives an encrypted and integrity protected message from the gNB indicating the UE to move to RRC_INACTIVE and provide I-RNTI and NCC to be used for the next key derivation.
2. When the UE in RRC_INACTIVE wants to send RNAU, the UE will derive KgNB* and the keys for integrity protection and ciphering of RRC messages using the security algorithms previously configured by the last serving gNB. The UE will send msg3 with a protection token like the short MAC-I (calculated using the derived K_rrcInt). The short MAC-I is verified by the last serving gNB.
3. In response to msg3, gNB can send the following:
a. A Reject type message on SRB0 with wait timer (UE stays in in RRC_INACTIVE with the same configuration).
b. A RRC Setup type message on SRB0 to move the UE to connected mode, for example when UE context was not retrieved (fallback procedure, UE will move to RRC_CONNECTED)

c. A RRC Release or Resume type message on SRB1 ciphered and integrity protected using the same keys as derived for msg3, possibly allocating a new I-RNTI, and moving the UE to RRC_INACTIVE

d. An RRC Resume type message on SRB1 ciphered and integrity protected using the same keys as derived for msg3 and triggering the UE to move to RRC_CONNECTED

One of the issues raised during the email discussion was how 2-hop security can be guaranteed based on above. RAN2 agreed that, the serving gNB has to wait for the Path Switch (NG signaling is FFS and up to SA2/RAN3 but expected to be similar to LTE procedures) to complete before moving the UE to inactive. This is necessary to be able to give a new {NCC, NH} provided by the AMF. Otherwise, the key which was used in msg3/msg4 (given by the previous gNB) will also be used at the next gNB, hence breaking the 2-hop security. 

The delay introduced by waiting for Path Switch is not acceptable, especially for the RNAU case. This will introduce one round trip time of backhaul latency during which the UE has to monitor PDCCH to receive the RRC message (which in most situation would be the Release message sending the UE back to Inactive). One of the main reasons for introducing Inactive and Idle-like mobility was to reduce UE power consumption in this mode. However, with this procedure, every RNAU will be equivalent to a handover.

This is also a problem for the small data in Inactive which was discussed during the Study Item but will be specified in Rel-16. For small data, the use case where the UE sends a PDU and can go back to Inactive efficient is very important. If the UE has to wait a long time after sending a small data in msg3 just to get a message to move back to Inactive, the power benefits of such data transmission, targeted for IoT/MTC type like applications, will disappear.
For the Resume to Connected mode, this delay may be tolerable since gNB can provide the new keys after moving the UE to the Connected mode. Therefore, RAN2 should focus first to eliminate this delay for the RNAU case.
Proposal 1: RAN2 should adopt a procedure which will enable Inactive to Inactive transition at a new gNB without waiting for path switch completion.
The root of the problem for the waiting for a new key from AMF (path switch) is due to using the key provided in Release from the old serving cell used previously at that cell and now at the new serving cell. This can be solved by two ways:
A. Use a new key horizontally derived (thus without waiting for AMF) at the new gNB

B. Use the same key but get the Release message encrypted from the old gNB

Option A can be achieved by sending a key before the Release message which is encrypted with this key. This is similar to the working assumption for the Re-establishment message. However, there are several drawbacks:

1. It is against the working assumption that msg4 itself will be encrypted.
2. The Release message will have two forms; one from Connected to Inactive (regular Release) and one from Inactive to Inactive (Key message + Release).

3. It is not as efficient as Option B for small data.

In Option B, when the old serving gNB receives a UE ID and short MAC-I from the new serving gNB for verification, it can respond back with the contents of the Release message. This will be a bit string and transparent to the new serving gNB, similar to how RRC configuration from target node during handover happens in LTE and NR. 
The decision to send the UE back to Inactive via Release can be made by the new serving gNB which can indicate this in the Xn message sent for verification. In the Release message, the old serving gNB can change the UE configuration such as updating the key as before. In a way, the new gNB just acts as a relay for this message, which also eliminates any security risks due to multiple hops since the new serving gNB is not involved in any key derivation.

Option B has several advantages:

1. The existing working assumptions on NCC and Resume are kept.
2. More efficient in high mobility scenarios where the UE context does not need to be moved.
3. It will allow more efficient small data transmission.
4.  It will still allow for the serving gNB to move the UE context and use regular Release message with the UE behavior and procedure being be same.
Here #3 is due to two benefits: a) not changing the anchor and NG paths to CN reduces backhaul signaling b) anchor gNB can reply with a response (such as ACK for the data) in the Release message itself.
Based on this, we suggest adopting Option B:

Proposal 1: For RNAU, the Release message with suspend can be generated by the anchor gNB, after verifying the UE, and be transmitted via the serving gNB.

It is important to emphasize that, as captured above, this will be an optional implementation at the gNB side and the serving gNB has the flexibility to move the UE context and send Release message after Path Switch. Since the same Release message will be used, the UE procedure does not change. 

The serving gNB can make the decision to use which option to use for Release based on implementation. For example, it can always use the tunneling option for the first several RNAU or data and can decide to move the context afterwards.

Observation 1: The procedure in Proposal 1 is optional and the serving gNB can move the UE Context and send Release message after Path Switch.

Observation 2: The UE procedure would be the same, irrespective of whether the Release message is generated by the anchor or serving gNB. 
For the Resume case, the same method for Release can be used. However, since the UE is moving to Connected mode, further optimizations are less justifiable for this reason. 
Another issue which was brought up was the negotiation of security algorithms at the new serving gNB. With the current working assumption on encryption of msg4 using the key received in Release message from the previous gNB, the only option to use a new algorithm is fallback to Connection setup. In most deployments, this may not be a big issue since gNBs in an area can be expected to use same algorithms. However, it would be good to receive feedback from infra-vendors and operators on the likely prevalence of this issue. If RAN2 agrees that this should be solved, either Option A or B type Resume procedure can be adopted.
Proposal 2: If RAN2 agrees that different security algorithms can be used in an area and fallback mechanism is not efficient enough, Resume message can be defined similar to the Release message in Proposal 1 or similar to Re-establishment message.
3. Conclusion
In this contribution, we discussed the UE resume procedure from Inactive and in particular for RNAU and propose the following:

Proposal 1: For RNAU, the Release message with suspend can be generated by the anchor gNB, after verifying the UE, and be transmitted via the serving gNB.

Observation 1: The procedure in Proposal 1 is optional and the serving gNB can move the UE Context and send Release message after Path Switch.

Observation 2: The UE procedure would be the same, irrespective of whether the Release message is generated by the anchor or serving gNB. 
Proposal 2: If RAN2 agrees that different security algorithms can be used in an area and fallback mechanism is not efficient enough, Resume message can be defined similar to the Release message in Proposal 1 or similar to the Re-establishment message.
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