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1
Introduction

At the RAN2#101 meeting, there were some working assumptions of inactive security scheme.

Working assumption:

1
NCC provided when the connection is suspended

2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.
In the LS S3-181450 [1], there are some requirements as listed below:
SA3 discussed the RAN2 agreements and working assumptions regarding RRC inactive state security and would like to provide the following feedback.

1) Security algorithms negotiation between the UE and the target gNB needs to be supported. It is up to RAN2 to decide how the security algorithms negotiation is achieved.
2) 2-hop forward security in all handover and mobility scenarios shall be maintained. It is not clear to SA3 how it is achieved. Please refer to TS33.501 for 2-hop forward security definition.

3) Any RRC message which contains a new I-RNTI is to be ciphered and integrity protected.

During the email discussion of [101bis#11][NR] "Inactive security LS", the implication of SA3 requirements and other issues were raised.
Therefore, in this contribution, we attempt to further discuss the security issues for inactive state.
2
Discussion

2.1 MSG3 integrity issue

According to the working assumption, the resumeMAC-I in MSG3 will be calculated based on the new KgNB* derived from NCC receiving in the RRC release message. Correspondingly, it should be verified by the source gNB using the new integrity protection key (Krrc-int) derived from KgNB*. In case of successful verification, the source gNB transfers the new KgNB* to the target gNB, which will be used to derive Krrc-int and Krrc-enc for the integrity and encryption of MSG4 and subsequent signalling between UE and the target gNB.
In the email discussion, it is raised whether the above scheme violates the security requirement from SA3, which refers to that the same KgNB should not be used in two nodes. The issue should be confirmed by SA3. In our understanding, since the MSG3 will be verified in the source gNB, it is not necessary to get the resumeMAC-I based on the new KgNB* derived from NCC. In this way, it can also avoid the potential issue.
Proposal 1: ResumeMAC-I in MSG3 is calculated based on the old integrity protection key used in the source gNB, as is currently done in LTE.
2.2 When to provide NCC

In the current working assumption, it is considered that NCC is provided when suspending the UE into inactive state. Therefore, for the Periodic RNAU case, the inactive UE triggers RRC Resume Request including PRNAU cause. It is desirable that the target gNB will decide to configure the UE into inactive state. According to the working assumption, the target gNB has to finish Path Switch procedure to get new NCC. Then the target gNB can release the UE into inactive again with new NCC provide. 
As stated during email discussion, this will incur unwanted latency and UE power consumption for periodic RNAU (and possibly for future data transmissions). 

Taking into consideration the analysis in section 2.1, we suggest to revert the previous working assumption. That is, legacy scheme, similar as in reestablishment procedure, can be considered. NCC is only provide in the MSG4 to configure the UE into active state. No NCC is needed in RRC Release message which is used to configure the UE into inactive state.

Proposal 2: NCC is provide in RRC Resume message during state transition into active state.

3
Conclusion
This contribution analyses the security issues of inactive UE during the email discussion. The following proposals are made. 
Proposal 1: ResumeMAC-I in MSG3 is calculated based on the old integrity protection key used in the source gNB, as is currently done in LTE.

Proposal 2: NCC is provide in RRC Resume message during state transition into active state.
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