3GPP TSG-RAN WG2 102
R2-1808072
Busan, Korea, May 21 – 25, 2018
(revision of R2-1805296)
Agenda Item:

10.2.9
Source: 
Huawei, HiSilicon

Title: 
Security support for NE-DC
Document for:
Discussion and Decision
1   Introduction
In RAN plenary meeting, the plan for finalizing all NR architecture options [1] were discussed and it was agreed to introduce a late drop for Rel-15 and Option4, i.e., NE-DC, is part of the late drop. In addition, it was identified that the following issues needing discussion:

· Control plane architecture 

· Need for split SRB, etc.?

· QoS flow handling between MN and SN

· SCG configuration handling in Inactive state

· Security aspects

· Inter-RAT E-UTRA measurements for SCG management

· Measurement gap coordination 

· UE capability coordination

· DRB integrity protection on LTE SCG

In this contribution, we will focus on the security related issues including the listed security aspects and the DRB integrity protection on LTE SCG. At last, some proposals will be provided.
2   Discussion 
For EN-DC, the security mechanism was discussed in RAN2 #97 meeting and the following agreement was achieved:

Agreement

1:
For Scenario 3/a/x of LTE/NR tight interworking, the S-KeNB is derived from the master node KeNB.

To be precise, in EN-DC, the LTE MeNB performs encryption and integrity protection based on KeNB and NR SgNB performs encryption and RRC integrity protection based on the S-KgNB which is derived from KeNB. In NE-DC, the NR gNB acts as the master node. Similar to LTE security architecture, NR gNB gets the security key KgNB form AMF and KgNB is used to derive the keys for UP traffic and RRC signalling by NR gNB. When NE-DC is configured, S-KeNB is required for security purpose in LTE SeNB. Regarding in both LTE DC and EN-DC, the security keys in SN are all derived from KeNB, I think we can reuse this mechanism for NE-DC. I.e., For NE-DC, the S-KeNB is derived from the KgNB. Further, for NGEN-DC, it is a same story.
Proposal 1: For NE-DC, the S-KeNB is derived from the KgNB.

Proposal 1bis: For NGEN-DC, the S-KgNB is derived from the KeNB.

In last RAN2 meeting, an LS [2] on security aspects of supporting LTE connected to 5GC was received from SA3 and in this LS, SA3 answered the question on UP integrity protection as following:

Question 7: Can SA3 confirm that RAN 2 can adopt Integrity Protection for User Plane as an optional feature for both eNB connected to 5GC and UE?

SA3 is not planning to update the LTE protocols to support negotiation and use of integrity protection for user plane. However, if RAN2 adopts corresponding NR protocols to LTE eNB, the feature can be optionally activated based on the UE capabilities in the same way as NR.

Based on this LS, RAN2 agreed:

3
Data integrity protection will not be supported for E-UTRA connected to 5GC in rel-15.  

For NE-DC where the ng-eNB acts as the secondary node, if we follows the agreement as listed above, then the DRB integrity protection on LTE SCG will not be supported.
Observation: According to the agreement achieved in LTE connectivity to 5G-CN, the DRB integrity protection on LTE SCG is not supported.

However, based on this assumption, the application of NE-DC will be limited. For example, if the UP security policy indicate the UP integrity protection shall be activated for all DRBs belonging to the PDU session, according to the SA3 specification, RAN node shall not overrule the UP security policy and therefore, for these PDU sessions, SN terminated bearer should not be configured in NE-DC regarding the ng-eNB does not support UP integrity protection. In our understanding, such limitation will decrease the value of NE-DC. Considering that in E-UTRA connected to 5GC, the NR PDCP is used and the core network is 5GC which is able to provide security policy, it is feasible to support DRB integrity protection. Therefore, we slightly prefer RAN2 and SA3 to reconsider this issue and to support UP integrity protection for E-UTRA connected to 5GC in rel-15.
Proposal 2: From the perspective of NE-DC, UP integrity protection shall be supported for E-UTRA connected to 5GC in rel-15.
Proposal 3: Send LS [3] to inform SA3 of the agreement on security aspect for NE-DC.

3   Conclusion

In this contribution, the support for NGEN-DC was discussed and the following proposal was provided:
Proposal 1: For NE-DC, the S-KeNB is derived from the KgNB.

Proposal 1bis: For NGEN-DC, the S-KgNB is derived from the KeNB.

Observation: According to the agreement achieved in LTE connectivity to 5G-CN, the DRB integrity protection on LTE SCG is not supported.

Proposal 2: From the perspective of NE-DC, UP integrity protection shall be supported for E-UTRA connected to 5GC in rel-15.

Proposal 3: Send LS [3] to inform SA3 of the agreement on security aspect for NE-DC.
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