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1. Introduction

At RAN2#101 following agreement and working assumption for resume was reached [1]:

Agreements

1
Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.

FFS Whether it may also be possible that the target gNB can verify the Msg3 in some cases.

=>
Include in previous offline whether Msg 3 is protected with old key or new.

2
Msg3 includes a MAC-I in the RRC message as in LTE

FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.

Working assumption:

1
NCC provided when the connection is suspended

2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.

At RAN2#101Bis following agreement was reached for shortMAC-I calculation [2]:

10
Input parameters for resumeMAC-I will be at least the same as in LTE apart from the resume discriminator. FFS whether the resume discriminator is needed and possibly new one(s) for replay attack. We will wait for SA3 progress on inputs to the resumeMAC-I

In this contribution, we express concern on the working assumption, where same key is used by source gNB to verify shortMAC-I is also used by the target to protect MSG4. We also provide a simple solution to address the replay attack. 
2. Discussion
2.1 Working assumption on resume

In RAN2#101Bis, a LS from SA3 was received where SA3 asked RAN2 if the working assumption on resume can meet the 3 security requirements stated in the SA3 LS [3]. Email discussion [101bis#11][NR] Inactive security LS debated the SA3 requirements and a reply LS [4] was sent to SA3 clarifying how the working assumption on resume meets the 3 SA3 requirements. However, during the email discussion it was pointed out the working assumption violates another SA3 security requirement that the same key should not be used in two different nodes which SA3 indicated in [5]. 
According to the working assumption when the UE in RRC_INACTIVE wants to resume or RNA update is triggered, the UE will derive KgNB* and the keys for integrity protection and ciphering of RRC messages (K_rrcInt and K_rrcEnc). The KgNB* is derived taking into account the new cell PCI/DL ARFCN and the K_rrcInt and K_rrcEnc is further derived using the security algorithms previously configured by the last serving gNB. The UE will send msg3 with a protection token like the short MAC-I (calculated using the new derived K_rrcInt) KgNB*), The short MAC-I is verified by the last serving gNB using K_rrcInt derived from KgNB*. This same KgNB* is then given to the new gNB which further derives the K_rrcInt and K_rrcEnc using the security algorithms of the last serving gNB. Therefore the same K_rrcInt is used in the last serving gNB to verify short MAC-I and in the new gNB for integrity protection of MSG4. Some companies believe this violates SA3 security requirement.

Observation#1: The same K_rrcInt is used in the last serving gNB to verify short MAC-I and in the new gNB for integrity protection of MSG4 which violates SA3 security requirement that the same key should not be used in two different nodes.

Further, according to working assumption the derived K_rrcInt and K_rrcEnc needs to be ignored if the UE is rejected. The UE then needs to derive another new KgNB* for the next attempt of resume. Therefore the key handling at the UE becomes unnecessarily complicated.

Observation#2: The key handling at the UE if the resume request is rejected becomes unnecessary complicated because the UE needs to ignore the newly derived keys and re-derive new keys again for the next resume attempt.

In our understanding according to SA3 requirement in [3] it should be possible for target gNB to select the algorithm of its choice and what the UE supports. This should be possible with the first secured transmission from the new gNB i.e. MSG4. The new gNB may decide to support the same algorithm what the last serving gNB supports. However, restricting the new gNB to always use the same algorithm in future release of NR specification is not desirable because new algorithms may be introduced by SA3 in future. The RAN2 signalling solution should be flexible. However, the solution mentioned in [4], for changing the algorithm by the new gNB relies on the fallback option (i.e. RRCSetup) which results in connection resumption delay. An alternate approach proposed in [6] i.e. SMC + reconfiguration 2-step resume is a flexible solution which allows the new gNB to  either apply the same algorithm of the last serving gNB or new algorithm of its choice.  
Observation#3: The working assumption relies on fallback option (i.e. RRCSetp) to change algorithm in the new gNB which results in connection resumption delay.
Observation#4: The SMC + reconfiguration 2-step resume is a flexible solution which allows the new gNB to apply new algorithm of its choice without incurring connection resumption delay.  

Based on the above drawbacks of the working assumption, we propose the following

Proposal#1: The working assumption on resume should not be confirmed. Instead the LTE solution for key handling during resume should be adopted which meets all the SA3 requirements.

2.2 Re-cap of ShortMAC-I calculation in LTE Rel-13/Rel-8
In LTE resume procedure introduced in Rel-13, where the authentication token is shortResumeMAC-I included in ResumeRequest message. The input parameters for shortResumeMAC-I generation are as shown below [7]:

VarShortResumeMAC-Input UE variable

-- ASN1START

VarShortResumeMAC-Input-r13 ::=

SEQUENCE {


cellIdentity-r13





CellIdentity,


physCellId-r13






PhysCellId,


c-RNTI-r13







C-RNTI,


resumeDiscriminator-r13




BIT STRING(SIZE(1))

}

-- ASN1STOP

In our understanding the same input parameters are used for shortMAC-I calculation for the re-establishment procedure except the resumeDiscriminator-r13. For the resume case, this additional differentiation was introduced based on the LS from SA3. However, the SA3 LS did not clarify the technical reasoning behind the differentiation as copy/pasted below from [8]. 
	Q2:  Should the input to determine shortMAC-I in the RRC Resume Request message be the same as for the legacy re-establishment case? or should the physCellId and c-RNTI be replaced by the ResumeID?

Answer: In SA3’s opinion the input to the MAC calculation need to contain only the target Cell-ID, from a security point of view. Other possible input parameters are left for RAN2 to decide as was done in Rel-8, If RAN2 decides to use the same input parameters as in Rel-8, then it would be desirable to differentiate the ShortMAC-I of RRC connection re-establishment (Rel-8) from ShortMAC-I of RRC connection resume with some differentiator in the MAC calculation, e.g. by using a constant value "resume". It would be desirable to also use a different name, e.g. ShortResumeMAC-I. 


In our understanding the job of the old gNB is to verify the UE context based on the shortMAC-I which is independent of whether it is for re-establishment or resume. If there is any technical reason from security point of view then this should be clarified with SA3 since the previous SA3 LS did not [8]. Based on above discussion we propose the following:
Proposal#2a: For MAC-I calculation in NR (resume and re-establishment) following input parameters should be considered:

i. Target Cell Identity (i.e. Global Cell Identity on which resume/re-establishment is attempted)

ii. PCI: Physical Cell Identity of the cell where UE was sent to INACTIVE or encountered re-establishment condition

iii. C-RNTI: Allocated by the cell which sent the UE to INACTIVE or encountered re-establishment condition
Proposal#2b: Resume Discriminator is not needed in shortMAC-I calculation.
2.3 How to avoid replay attack 
The risk of replay attack may be encountered if the UE which had attempted resume but was rejected on SRB0 to INACTUVE state with some wait time. After the wait timer expires the UE would attempt another resume using the same I-RNTI and same shortMAC-I calculated based on the same key in the previous attempt. This risk was highlighted in the SA3 reply LS as copy/pasted below [9]:

	Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?”

SA3 Response:

SA3 acknowledges the replay attack if Resume request message from INACTIVE is allowed reusing the same I-RNTI and same key after rejection. The impact of the attack would cause the target gNB to fetch the UE context from the source gNB creating an out of synch state between the UE and the network. When the real UE comes back after the wait timer expiry and tries to use the I-RNTI, the network will not recognize the I-RNTI (as it was already used) and the UE will be requested to do NAS level recovery.


The INACTIVE UE when rejected on SRB0, the reject message includes only the wait time. After the wait time expires the UE would make another resume attempt with the same I-RNTI and same shortMAC-I. If the same shortMAC-I is used as in the previous attempt then a fake UE may capture the shortMAC-I. However, the same shortMAC-I would be used in resume request re-attempt if the UE is resuming in the same gNB which rejected the UE previously. Thus the replay attack risk due to UE context re-location after verifying the shortMAC-I by the source as pointed out by SA3 is possible in the same gNB which rejected the UE. One simple way to mitigate the replay attack risk is including a NONCE in the reject message along with the wait timer. The UE then uses the NONCE in the MAC-I calculation while making a resume re-attempt. This ensures a different shortMAC-I is included in the re-attempt than that included in the previous attempt. If the attacker who had captured the shortMAC-I sent by the genuine in the previous resume request mounts a replay attack when the genuine UE is waiting, the mounted replay attack will fail. The gNB which rejected the genuine UE should keep a record of NONCE allocated to UE (i.e. associate the NONCE with I-RNTI). There is no need for the genuine UE to include the NONCE in the resume re-attempt. The UE should associate the NONCE provided in reject message with the target Cell-ID. While the wait timer is running and the INACTIVE UE moves into a different coverage area and perform resume re-attempt in another target Cell-ID then there is no need to use the NONCE in the MAC-I calculation. Another alternative instead of NONCE the UE can use the wait timer value in some form in the MAC-I calculation. However, it should be up to operator policy to take proactive measures to mitigate the risk of replay attack by optionally including the NONCE in the reject message. Based on above discussion we propose:

Proposal#3a: When a resume attempt of an INACTIVE UE is rejected on SRB0 then UE is provided with NONCE value in reject message. Inclusion of the NONCE is optional based on operator policy.
Proposal#3b: Rejecting gNB associate the provided NONCE value with the I-RNTI of the UE, which is then provided to the source gNB for MAC-I calculation when UE performs resume re-attempt.

Proposal#3c: UE uses the NONCE value provided in reject message for MAC-I calculation only when performing resume re-attempt on the target Cell-ID which provided the NONCE.    

3. Conclusion
Based on above discussion RAN2 is requested to discuss and discuss following observations and agree the proposals:

Observation#1: The same K_rrcInt is used in the last serving gNB to verify short MAC-I and in the new gNB for integrity protection of MSG4 which violates SA3 security requirement that the same key should not be used in two different nodes.

Observation#2: The key handling at the UE if the resume request is rejected becomes unnecessary complicated because the UE needs to ignore the newly derived keys and re-derive new keys again for the next resume attempt.

Observation#3: The working assumption relies on fallback option (i.e. RRCSetp) to change algorithm in the new gNB which results in connection resumption delay.

Observation#4: The SMC + reconfiguration 2-step resume is a flexible solution which allows the new gNB to apply new algorithm of its choice without incurring connection resumption delay.  

Proposal#1: The working assumption on resume should not be confirmed. Instead the LTE solution for key handling during resume should be adopted which meets all the SA3 requirements.

Proposal#2a: For MAC-I calculation in NR (resume and re-establishment) following input parameters should be considered:

i. Target Cell Identity (i.e. Global Cell Identity on which resume/re-establishment is attempted)

ii. PCI: Physical Cell Identity of the cell where UE was sent to INACTIVE or encountered re-establishment condition

iii. C-RNTI: Allocated by the cell which sent the UE to INACTIVE or encountered re-establishment condition
Proposal#2b: Resume Discriminator is not needed in shortMAC-I calculation.
Proposal#3a: When a resume attempt of an INACTIVE UE is rejected on SRB0 then UE is provided with NONCE value in reject message. Inclusion of the NONCE is optional based on operator policy.

Proposal#3b: Rejecting gNB associate the provided NONCE value with the I-RNTI of the UE, which is then provided to the source gNB for MAC-I calculation when UE performs resume re-attempt.

Proposal#3c: UE uses the NONCE value provided in reject message for MAC-I calculation only when performing resume re-attempt on the target Cell-ID which provided the NONCE.    
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