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1	Overall Description
RAN2 observed a potential security threat in the procedures defined for the Master Information Block (MIB) of NR and would appreciate guidance from SA3. 
38.213 describes in section 4.1 how the UE performs cell search and how it discovers whether or not there is a ControlResourceSet and a SearchSpace for SIB1:
	



For initial cell selection, a UE may assume that half frames with SS/PBCH blocks occur with a periodicity of 2 frames. Upon detection of a SS/PBCH block, the UE determines that a control resource set for Type0-PDCCH common search space is present if  [4, TS 38.211] for FR1 and if  for FR2. The UE determines that a control resource set for Type0-PDCCH common search space is not present if  for FR1 and if  for FR2. 



If the field k_SSB (ssb-SubcarrierOffset in 38.331) indicates that a SearchSpace is not present, the UE is supposed to distinguish two sub-cases according to 38.213 section 13:
	




[bookmark: _Hlk510732696]If a UE detects a first SS/PBCH block and determines that a control resource set for Type0-PDCCH common search space is not present, and for  for FR1 or for  for FR2, the UE determines the global synchronization channel number (GSCN) of a second SS/PBCH block having a control resource set for an associated Type0-PDCCH common search space as .  is the GSCN of the first SS/PBCH block and  is a GSCN offset provided by Table 13-16 for FR1 and Table 13-17 for FR2. 



In this first case the "out-of-range" value of k_SSB (ssb-SubcarrierOffset) in combination with the value of the "unused" RMSI-PDCCH-Config (pdcch-ConfigSIB1) provide the UE with the GSCN (frequency) where it will find an SSB with SIB1. In other words, the MIB on this frequency pushes the UE to another frequency where it is supposed to detect another SSB and acquire MIB and SIB1 there.
In the second case (below), the remaining code point of k_SSB informs the UE that there is neither a SIB1 associated with this SSB nor with any other SSB in a certain frequency range. That frequency range is provided as a positive and negative range around the GSCN of this SSB. The exact definition of those offsets isn't clear from 38.213 but it seems that the range can be up to plus/minus 16 GSCN step sizes above and below the current frequency. 
	




If a UE detects a SS/PBCH block and determines that a control resource set for Type0-PDCCH common search space is not present, and for  for FR1 or for  for FR2, the UE determines that there is no SS/PBCH block having an associated Type0-PDCCH common search space within a GSCN range . and  are respectively determined by the four most significant bits and the four least significant bits of RMSI-PDCCH-Config. 



RAN2 is concerned that in particular the possibility to inform a UE that there is no SIB1 associated with this SSB nor with any SSB on neighbour frequencies can be abused: A malicious (fake) gNB that is able to send a relatively simple SSB, can prevent UEs from searching for other cells on this frequency and on any neighbour frequency in the addressable frequency range. If this malicious gNB transmits its fake SSB outside a regular NR carrier it may not even need a particularly strong signal due to the low interference in that range. Nevertheless, it can prevent UEs from even trying to access the actual NR carrier. Of course, such an attack will not always be successful as a UE that has already found its cell will usually not detect the fake SSB on a neighbour frequency. But if one places such a fake gNB into a coverage hole of a regular carrier or at a place where UEs are known to perform an initial cell search (airports, country borders, ...), it may have significant impact. 
Also the other signalling option has its risk: One SSB on a first frequency tells the UE to switch to a second frequency in order to find an SSB with SIB1 there. However, if that second SSB indicates also that it does not have an SSB and that the UE shall rather go to the first frequency to find an SSB with SIB1 there, it will result in ping-pong situation that drains a considerable amount of UE battery. In other words, a malicious gNB transmitting two fake SSBs on two frequencies that point to each other can also prevent the UE from finding a real cell and additionally drain the UE's battery quickly. 
[bookmark: _Ref178064866]2	Actions
Action to SA3:	RAN2 respectfully asks SA3 to discuss and conclude whether or not the above-mentioned functionality is a significant security risk that should be addressed. If so, RAN2 would appreciate further suggestions from SA3 to fix the problem if possible. 
3	Date of next TSG-RAN2 Meetings
TSG-RAN WG2 Meeting #102bis	July, 2nd - 6th 2018	Montreal, Canada
TSG-RAN WG2 Meeting #103	August, 20th - 24th 2018	Gothenburg, Sweden
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