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1 Introduction
In RAN2-101 the following agreement has been reached:

Agreements for EN-DC

1:
Integrity protection of DRB is not supported for EN-DC. 

Agreements for SA 

2:
Any data packet failing integrity check is discarded by PDCP.

3:
It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.

4:
In NR UE capability signalling add a code point for support of the full data rate of the UE.

5:
Signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.

6
Some description of the max DRB-IP data rate should remain visible in the AS specs (either 38.306 or 38.300). Details TBD.

FFS: After detecting [N] IP failures the UE reports the failure to the network.

FFS: Whether N=1 or >1, whether the report indicate the DRB that has failed.

In this contribution, we will further discuss the support of integrity protection for UP in RAN2 and support of counter check in NR.
2 Discussion 
2.1 Integrity protection for UP
In [1], it is specified:

UP integrity is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase 1, with the exception of 5G UEs that can only access the EPC.
It shall be possible to negotiate the use of UP integrity between 5G UEs and 5G networks in 5G phase 1. Its use shall be determined by the network.

Algorithms allow either 32-bit or 64-bit MACs to be produced, and the device can optionally indicate which it prefers.
Since algorithms allow either 32-bit or 64 bit MACs, the UE should use corresponding PDCP format based on the configured integrity algorithm.

Proposal 1: the size of MAC is decided based on configured integrity algorithm by RRC signaling, e.g. 32 bits or 64 bits.

In addition to the PDCP data PDU for DRB, no integrity protection is applied to the PDCP control PDU for DRB and SRB in LTE either. Therefore synchronisation between sender and receiver can be lost if the received PDCP control PDU does not match the actual PDCP control PDU. Such problems can be detected if a configurable option is provided to add a message integrity check to the PDCP control PDU. The message integrity check can be computed using the same integrity key used for PDCP data PDUs.
Proposal 2: Integrity protection is also used for PDCP control PDU.
It has been agreed that the UE will discard the packet for which the integrity check has failed and continue to process the followed packets. However, if the failure persists, the UE may need to report to network or trigger re-establishment. Since the SRB is still available, trigger re-establishment may not be necessary, and the network could reconfigure the DRB if a failure report could be received from the UE. 
One simple possibility to detect persistent failure is to count the number of integrity check failure packets, if the counted number exceed a threshold, it could be considered as a persistent failure. The threshold could be a fixed value or configured by the network. The number of integrity check failure packets could be counted for all DRBs instead of per DRB.
Proposal 3: persistent integrity failure is defined as the number of integrity check failure packets for all DRBs exceed a pre-defined threshold.

2.2 Counter check in NR
In LTE, Counter Check procedure is specified to mitigate the packet injection security threat by requesting the UE to verify the amount of data sent/received on each DRB. The UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by the network. If the UP integrity has been activated, the packet injection could be avoided by integrity check, and thus the counter check procedure is not necessary for such DRB. 
However, since the UP integrity is optional and there may have some DRBs for which UP integrity is not activated. In such case the counter check procedure is still needed. The same counter check procedure in LTE could also be used in NR for specification to mitigate the packet injection security threat in NR for the DRBs without activation of UP integrity.
Proposal 4: re-use the counter check procedure in LTE specification to NR for the DRBs without activation of UP integrity. The counter check is not used for the bearer on which the integrity is enabled.
3 Conclusion
In this contribution, we discussed the support of integrity protection for UP in RAN2 and support of counter check in NR, and propose:
Proposal 1: the size of MAC is decided based on configured integrity algorithm by RRC signaling, e.g. 32 bits or 64 bits.
Proposal 2: Integrity protection is also used for PDCP control PDU.
Proposal 3: persistent integrity failure is defined as the number of integrity check failure packets for all DRBs exceed a pre-defined threshold.
Proposal 4: re-use the counter check procedure in LTE specification to NR for the DRBs without activation of UP integrity. The counter check is not used for the bearer on which the integrity is enabled.
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