Page 4
Draft prETS 300 ???: Month YYYY
3GPP TSG-RAN WG2 #102	Tdoc R2-1807932
Busan, Korea, 21st – 25th May 2018

Agenda Item:	10.4.1.7.2 (Security framework for inactive)
Source:	Ericsson
Title:	Analyses of the SA3 requirements on working assumption for inactive security
Document for:	Discussion, Decision
Introduction
In RAN2#101bis in Sanya, an LS from SA3 [1] regarding the inactive state security framework was received and discussed. The LS contained 3 security requirements and, RAN2 has agreed the following:
· Discuss the 3 requirements from SA3 and check if they can be addressed by the working assumption;
· [bookmark: _GoBack]Draft an LS to SA3 to explain how the requirements are addressed.
[101bis#11][NR] Discussion of inactive security LS (Huawei)
	Discuss the 3 requirements in SA3 LS and check that they can all be addressed by the working assumption for the security in inactive. Draft LS to SA3 to explain how the requriements are addressed. If requirements can not be addressed then further discussion to take place at next meeting.
	Intended outcome: LS to SA3
	Deadline:  Thursday 2018-05-03
Summary of the working assumption 
In the agreed email discussion [101bis#11][NR] Discussion of inactive security LS, the existing working assumption from RAN2 for the inactive security was summarized as follows:
RAN2 would like to summarize RAN2 agreements / working assumptions so far:
1)	the UE in RRC_CONNECTED may receive an encrypted and integrity protected message from the gNB indicating the UE to move to RRC_INACTIVE and provide I-RNTI and NCC to be used for the next key derivation
2)	when the UE in RRC_INACTIVE wants to resume or RNA update is triggered, the UE will derive KgNB* and the keys for integrity protection and ciphering of RRC messages (K_rrcInt and K_rrcEnc). The KgNB* is derived taking into account the new cell PCI/DL ARFCN and the K_rrcInt and K_rrcEnc is further derived using the security algorithms previously configured by the last serving gNB. The UE will send msg3 with a protection token like the short MAC-I (calculated using the derived K_rrcInt) ,The short MAC-I is verified by the last serving gNB.
3)	in reply to msg3, the UE may receive from the new gNB
a)	a message (i.e. msg4) on SRB0 without I-RNTI or any configuration parameter telling the UE to wait (congestion case) while staying in RRC_INACTIVE with unmodified UE configuration
b)	a message (i.e. msg4) on SRB0 in order to proceed with RRC connection establishment as if the UE was in RRC_IDLE (fallback procedure)
c)	a message (i.e. msg4) on SRB1 ciphered and integrity protected using the same keys as derived in 2) above allocating a new I-RNTI and moving the UE to RRC_INACTIVE
d)	a message (i.e. msg4) on SRB1 ciphered and integrity protected using the same keys as derived in 2) above and triggering  the UE to move to RRC_CONNECTED
Requirements from SA3 (R2-1806421)
The LS from SA3 mainly contained the 3 following security requirements:
1) Security algorithms negotiation between the UE and the target gNB needs to be supported. It is up to RAN2 to decide how the security algorithms negotiation is achieved.
2) 2-hop forward security in all handover and mobility scenarios shall be maintained. It is not clear to SA3 how it is achieved. Please refer to TS33.501 for 2-hop forward security definition.
3) Any RRC message which contains a new I-RNTI is to be ciphered and integrity protected.
Addressing SA3 requirement 1
In our view two methods of algorithm negotiation are supported with the current working assumption. The methods are the same as in LTE. 
1. If the target gNB is not able to use the current algorithm it can initiate NAS recovery leading to a new RRC security setup procedure by sending an RRC setup message on SRB1.
2. If the target gNB wants to change the security algorithm to a higher priority algorithm it can initiate an RRC reconfiguration with synch procedure (aka intra-cell handover) once the UE has arrived in the target cell
During the email discussion, all companies that participated in the discussion have agreed that at least the first method, already supported in the draft specifications, can be used to support algorithm negotiation.  There was no consensus regarding the second method and for this reason this solution was not included in the LS response to SA3. To our understanding there are no security issues with using handover to change algorithms after the resume. All used security algorithms must be secure since otherwise an attacker could always downgrade the security algorithm by sending a fake RRCSetup, followed by a fake SMC. 
[bookmark: _Toc512249419][bookmark: _Toc512259025][bookmark: _Toc513707755][bookmark: _Toc513707774]As in LTE, NAS recovery could be used to change security algorithm when UE is resuming. This solution can be used in any case.
[bookmark: _Toc513707756][bookmark: _Toc513707775][bookmark: _Toc512259026]As in LTE, intra-cell handover can be used to change security algorithm when UE is resuming. This solution can only be used if the target node supports the old algorithm.  
As stated in earlier discussions by multiple companies it is expected that the need to change algorithms will be very rare. E.g. operators can ensure the same algorithms are supported in a given area, new algorithms are not often introduced (in LTE 1 new algorithm has been added since Rel-8). 
[bookmark: _Toc512249420][bookmark: _Toc512259027][bookmark: _Toc513707757][bookmark: _Toc513707776]Security algorithm re-negotiation is expected to be very rare. 
[bookmark: _Toc512249423][bookmark: _Toc512259031]No additional method of algorithm negotiation needs to be specified.
Addressing SA3 requirement 2
In the current version of the SA3 specifications 33.501 (15.0.0) [2], 2-hop forward security is define as follows:
forward security: 
The property that for an entity with knowledge of Km that is used between that entity and a second entity, it is computationally infeasible to predict any future Km+n (n>0) used between a third entity and the second entity. 
NOTE 6:  In the context of KgNB key derivation, forward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to predict any future KgNB that will be used between the same UE and another gNB. More specifically, n hop forward security refers to the property that a gNB is unable to compute keys that will be used between a UE and another gNB to which the UE is connected after n or more handovers (n=1 or more).
For the current RAN2 working assumptions this means that if the UE attempts to resume in a different gNB than previous, it is acceptable to do a horizontal key derivation once, but at some point, the UE need to do a vertical key derivation before resuming in yet another gNB.
[bookmark: _Toc512249421][bookmark: _Toc512259028][bookmark: _Toc513707758][bookmark: _Toc513707777]The requirement on 2-hop forward security means that if the UE performs resume in a different gNB than previous it is acceptable to do a horizontal key derivation once, but the UE need to do a vertical key derivation before resuming in yet another gNB.
This means in the scenario the UE is doing a mobility based RNAU update and enters a new gNB, the new gNB need, if it wants to immediately re-suspend that UE to RRC_INACTIVE, provide the UE with a new NCC value. This in turn means that the target gNB need to wait for the path switch acknowledgment from the CN before re-suspending the UE. 
We think this should be an acceptable baseline solution in Rel-15. And, if optimizations are to be considered, RAN2 should re-consider its previous decision of not supporting RNAU without relocation in Rel-15. 
[bookmark: _Toc512259029][bookmark: _Toc513707759][bookmark: _Toc513707778]RAN2 has agreed that in Rel-15 the network should always relocate the UE context during inter-gNB INACTIVE mobility.
[bookmark: _Toc512249422][bookmark: _Toc512259030][bookmark: _Toc513707760][bookmark: _Toc513707779]With the assumption that the target gNB in case of inter-gNB INACTIVE mobility in Rel-15 always wait for the Path Switch Ack before re-suspending the UE the SA3 requirements are fulfilled.
During the email discussion one company brought up the issue that with the current RAN2 solution the same key would be used to calculate the resumeMAC-I as is later used to integrity protect signaling in target node. It was claimed that this would violate a security principle since the key would be “used” in to gNBs. To our understanding this is not accurate for the following reasons:
· The requirement on not using the key in two nodes was for encryption/integrity protection of ongoing traffic, not for just verifying the security token.
· The source gNB anyway has access to the KgNB* meaning it is not the same issue as discussed for SN nodes which should not have access to KgNB.
Nevertheless, the current version of the reply LS for SA3 clearly describe this issue giving SA3 a chance to conclude on this. If SA3 for some reason would like to avoid the “usage” of the same key in both target or source gNB, this could easily be solved without changing existing RAN2 solution, e.g. by deriving an extra key Kresume from KgNB* only used to be used for calculating resumeMAC-I or by performing an extra horizontal key derivation KgNB* before it is used for MSG4.
[bookmark: _Toc513707761][bookmark: _Toc513707780]To our understanding the usage of new Krrcint to derive resumeMAC-I does not violate SA3 security principles since the source gNB already have access to KgNB*.
[bookmark: _Toc512249424][bookmark: _Toc512259032]No additional methods are needed to support the SA3 requirements on 2-hop forward security.
Addressing SA3 requirement 3:
With the current working assumptions, it is possible to always encrypt, and integrity protect the message that suspends the UE to INACTIVE. Since this message according to current agreements also assigns the I-RNTI the SA3 requirement can be fulfilled.
[bookmark: _Toc512249425][bookmark: _Toc512259033]No additional methods are needed to support the SA3 requirements on encryption and integrity protection of the message assigning the I-RNTI.

Conclusion
In section 2 we made the following observations:
Observation 1	As in LTE, NAS recovery could be used to change security algorithm when UE is resuming. This solution can be used in any case.
Observation 2	As in LTE, intra-cell handover can be used to change security algorithm when UE is resuming. This solution can only be used if the target node supports the old algorithm.  
Observation 3	Security algorithm re-negotiation is expected to be very rare.
Observation 4	The requirement on 2-hop forward security means that if the UE performs resume in a different gNB than previous it is acceptable to do a horizontal key derivation once, but the UE need to do a vertical key derivation before resuming in yet another gNB.
Observation 5	With the assumption that the target gNB in case of inter-gNB INACTIVE mobility in Rel-15 always wait for the Path Switch Ack before re-suspending the UE the SA3 requirements are fulfilled.
Observation 6	With the assumption that the target gNB in case of inter-gNB INACTIVE mobility in Rel-15 always wait for the Path Switch Ack before re-suspending the UE the SA3 requirements are fulfilled.
Observation 7	To our understanding the usage of new Krrcint to derive resumeMAC-I does not violate SA3 security principles since the source gNB already have access to KgNB*.

Based on the discussion in section 2 we propose the following:
Proposal 1	No additional method of algorithm negotiation needs to be specified.
Proposal 2	No additional methods are needed to support the SA3 requirements on 2-hop forward security.
Proposal 3	No additional methods are needed to support the SA3 requirements on encryption and integrity protection of the message assigning the I-RNTI.
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