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Introduction
At the last meeting the topic on NR RRC Reestablishment was discussed. The following was initially agreed:
Agreements:
1	Re-establishment kind message is sent on SRB1 (with at least integrity protection) with the intention to allow re-establishment of DRBs without the network having to wait for the reception of re-establishment complete message.
2.	Network can response to the Reestablishment Request kind message with an RRC connection setup in case of RRC re-establishment failure.

Then, the following was concluded:
R2-1806480	Offline discussion #42 on Reestablishment procedure for NR	Intel	discussion	Rel-15	NR_newRAT-Core

Working assumption:
1	MSG4 for re-establishment is not encrypted
2	Adopt solution 1 from the paper for re-establishing the bearers (based on SMC+reconfiguration)

This paper analyses if the solution meets the SA3 requirements from the LS R2-1806421 [1] and concludes the solution fulfils the requirements and that the working assumption above should be confirmed.
Working assumption
According to R2-1806480 [2] solution 1 from the paper [3] is actually not based on SMC+reconfiguration but it does have 2 messages:
· Based on reestablishment message (NCC inside), the UE recovers SRB1 and activates security;
· Based on reconfiguration message, the UE recovers SRB2 and DRB;
The first aspect that was discussed in RAN2#101bis in Sanya was the fact the fact that the RRC Re-establishment message (or kind of message, if preferred) is not encrypted. Some companies have argued that this could introduce potential drawback in terms of processing delay, as the UE has to process two RRC messages. In our view it is correct that this has additional delay compared to RRCResume, which can delay the beginning of data transfer. However, that could be acceptable if we consider that this is a procedure to be executed in a failure case especially considering that there could possibly be further security implications to enable encryption during re-establishment.
Requirements from SA3 (R2-1806421)
In RAN2#101bis in Sanya, SA3 has set an LS with security requirements for NR. These can be summarized as follows:
1) Security algorithms negotiation between the UE and the target gNB needs to be supported. It is up to RAN2 to decide how the security algorithms negotiation is achieved.
2) 2-hop forward security in all handover and mobility scenarios shall be maintained. It is not clear to SA3 how it is achieved. Please refer to TS33.501 for 2-hop forward security definition.
3) Any RRC message which contains a new I-RNTI is to be ciphered and integrity protected.
Algorithm change
Currently in LTE it is not possible to change the security algorithm in the Re-establishment procedure. It is assumed this functionality is not needed since changing algorithms are a rare case and it should be possible for the target node to either use RRCReestablishmentReject or to accept the UE into the cell with an RRCReestablishment but then perform a subsequent algorithm change using handover.
Similar solution can be achieved by the working assumption either by accepting the request as in LTE or responding with an RRC Setup, as agreed in RAN2#101bis.
[bookmark: _Toc513710342][bookmark: _Toc513547143][bookmark: _Toc513547230]Re-establishment working assumption can support algorithm changing by responding the RRC Re-establishment Request with an RRC Setup.
2-hop forward security
Given that the solution part of the working assumption makes it possible to provide the UE with a “fresh” NCC value in the RRCReestablishment message, the 2-hop solution can be fulfilled in the same way as LTE. 
The solution part of the working assumption would be similar to LTE in this case.
[bookmark: _Toc513547144][bookmark: _Toc513547231][bookmark: _Toc513710343]The current working assumption to use separate RRCReestablishment and RRCReconfiguration messages meets the 2-hop security requirements.
I-RNTI
Since the I-RNTI is currently only assigned in the suspend message there is no issue to use the current working assumption. 
Way forward
Given that the solution can meet the SA3 requirements, if RAN2 concludes that the potential performance drawbacks in terms of processing delay are acceptable (as re-establishment is a procedure executed in a failure case), it is proposed that we should confirm the working assumption. 
[bookmark: _Toc513547228][bookmark: _Toc513710346]Confirm the RAN2 working assumption to use separate RRCReestablishment (starting security) and RRCReconfiguration (starting SRB2/DRBs) messages. 
Conclusion
In section 2 we made the following observations:
Observation 1	Re-establishment working assumption can support algorithm changing by responding the RRC Re-establishment Request with an RRC Setup.
Observation 2	The current working assumption to use separate RRCReestablishment and RRCReconfiguration messages meets the 2-hop security requirements.

Based on the discussion in section 2 we propose the following:
Proposal 1	Confirm the RAN2 working assumption to use separate RRCReestablishment (starting security) and RRCReconfiguration (starting SRB2/DRBs) messages.
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