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5.3
Connection control

5.3.1
Introduction
5.3.1.1
RRC connection control

RRC connection establishment involves the establishment of SRB1. The network completes RRC connection establishment prior to completing the establishment of the NGconnection, i.e. prior to receiving the UE context information from the 5GC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the network may configure the UE to perform measurement reporting, but the UE only sends the corresponding measurement reports after successful security activation. However, the UE only accepts a re-configuration with sync message when security has been activated.
Upon receiving the UE context from the 5GC, the RAN activates AS security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered.After having initiated the initial security activation procedure, the network initiates the establishment of SRB2 and DRBs, i.e. the network may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, the network will apply both ciphering and integrity protection for the RRC reconfiguration messages used to establish SRB2 and DRBs. The network should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails.
The release of the RRC connection normally is initiated by the network. The procedure may be used to re-direct the UE to an NR frequency or an EUTRA carrier frequency. 

Editor’s Note: FFS Details on exceptional cases where the UE (instead of the network) initiatesRRC release e.g. action leading to NAS recovery.

The suspension of the RRC connection is initiated by the network. When the RRC connection is suspended, the UE stores the UE AS context and the I-RNTI, and transits to RRC_INACTIVE state. The RRC message to suspend the RRC connection is integrity protected and ciphered.
The resumption of a suspended RRC connection is initiated by upper layers when the UE needs to transit from RRC_INACTIVE state to RRC_CONNECTED state or by RRC layer to perform a RNA update or by RAN paging from NG-RAN. When the RRC connection is resumed, network configures the UE according to the RRC connection resume procedure based on the stored UE AS context and any RRC configuration received from the network. The RRC connection resume procedure re-activates security and re-establishes SRB(s) and DRB(s).The entire procedure involves a first step (resumption) comprising the actions related to sending the request, a second step (reconnection) comprising the reconfiguration of the PCell and SRB1 and the activation of security, following by a final step (reconfiguration) during which other reconfigurations may be performed e.g. SRB2 and DRBs. Alike during connection setup, the network may transmit the messages related to the second and final step together.
In response to a request to resume the RRC connection, the network may resume the suspended RRC connection and send UE to RRC_CONNECTED, or reject the request to resume and send UE to RRC_INACTIVE(with a wait timer), or directly re-suspend the RRC connection and send UE to RRC_INACTIVE, or directly release the RRC connection and send UE to RRC_IDLE, or instruct the UE discard the stored context and initiate NAS level recovery (in this case the network sends an RRC setup message).

Editor’s Note
FFS NE-DC, NR-NR-DC related aspects.
5.3.1.2
Security

AS security comprises of the integrity protection and ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm, if integrity and/or ciphering is enabled for a DRB and two parameters, namely the keySetChangeIndicatorand the nextHopChainingCount, which are used by the UE to determine the AS security keys upon reconfiguration with sync (with key change), connection re-establishment and/ or connection resume.

Editor’s note:
FFS Whether/how keySetChangeIndicator and the nextHopChainingCount fields are used in RRC re-establishment procedure.

Editor’s note:
FFS Whether/how keySetChangeIndicatoris used in RRC resume procedure.

The integrity protection and ciphering algorithm is common for signalling radio bearers SRB1 and SRB2. When not configured with any kind of DC, the ciphering and integrity protection algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). All DRBs related to the same PDU session have the same security configuration.Neither integrity protection nor ciphering applies for SRB0. 

Editor’s note:
FFS NE-DC, NR-NR-DC related security parameters such as SK-counter and S-KgNB.

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering for SRBs are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (nea0).

The 'NULL' integrity protection algorithm (nia0) is used only for SRBs and for the UE in limited service mode [11]. In case the 'NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used. 

NOTE 1:
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

Editor’s Note: FFS How DRB integrity protection failure should be handled. 

The AS applies four different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc), one for integrity protection of user data (KUPint) and one for the ciphering of user data (KUPenc). All four AS keys are derived from the KgNB key. The KgNBis based on the KSEAFkey [11], which is handled by upper layers.
Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys at connection establishment.
The integrity and ciphering of the RRC message used to perform reconfiguration with sync is based on the security configuration used prior to the reconfiguration with sync and is performed by the source gNB.The integrity and ciphering algorithms can only be changed with reconfiguration with sync. The AS keys (KgNB, KRRCint, KRRCenc,KUPint  and KUPenc) change upon reconfiguration with sync if securityConfig is included, and upon connection re-establishment and connection resume. 

Editor’s Note: FFS Whether securityConfig is used to indicate key change upon reconfiguration with sync (or if other parameter). 

For each radio bearer an independent counter (COUNT, as specified in TS 38.323 [5]) is maintained for each direction. For each radio bearer, the COUNT is used as input for ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 38.323 [5]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 38.323 [5]). The HFN needs to be synchronized between the UE and the network. The network is responsible for avoiding reuse of the COUNT with the same RB identity and with the same key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the network may e.g. use different RB identities for successive RB establishments, trigger an intra cell reconfiguration with sync  or an RRC_CONNECTED to RRC_IDLE/RRC_INACTIVE and then to RRC_CONNECTED transition.

For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.

Editor’s note:
FFS Handling of keys in NE-DC and NR-NR-DC.

5.3.4
Initial security activation

5.3.4.1
General
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Figure 5.3.4.1-1: Security mode command, successful
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Figure 5.3.4.1-2: Security mode command, failure

The purpose of this procedure is to activate AS security upon RRC connection establishment.

5.3.4.2
Initiation

The network initiates the security mode command procedure to a UE in RRC_CONNECTED. Moreover, the network applies the procedure as follows:

-
when only SRB1, is established, i.e. prior to establishment of SRB2 and/ or DRBs.

5.3.4.3
Reception of the SecurityModeCommand by the UE

The UE shall:

1>
derive the KgNB key, as specified in TS 33.501 [11];

1>
derive the KRRCint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.501 [11];

1>
request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;

1>
if the SecurityModeCommand message passes the integrity protection check:

2>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.501 [11];

2>
derive the KUPint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.501 [11];

2>
configure lower layers to apply SRB integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

2>
configure lower layers to apply SRB ciphering using the indicated algorithm, theKRRCenc keyafter completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;

2>
consider AS security to be activated;

2>
submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends;

1>
else:

2>
continue using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering.

2>
submit the SecurityModeFailure message to lower layers for transmission, upon which the procedure ends;

5.3.5
RRC reconfiguration

5.3.5.1
General
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Figure 5.3.5.1-1: RRC reconfiguration, successful
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Figure 5.3.5.1-2: RRC reconfiguration, failure

The purpose of this procedure is to modify an RRC connection, e.g. to establish/modify/release RBs, to perform reconfiguration with sync, to setup/modify/release measurements, to add/modify/release SCells and cell groups. As part of the procedure, NAS dedicated information may be transferred from the Network to the UE.

In EN-DC, SRB3 can be used to configure measurements, MAC, RLC, PDCP, physical layer and RLF timers and constants.

5.3.5.2
Initiation

The Network may initiate the RRC reconfiguration procedure to a UE in RRC_CONNECTED. The Network applies the procedure as follows:

-
the establishment of RBs (other than SRB1, that is established during RRC connection establishment) is performed only when AS security has been activated;

-
the addition of Secondary Cell Group and SCells is performed only when AS security has been activated;

-
the reconfigurationWithSync is included in secondaryCellGroup only when at least one DRB is setup in SCG.
5.3.5.3
Reception of an RRCReconfiguration by the UE

The UE shall perform the following actions upon reception of the RRCReconfiguration:

1>
if the RRCReconfiguration includes the secondaryCellGroup:

2>
perform the cell group configuration for the SCG according to 5.3.5.5;

1>
if this is the first RRCConnectionReconfiguration message after successful completion of the RRC reconnection procedure:

2>
restore the PDCP state, reset COUNT value and re-establish PDCP entities for SRB2 and all DRBs;

Editor’s Note: Any actions related to drb-ContinueROHC are assumed to be sufficiently covered by actions based on continueROHC-Context. I.e. if the field is not included, the UE is assumed to reset the header compression protocol for the concerned DRB. The field continueROHC-Context does however not seem to be taken into account in TS 38.323 (while drb-ContinueROHC is covered, see 5.1.2 on PDCP entity re-establishment).
1>
if the RRCReconfiguration message contains the radioBearerConfig:

2>
perform the radio bearer configuration according to 5.3.5.6;

1>
if the RRCReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>  if the UE is configured with E-UTRA nr-SecondaryCellGroupConfig (MCG is E-UTRA): 

2> if RRCReconfiguration was received via SRB1:

3> construct RRCReconfigurationComplete message and submit it via the EUTRA MCG embedded in E-UTRA RRC message RRCConnectionReconfigurationCompleteas specified in TS 36.331 [10].

3> if reconfigurationWithSync was included in spCellConfig of an SCG:

4> initiate the random access procedure on the SpCell, as specified in TS 38.321 [3];

2> else (RRCReconfiguration was received via SRB3):

3> submit the RRCReconfigurationComplete message via SRB3 to lower layers for transmission using the new configuration;

NOTE:
In the case of SRB1, the random access is triggered by RRC layer itself as there is not necessarily other UL transmission. In the case of SRB3, the random access is triggered by the MAC layer due to arrival of RRCReconfigurationComplete. 
1>  if MAC of an NR cell group successfully completes a random access procedure triggered above; 

2>  stop timer T304 for that cell group;

2>  apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the respective target SpCell, if any;

2>apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the respective target SpCell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of that target SpCell;

2>  the procedure ends.
5.3.5.4
Secondary cell group release

The UE shall:
1>
as a result of SCG release triggered by E-UTRA:

2> reset SCG MAC, if configured;

2>
for each RLC bearer that is part of the SCG configuration:

3>
perform RLC bearer release procedure as specified in 5.3.5.5.3;

2> release the SCG configuration;

2>
stop timer T310 for the corresponding SpCell, if running;

2>
stop timer T304 for the corresponding SpCell, if running.
NOTE:
Release of cell group means only release of the lower layer configuration of the cell group but the RadioBearerConfig may not be released.

5.3.5.5
Cell Group configuration

5.3.5.5.1
General

The network configures the UE with one Secondary Cell Group (SCG). For EN-DC, the MCG is configured as specified in TS 36.331 [10]. The network provides the configuration parameters for a cell group in the CellGroupConfig IE. 
The UE performs the following actions based on a received CellGroupConfig IE:

1>
if the CellGroupConfig contains the spCellConfig with reconfigurationWithSync:

2> perform Reconfiguration with sync according to 5.3.5.5.2;

2> resume all suspended radio bearers and resume SCG transmission for all radio bearers, if suspended;

1>
if the CellGroupConfig contains the rlc-BearerToReleaseList:

2>
perform RLC bearer release as specified in 5.3.5.5.3;

1>
if the CellGroupConfig contains the rlc-BearerToAddModList:

2>
perform the RLC bearer addition/modification as specified in 5.3.5.5.4;

1>
if the CellGroupConfig contains the mac-CellGroupConfig:

2>
configure the MAC entity of this cell group as specified in 5.3.5.5.5;

1>
if the CellGroupConfig contains the sCellToReleaseList:

2>
perform SCell release as specified in 5.3.5.5.8;

1>
if the CellGroupConfig contains the spCellConfig:

2>
configure the SpCell as specified in 5.3.5.5.7;
1>
if the CellGroupConfig contains the sCellToAddModList:

2> perform SCell addition/modification as specified in 5.3.5.5.9.
5.3.5.5.2
Reconfiguration with sync

The UE shall perform the following actions to execute a reconfiguration with sync.
1>
stop timer T310 for the corresponding SpCell, if running;

1>
start timer T304 for the corresponding SpCell with the timer value set to t304, as included in the reconfigurationWithSync;

1>
if the frequencyInfoDL is included:

2>
consider the target SpCell to be one on the frequency indicated by the frequencyInfoDL with a physical cell identity indicated by the physCellId;

1>
else:

2>
consider the target SpCell to be one on the frequency of the source SpCell with a physical cell identity indicated by the physCellId;

1>
start synchronising to the DL of the target SpCell and acquire the MIB of the target SpCell as specified in 5.2.2.3.1;

NOTE:
The UE should perform the reconfiguration with sync as soon as possible following the reception of the RRC message triggering the reconfiguration with sync, which could be before confirming successful reception (HARQ and ARQ) of this message.

1>
reset the MAC entity of this cell group;

1>
consider the SCell(s) of this cell group, if configured, to be in deactivated state;

1>
apply the value of the newUE-Identity as the C-RNTI for this cell group;

Editor’s Note: Verify that this does not configure some common parameters which are later discarded due to e.g. SCell release or due to LCH release. 

1>
configure lower layers in accordance with the received spCellConfigCommon;

1>
consider the initial bandwidth part to be the active bandwidth part where random access is performed;

1>
configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received reconfigurationWithSync.
5.3.5.5.3
RLC bearer release
The UE shall:
1>
for each logicalChannelIdentity value included in the rlc-BearerToReleaseListthat is part of the current UE configuration (LCH release); or

1>
for each logicalChannelIdentity value that is to be released as the result of an SCG release according to 5.3.5.4:

2>
release the RLC entity or entities (includes discarding all pending RLC PDUs and RLC SDUs);

2>
release the corresponding logical channel.

5.3.5.5.4
RLC bearer addition/modification

For each RLC-Bearer-Config received in therlc-BearerToAddModList IE the UE shall:
1>
if the UE’s current configuration contains a RLC bearer with the received logicalChannelIdentity:

2> if reestablishRLC is received:

3> re-establish the RLC entity as specified in TS 38.322 [4];

2>
reconfigure the RLC entity or entities in accordance with the received rlc-Config;

2> reconfigure the logical channel in accordance with the received mac-LogicalChannelConfig;

NOTE:
The network does not re-associate an already configured logical channel with another radio bearer. Hence servedRadioBearer is not present in this case. 

1> else (a logical channel with the given logicalChannelIdentity was not configured before):

2> if the logicalChannelIdentity corresponds to an SRB and rlc-Config is not included:

3> establish an RLC entity in accordance with the default configuration defined in 9.2 for the corresponding SRB;

2> else:

3> establish an RLC entity in accordance with the received rlc-Config;

2>if the logicalChannelIdentity corresponds to an SRB and if mac-LogicalChannelConfig is not included:

3> configure this MAC entity with a logical channel in accordance to the default configuration defined in 9.2 for the corresponding SRB;

2>
else:

3> configure this MAC entity with a logical channel in accordance to the received mac-LogicalChannelConfig;

2>
associate this logical channel with the PDCP entity identified by servedRadioBearer.
5.3.5.5.5
MAC entity configuration

The UE shall:
1>
if SCG MAC is not part of the current UE configuration (i.e. SCG establishment):

2>
create an SCG MAC entity;

1>
reconfigure the MAC main configuration of the cell group in accordance with the received mac-CellGroupConfig other than tag-ToReleaseList and tag-ToAddModList;

1>
if the received mac-CellGroupConfig includes the tag-ToReleaseList:

2>
for each TAG-Id value included in the tag-ToReleaseList that is part of the current UE configuration:

3>
release the TAG indicated by TAG-Id;

1>
if the received mac-CellGroupConfig includes the tag-ToAddModList:

2>
for each tag-Id value included in tag-ToAddModList that is not part of the current UE configuration (TAG addition):

3>
add the TAG, corresponding to the tag-Id, in accordance with the received timeAlignmentTimer;

2>
for each tag-Id value included in tag-ToAddModList that is part of the current UE configuration (TAG modification):

3>
reconfigure the TAG, corresponding to the tag-Id, in accordance with the received timeAlignmentTimer.
5.3.5.5.6
RLF Timers & Constants configuration

The UE shall:
1>
if the received rlf-TimersAndConstants is set to release:

NOTE: In EN-DC, rlf-TimersAndConstants cannot be released. 

Editor’s Note: Standalone part to be complete by June 2018.

2>
stop timer T310 for this cell group, if running, and 

2>
release the value of timer t310 as well as constants n310 and n310 for this cell group;

1>
else:

2>
reconfigure the value of timers and constants in accordance with received rlf-TimersAndConstants.
5.3.5.5.7
SPCell Configuration

The UE shall:

1>
if the SpCellConfig contains the rlf-TimersAndConstants 

2>
configure the RLF timers and constants for this cell group as specified in 5.3.5.5.6;

1>  if the SpCellConfig contains spCellConfigDedicated:

2> configure the SpCell in accordance with the spCellConfigDedicated.
5.3.5.5.8
SCell Release

The UE shall:
1>
if the release is triggered by reception of the sCellToReleaseList:

2>
for each sCellIndex value included in the sCellToReleaseList:

3>
if the current UE configuration includes an SCell with value sCellIndex:

4>
release the SCell.
5.3.5.5.9
SCell Addition/Modification
The UE shall:
1>
for each sCellIndex value included in the sCellToAddModList that is not part of the current UE configuration (SCell addition):

2>
add the SCell, corresponding to the sCellIndex, in accordance with the sCellConfigCommon and sCellConfigDedicated;

2>
configure lower layers to consider the SCell to be in deactivated state;

Editor’s Note: FFS Check automatic measurement handling for SCells.

2>
for each measId included in the measIdList within VarMeasConfig:

3>
if SCells are not applicable for the associated measurement; and

3>
if the concerned SCell is included in cellsTriggeredList defined within the VarMeasReportList for this measId:

4>
remove the concerned SCell from cellsTriggeredList defined within the VarMeasReportList for this measId;

1>
for each sCellIndex value included in the sCellToAddModList that is part of the current UE configuration (SCell modification):

2>
modify the SCell configuration in accordance with the sCellConfigDedicated.
5.3.5.6
Radio Bearer configuration

5.3.5.6.1
General

The UE shall perform the following actions based on a received RadioBearerConfig IE:
1>
if the RadioBearerConfig includes the srb3-ToRelease and set to true:  

2>
perform the SRB release as specified in 5.3.5.6.2;

1>
if the RadioBearerConfig includes the srb-ToAddModList:

2>
perform the SRB addition or reconfiguration as specified in 5.3.5.6.3;

1>
if the RadioBearerConfig includes the drb-ToReleaseList:

2>
perform DRB release as specified in 5.3.5.6.4;

1>
if the RadioBearerConfig includes the drb-ToAddModList:

2>
perform DRB addition or reconfiguration as specified in 5.3.5.6.5.
5.3.5.6.2
SRB release

Editor’s note: FFS / TODO: check handling during full configuration 
The UE shall:

1>
release the PDCP entity of the SRB3.

5.3.5.6.3
SRB addition/modification

The UE shall:
1>
for each srb-Identity value included in the srb-ToAddModList that is not part of the current UE configuration (SRB establishment or reconfiguration from E-UTRA PDCP to NR PDCP):

2>
establish a PDCP entity and configure it with the security algorithms according to securityConfig and apply the keys (KRRCenc and KRRCint) associated with the KeNB/S-KgNB as indicated in keyToUse, if applicable;

2>
if the current UE configuration as configured by E-UTRA in TS 36.331 includes an SRB identified with the same srb-Identity value:

3>
associate the E-UTRA RLC entity and DCCH of this SRB with the NR PDCP entity;

3>
release the E-UTRA PDCP entity of this SRB; 

2>
if the pdcp-Config is included:

3>
configure the PDCP entity in accordance with the received pdcp-Config;

2>
else: 

3>
configure the PDCP entity in accordance with the default configuration defined in 9.2.1 for the corresponding SRB;

1>
for each srb-Identity value included in the srb-ToAddModList that is part of the current UE configuration:

2>
if reestablishPDCP is set:

3>
configure the PDCP entity to apply the integrity protection algorithm and KRRCint key associated with the KeNB/S-KgNB as indicated in keyToUse , i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

3>
configure the PDCP entity to apply the ciphering algorithm and KRRCenc key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

3>
re-establish the PDCP entity of this SRB as specified in 38.323 [5];

2>
else, if discardOnPDCP is set:

3>
trigger the PDCP entity to perform SDU discard as specified in TS 38.323 [5];

2>
if the pdcp-Config is included:

3>
reconfigure the PDCP entity in accordance with the received pdcp-Config.

5.3.5.6.4
DRB release

Editor’s Note: FFS / TODO: Add handling for the new QoS concept (mapping of flows; configuration of QFI-to-DRB mapping; reflective QoS...) but keep also EPS-Bearer handling for the EN-DC case
The UE shall:

1>
for each drb-Identity value included in the drb-ToReleaseList that is part of the current UE configuration (DRB release), or

1>
for each drb-identity value that is to be released as the result of full configuration option according to 5.3.5.7:

2>
release the PDCP entity;

1> if a new bearer is not added either with NR or E-UTRA  with same eps-BearerIdentity:

2>
if the procedure was triggered due to reconfiguration with sync:

3>
indicate the release of the DRB and the eps-BearerIdentity of the released DRB to upper layers after successful reconfiguration with sync;

2>
else:

3>
indicate the release of the DRB and the eps-BearerIdentity of the released DRB to upper layers immediately.
NOTE:
The UE does not consider the message as erroneous if the drb-ToReleaseList includes any drb-Identity value that is not part of the current UE configuration.

NOTE:
Whether or not the RLC and MAC entities associated with this PDCP entity are reset or released is determined by the CellGroupConfig.

5.3.5.6.5
DRB addition/modification

The UE shall:
1>
for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):

2>
establish a PDCP entity and configure it in accordance with the received pdcp-Config;

2>
configure the PDCP entity with the security algorithms according to securityConfig and apply the keys (KUPenc) associated with the KeNB/S-KgNB as indicated in keyToUse;

2>
if the DRB was configured with the same eps-BearerIdentity either by NR or E-UTRA prior to receiving this reconfiguration:

3> associate the established DRB with the corresponding eps-BearerIdentity
2> else:

3>
indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;

1>
for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:

2>
if reestablishPDCP is set:

3>
configure the PDCP entity of this RadioBearerConfig to apply the ciphering algorithm and KUPenc key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;

3>
re-establish the PDCP entity of this DRB as specified in 38.323 [5], section 5.1.2;

2>
else, if recoverPDCP is set:

3>
trigger the PDCP entity of this DRB to perform data recovery as specified in 38.323;

2>
if the pdcp-Config is included:

3>
reconfigure the PDCP entity in accordance with the received pdcp-Config.
NOTE:
Removal and addition of the same drb-Identity in a single radioResourceConfig is not supported. In case drb-Identity is removed and added due to reconfiguration with sync or re-establishment with the full configuration option, the network can use the same value of drb-Identity.

NOTE:
When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in.  To re-associate a DRB with a different key (KeNB to S-KeNB or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.   

NOTE:
When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.

NOTE: 
In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.
5.3.5.8
Security key update

Upon reception of sk-Counter as specified in TS 36.331 [10] the UE shall:
1>
update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.501 [11];

1>
derive KRRCenc and KUPenc key as specified in TS 33.501 [11];

1>
derive the KRRCintand KUPint key as specified in TS 33.501 [11].
5.3.5.9
Reconfiguration failure

5.3.5.9.1
Integrity check failure

Editor’s Note: Removed "SIB3" from heading so that this sub-section can easily be expanded to stand-alone case (if considered necessary). FFS_Standalone

The UE shall:

1>
upon integrity check failure indication from NR lower layers for SRB3:

2>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SRB3 integrity check failure.
5.3.5.9.2
Inability to comply with RRCReconfiguration

The UE shall:

1>
if the UE is operating in EN-DC:
2>
if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over SRB3; 

3>
continue using the configuration used prior to the reception of RRCReconfiguration message;

3>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration error, upon which the connection reconfiguration procedure ends;

2>
else, if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over MCG SRB1; 

3> continue using the configuration used prior to the reception of RRCReconfiguration message;

3>
initiate the connection re-establishment procedure as specified in TS 36.331 [10, 5.3.7], upon which the connection reconfiguration procedure ends.
NOTE:
The UE may apply above failure handling also in case the RRCReconfiguration message causes a protocol error for which the generic error handling as defined in 10 specifies that the UE shall ignore the message.

NOTE:
If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/failure.

5.3.5.9.3
T304 expiry (Reconfiguration with sync Failure)

The UE shall:

1>
if T304 of a secondary cell group expires:

2>  release rach-ConfigDedicated; 

2>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration with sync failure.
5.3.5.9
Other configuration

Editor’s Note: Targeted for completion in June 2018.
5.3.5.10 EN-DC release
The UE shall:
1>
as a result of EN-DC release triggered by E-UTRA:

2> release SRB3 (configured according to radioBearerConfig), if present;

2>
release measConfig;

2> release the SCG configuration as specified in section 5.3.5.4.

5.3.6
Counter check

FFS

5.3.7
RRC connection re-establishment

Editor’s Note: FFS Whether C-RNTI is sufficient to be used in re-establishment request (as in LTE). Or whether I-RNTI can be used; In this case, current RRCReconfiguration and RRCResume would need to be enhanced with the I-RNTI.

Editor’s Note: FFS Whether re-establishment message names (as in LTE) can be confirmed or whether other names will be use. 

5.3.7.1
General
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Figure 5.3.7.1-1: RRC connection re-establishment, successful
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Figure 5.3.7.1-2: RRC re-establishment, fallback to RRC establishment, successful 

The purpose of this procedure is to re-establish the RRC connection. A UE in RRC_CONNECTED, for which security has been activated, may initiate the procedure in order to continue the RRC connection. The connection re-establishment succeeds  if the network is able to find and verify a valid UE context. If the UE context cannot be retrieved, the network may initiate the RRC connection establishment procedure according to section 5.3.3.3. If AS security has not been activated, the UE does not initiate the procedure but instead moves to RRC_IDLE directly.
Editor’s Note: FFS Whether a re-establishment reject procedure is needed. 
5.3.7.2
Initiation

The UE initiates the procedure when one of the following conditions is met:

1>
upon detecting radio link failure, in accordance with 5.3.10; or

1>
upon re-configuration with sync failure of the MCG, in accordance with 5.3.5.9.3; or
1>
upon mobility from NR failure, in accordance with 5.4.3.5; or
1>
upon integrity check failure indication from lower layers concerning SRB1 or SRB2; or

1>
upon an RRC connection reconfiguration failure, in accordance with 5.3.5.9.2; 
Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;
1> stop timer T304, if running;
1>
start timer T311;

1>
suspend all RBs, except SRB0;

1>
reset MAC;

1>
release the MCG SCell(s), if configured, in accordance with 5.3.5.5.8;
1>
apply the default physical channel configuration as specified in x.x.x;

1>
apply the default semi-persistent scheduling configuration as specified in x.x.x;

1>
apply the default MAC main configuration as specified in x.x.x;

1>
perform cell selection in accordance with the cell selection process as specified in TS 38.304 [21];
Editor’s Note: FFS How to handle L1/L2 default configurations for RRC re-establishment. 

5.3.7.3
Actions following cell selection while T311 is running

Upon selecting a suitable NR cell, the UE shall:

1>
stop timer T311;

1>
start timer T301;

1>
initiate transmission of the RRCReestablishmentRequest message in accordance with 5.3.7.4
NOTE:
This procedure applies also if the UE returns to the source PCell.
Editor’s Note: FFS how to treat inter-RAT cell selection
FFS Whether NR supports a timeAlignmentTimerCommon, whether is transmitted in SIB2 and UE behavior associated).
5.3.7.4
Actions related to transmission of RRCReestablishmentRequest message

The UE shall set the contents of RRCReestablishmentRequest message as follows:

1>
set the ue-Identity as follows:

2>
set the c-RNTI to the C-RNTI used in the source PCell (reconfiguration with sync or mobility from NR failure) or used in the PCell in which the trigger for the re-establishment occurred (other cases);

2>
set the physCellId to the physical cell identity of the source PCell (reconfiguration with sync or mobility from NR failure) or of the PCell in which the trigger for the re-establishment occurred (other cases);

2>
set the shortMAC-I to the X least significant bits of the MAC-I calculated:

3>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortMAC-Input;

3>
with the KRRCint key and integrity protection algorithm that was used in the source PCell (reconfiguration with sync or mobility from NR failure) or of the PCell in which the trigger for the re-establishment occurred (other cases); and

3>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
Editor’s Note: FFS Length X of the shortMAC-I. 1>
set the reestablishmentCause as follows:

2>
if the re-establishment procedure was initiated due radio link failure, in accordance with 5.3.10:
3>
set the reestablishmentCause to the value radioLinkFailure; 

2>
else if the re-establishment procedure was initiated due integrity check failure of SRB1 or SRB2:

3>
set the reestablishmentCause to the value integrityFailure; 

 2>
if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.9.2:

3>
set the reestablishmentCause to the value reconfigurationFailure;
2>
else if the re-establishment procedure was initiated due to reconfiguration with sync as specified in 5.3.5.9.3 (intra-NR handover failure) or 5.4.3.5 (inter-RAT mobility from NR failure):

3>
set the reestablishmentCause to the value handoverFailure;

2>
else:

3>
set the reestablishmentCause to the value otherFailure;
Editor’s Note: FFS other reestablishmentCause values e.g. integrityFailure.
1> restore the RRC configuration and security context from the stored UE AS context;
1>
restore the PDCP state and re-establish PDCP for SRB1;

1>
re-establish RLC for SRB1;

1>
resume SRB1;
The UE shall submit the RRCReestablishmentRequest message to lower layers for transmission.

5.3.7.5
Reception of the RRCReconnect by the UE

The UE shall:


1>
perform the RRC reconnection procedure as specified in 5.3.x.













5.3.7.6
T311 expiry

Upon T311 expiry, the UE shall:

1>
perform the actions upon going to RRC_IDLEas specified in 5.3.11, with release cause 'RRC connection failure';

5.3.7.7
T301 expiry or selected cell no longer suitable

The UE shall:

1>
if timer T301 expires; or

1>
if the selected cell becomes no longer suitable according to the cell selection criteria as specified in TS 38.304 [21]:

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure';
5.3.7.8
Reception of the RRCSetup by the UE

The UE shall:
1>
perform the RRC connection establishment procedure as specified in 5.3.3.4.
5.3.x
RRC reconnection
5.3.x.1
General
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Figure 5.3.x.1-1: Reconnection, successful


[image: image9.emf] 

RRCReconnect  

UE   Network  

Enter  RRC_IDLE  


Figure 5.3.x.1-2: Reconnection, failure

The purpose of this procedure is to reconnect the UE upon RRC connection reestablishment and resumption, comprising reconfiguration of PCell, SRB1 and AS security.

5.3.x.2
Initiation

The network initiates the reconnection procedure to a UE in RRC_CONNECTED (reestablishment) or RRC_INACTIVE (resumption). Moreover, the network applies the procedure as follows:

-


5.3.x.3
Reception of the RRCReconnect by the UE

The UE shall:

1>
stop timer T301, if running;

1>
stop timer T319, if running;

1>
if the UE is in RRC_INACTIVE (resumption):

2>
 discard the stored UE AS context and I-RNTI, except for the context related to SRB2 and DRBs;

2>
if stored, discard the cell reselection priority information provided by the cellReselectionPriorities or inherited from another RAT;

Editor’s Note: FFS Whether there is a need to define UE actions related to access control timers (equivalent to T302, T303, T305, T306, T308 in LTE). For example, informing upper layers if a given timer is not running.
2>
enter RRC_CONNECTED;

2>
indicate to upper layers that the suspended RRC connection has been resumed;

Editor’s Note: FFS NAS-AS interactions for RRC_INACTIVE.
2
stop the cell re-selection procedure;
1>
consider the current cell to be the PCell;

1> perform the cell group configuration procedure in accordance with the received masterCellGroup and as specified in 5.3.5.5;

1>
perform the radio bearer configuration procedure in accordance with the received radioBearerConfig and as specified in 5.3.5.6;

Editor’s Note: FFS Which parts of the mastercellGroup and radioBearerConfig IEs are applicable to the re-establishment case

1>
store the nextHopChainingCount value indicated in the RRCReconnect message;
1>
update the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];

1>
derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.501 [11];
1>
request lower layers to verify the integrity protection of the RRCReconnect message, using the previously configured algorithm and the KRRCint key;

1>
if the integrity protection check of the RRCReconnect message fails:

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'other', upon which the procedure ends;

1>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>
set the content of the RRCReconnectComplete as follows:

2>  if the upper layer provides a NAS PDU: include and set dedicatedInfoNAS to include the information received from upper layers; 

1>
submit the RRCReconnectComplete message to lower layers for transmission;
1>
the procedure ends;

5.3.8
RRC connection release

5.3.8.1
General
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Figure 5.3.8.1-1: RRC connection release, successful

The purpose of this procedure is:

-
 to release the RRC connection, which includes the release of the established radio bearers as well as all radio resources; or 

-
to suspend the RRC connection, which includes the suspension of the established radio bearers.

5.3.8.2
Initiation

The network initiates the RRC connection release procedure to transit a UE in RRC_CONNECTED to RRC_IDLE; or to transit a UE in RRC_CONNECTED to RRC_INACTIVE; or to transit a UE in RRC_INACTIVE  back to RRC_INACTIVE when the UE tries to resume; or to transit a UE in RRC_INACTIVE to RRC_IDLE when the UE tries to resume. The procedure can also be used to release and redirect a UE to another frequency.
5.3.8.3
Reception of the RRCRelease by the UE

The UE shall:
1>
delay the following actions defined in this sub-clause X ms from the moment the RRCRelease message was received or optionally when lower layers indicate that the receipt of the RRCRelease message has been successfully acknowledged, whichever is earlier;

Editor’s Note: How to set the value of X (whether it is configurable, or fixed to 60ms as in LTE, etc.).
1>
if the RRCRelease message includes the cellReselectionPriorities:

2>
store the cell reselection priority information provided by the cellReselectionPriorities;

2>
if the t320 is included:

3>
start timer T320, with the timer value set according to the value of t320;

1>
else:

2>
apply the cell reselection priority information broadcast in the system information;

Editor’s Note: FFS Whether RRCRelease supports a mechanim equivalent to loadBalancingTAURequired.

1>
if deprioritisationReq is included:

2>
start or restart timer T325 with the timer value set to the deprioritisationTimer signalled;

2>
store the deprioritisationReq until T325 expiry;
1> if the RRCRelease includes suspendConfig:
2> store the following information provided by the network: resumeIdentity, ran-PagingCycle and ran-NotificationAreaInfo;

2>
re-establish RLC entities for all SRBs and DRBs;

2>
reset MAC;

2>
if the RRCRelease message with suspendConfig was received in response to an RRCResumeRequest:
3> stop the timer T319 if running;
3> FFS Update of parameters upon direct transition from RRC_INACTIVE to RRC_INACTIVE (e.g. C-RNTI, cellIdentity, security context, etc.);

2>
else:

3> store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, SDAP configuration, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;

2>
suspend all SRB(s) and DRB(s), except SRB0;

2>
start timer T380, with the timer value set to periodic-RNAU-timer;

2>
indicate the suspension of the RRC connection to upper layers;

2>
configure lower layers to suspend integrity protection and ciphering;

2> enter RRC_INACTIVE and perform procedures as specified in TS 38.304 [21]
1>
else

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11;

Editor’s Note: FFS Whether there needs to be different release causes and actions associated. 

5.3.8.4
T320 expiry

The UE shall:

1>
if T320 expires:

2>
if stored, discard the cell reselection priority information provided by the cellReselectionPriorities or inherited from another RAT;

2>
apply the cell reselection priority information broadcast in the system information;

5.3.8.5
UE actions upon the expiry of DataInactivityTimer
Upon receiving the expiry of DataInactivityTimer from lower layers while in RRC_CONNECTED, the UE shall:

1>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure';

5.3.8.6
T380 expiry or UE entering a cell not belonging to the RNA

Editor’s Note: FFS Whether this section is should instead be captured as part of the resume initiation.
The UE shall:

1>
if T380 expires; or

1>
If UE entering a cell not belonging to the RNA:

2>
if upper layers request resumption of an RRC connection;

3>
initiate RRC connection resume procedure in 5.3.13 with cause value set to ‘mo-Signalling’;
2>
else:

3>
initiate RRC connection resume procedure in 5.3.13 with cause value set to ‘rna-Update’;
5.3.13
RRC connection resume

5.3.13.1
General
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Figure 5.3.13.1-1: RRC connection resume, successful
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Figure 5.3.13.1-2: RRC connection resume fallback to RRC connection establishment, successful
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Figure 5.3.13.1-3: RRC connection resume followed by network release, successful
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Figure 5.3.13.1-4: RRC connection resume followed by network suspend, successful
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Figure 5.3.13.1-5: RRC connection resume, network reject

The purpose of this procedure is to resume an RRC connection including resuming SRB(s) and DRB(s) or perform an RNA update. 

Editor’s Note: FFS Need for selectedPLMN-Identity in RRCResumeComplete. 

Editor’s Note: FFS Whether the NSSAI info needs to be included in MSG5 in the case of resume.
Editor’s Note: FFS Whether secondary group can be resumed. 
5.3.13.2
Initiation

The UE initiates the procedure when upper layers or AS requests resume of an RRC connection, when responding to NG-RAN paging or upon triggering RNA updates while the UE is in RRC_INACTIVE.

Upon initiation of the procedure, the UE shall:

Editor’s Note: FFS Whether SCG configuration should be released or whether that should be treated as any other configuration (i.e. with delta signalling). 

1>
apply L1/L2 default configurations; 
1>
apply the CCCH configuration as specified in 9.1.1.2;

Editor’s Note: FFS Whether NR supports a timeAlignmentTimerCommon, whether is transmitted in SIB2 and UE behavior associated). 

1>
start timer T319;

1>
stop timer T380;

1>
initiate transmission of the RRCResumeRequest message in accordance with 5.3.13.3;

Editor’s Note: FFS Requirements on up to date system information acquisiton before connection resumption. 

Editor’s Note: FFS Details regarding default L1/L2 configurations (e.g. CCCH, physical channel, MAC, scheduling, etc.) for Resume Request.

5.3.13.3
Actions related to transmission of RRCResumeRequest message

The UE shall set the contents of RRCResumeRequest message as follows:

1>
set the resumeIdentity to the stored I-RNTI value;

1>
set the resumeCause in accordance with the information received from upper layers or from AS layer;

Editor’s Note: FFS Whether more aspects related to resumeCause is needed to be captured (e.g. RNA update due to mobility, RNA periodic update, etc.). 

Editor’s Note: FFS Whether any update is needed based on outcme of the MSG.3 size discussion.. 

1>
restore the RRC configuration and security context from the stored UE AS context:


Editor’s Note: FFS How to handle the case of Reject



1>
set the resumeMAC-I to the X least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;

2>
with the KRRCint key and the integrity protection algorithm that were used in the last serving PCell;; and

2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

Editor’s Note: FFS Length X of the resumeMAC-I. 

Editor’s Note: FFS Additional input to VarResumeMAC-Input (replay attacks mitigation).1>
restore the PDCP state and re-establish PDCP entities for SRB1;

1>
resume SRB1;

1> submit the RRCResumeRequest message to lower layers for transmission;




The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation. If the conditions for cell re-selection are fulfilled, the UE shall perform cell re-selection as specified in 5.3.3.5.

5.3.13.4
Reception of the RRCReconnect by the UE

The UE shall:

1>
perform the RRC reconnection procedure as specified in 5.3.x.






























5.3.13.5
T319 expiry or Integrity check failure from lower layers while T319 is running

The UE shall:

1>
if timer T319 expires or upon receiving Integrity check failure indication from lower layers while T319 is running:

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11 with release cause RRC Resume failure;
5.3.13.6
Cell re-selection while T319 is running

Editor’s Note: FFS  Whether cell reselection actions need to be defined for other timers e.g. access control timers equivalent to T302, T303, T305, T306 and T308 in LTE).
The UE shall:

1>
if cell reselection occurs while T319 is running:

3>
stop timer T319;

3>
reset MAC, release the MAC configuration and re-establish RLC for all RBs that are established; 

3>
discard the temporary security context (previously restored resumeMAC-I);

3>
perform the RRC resume procedure as specified in 5.3.13;
5.3.13.7
Reception of the RRCSetup by the UE

The UE shall:

1>
perform the RRC connection setup procedure as specified in 5.3.3.4;

5.3.13.8
Reception of the RRCReject by the UE

The UE shall:

1>
stop timer T319;

1>
reset MAC and release the MAC configuration;

1>
start timer T302, with the timer value set to the waitTime;

1>
if RRCReject is sent in response to an RRCResumeResquest triggered by upper layers;

2>
inform upper layers about the failure to resume the RRC connection and access control related information, upon which the procedure ends;

Editor’s Note: FFS UE actions if RRCResumeRequest is not triggered by upper layers.

Editor’s Note: FFS Additional UE actions upon receiving RRCReject e.g. T380 handling, SRB1 suspension, etc.
Editor’s Note: FFS Which access control related information is informed to higher layers.

6.2
RRC messages

6.2.1
General message structure

–
NR-RRC-Definitions

This ASN.1 segment is the start of the NR RRC PDU definitions.

-- ASN1START

-- TAG-NR-RRC-DEFINITIONS-START

NR-RRC-Definitions DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

-- TAG-NR-RRC-DEFINITIONS-STOP

-- ASN1STOP

–
BCCH-BCH-Message

The BCCH-BCH-Message class is the set of RRC messages that may be sent from the network to the UE via BCH on the BCCH logical channel.

-- ASN1START

-- TAG-BCCH-BCH-MESSAGE-START

BCCH-BCH-Message ::= SEQUENCE {


message










BCCH-BCH-MessageType

}

BCCH-BCH-MessageType ::= CHOICE {


mib











MIB,


messageClassExtension
SEQUENCE {}

}

-- TAG-BCCH-BCH-MESSAGE-STOP

-- ASN1STOP

–
PCCH-Message

The PCCH-Message class is the set of RRC messages that may be sent from the Network to the UE on the PCCH logical channel.
-- ASN1START

-- TAG-PCCH-PCH-MESSAGE-START

PCCH-Message ::= SEQUENCE {


message




PCCH-MessageType

}

PCCH-MessageType ::= CHOICE {


c1





CHOICE {



paging








Paging


},


messageClassExtension
SEQUENCE {}

}
-- TAG-PCCH-PCH-MESSAGE-STOP

-- ASN1STOP

–
DL-CCCH-Message
The DL-CCCH-Message class is the set of RRC messages that may be sent from the Network to the UE on the downlink CCCH logical channel.

-- ASN1START

-- TAG-DL-CCCH-MESSAGE-START

DL-CCCH-Message ::= SEQUENCE {


message




DL-CCCH-MessageType

}

DL-CCCH-MessageType ::= CHOICE {


c1





CHOICE {



rrcReject







RRCReject,



rrcSetup







RRCSetup,



spare1 NULL

},


messageClassExtension
SEQUENCE {}

}

-- TAG-DL-CCCH-MESSAGE -STOP

-- ASN1STOP

–
DL-DCCH-Message
The DL-DCCH-Message class is the set of RRC messages that may be sent from the network to the UE on the downlink DCCH logical channel.

-- ASN1START

-- TAG-DL-DCCH-MESSAGE-START

DL-DCCH-Message ::= SEQUENCE {


message










DL-DCCH-MessageType

}

DL-DCCH-MessageType ::= CHOICE {


c1





CHOICE {



rrcReconfiguration






RRCReconfiguration,



rrcRelease








RRCRelease,


rrcReconnect






RRCReconnect,


securityModeCommand






SecurityModeCommand,

spare11 NULL, spare10 NULL,



spare9 NULL, spare8 NULL, spare7 NULL,



spare6 NULL, spare5 NULL, spare4 NULL,



spare3 NULL, spare2 NULL, spare1 NULL

},


messageClassExtension
SEQUENCE {}

}

-- TAG-DL-DCCH-MESSAGE-STOP

-- ASN1STOP

–
UL-CCCH-Message
The UL-CCCH-Message class is the set of RRC messages that may be sent from the UE to the Network on the uplink CCCH logical channel.

-- ASN1START

-- TAG-UL-CCCH-MESSAGE-START

UL-CCCH-Message ::= SEQUENCE {


message




UL-CCCH-MessageType

}

UL-CCCH-MessageType ::= CHOICE {


c1





CHOICE {



rrcSetupRequest





RRCSetupRequest,



rrcResumeRequest



RRCResumeRequest,



rrcReestablishmentRequest

RRCReestablishmentRequest,



spare13NULL,spare12 NULL,



spare11 NULL, spare10 NULL, spare9 NULL,



spare8 NULL, spare7 NULL, spare6 NULL,



spare5 NULL, spare4 NULL, spare3 NULL,



spare2 NULL, spare1 NULL

},


messageClassExtension
SEQUENCE {}

}

-- TAG-UL-CCCH-MESSAGE-STOP

-- ASN1STOP

–
UL-DCCH-Message
The UL-DCCH-Message class is the set of RRC messages that may be sent from the UE to the network on the uplink DCCH logical channel.

-- ASN1START

-- TAG-UL-DCCH-MESSAGE-START

UL-DCCH-Message ::= SEQUENCE {


message










UL-DCCH-MessageType

}

UL-DCCH-MessageType ::= CHOICE {


c1





CHOICE {



measurementReport






MeasurementReport,



rrcReconfigurationComplete




RRCReconfigurationComplete,


rrcSetupComplete






RRCSetupComplete,


rrcReconnectComplete



RRCReconnectComplete,



securityModeComplete





SecurityModeComplete,


securityModeFailure






SecurityModeFailure,
spare9 NULL,



spare8 NULL, spare7 NULL, spare6 NULL,



spare5 NULL, spare4 NULL, spare3 NULL,



spare2 NULL, spare1 NULL

},


messageClassExtension
SEQUENCE {}

}

-- TAG-UL-DCCH-MESSAGE-STOP

-- ASN1STOP

6.2.2
Message definitions

–
RRCReconnect
The RRCReconnect message is used to reconnect (upon reestablishment and resumption).

Signalling radio bearer: SRB1
RLC-SAP: AM
Logical channel: DCCH

Direction: Network to UE

RRCReconnect message
-- ASN1START

-- TAG-RRCRECONNECT-START

RRCReconnect ::=
SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcReconnect

RRCReconnect-IEs,




spare3 NULL, spare2 NULL, spare1
NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCReconnect-IEs ::= SEQUENCE {


nextHopChainingCount



NextHopChainingCount,


securityAlgorithmConfig



SecurityAlgorithmConfig













OPTIONAL, -- Need M

-- FFS Which parts of the mastercellGroup and radioBearerConfig IEs are applicable

masterCellGroup





OCTETSTRING (CONTAINING CellGroupConfig)







OPTIONAL, -- Need M


radioBearerConfig





RadioBearerConfig 













OPTIONAL, -- Need M


lateNonCriticalExtension


OCTET STRING





OPTIONAL,

nonCriticalExtension



SEQUENCE {}






OPTIONAL
}

-- TAG-RRCRECONNECT-STOP

-- ASN1STOP
–
RRCReconnectComplete
The RRCReconnectComplete message is used to confirm the successful completion of an RRC reconnection (upon re-establishment or resumption).

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to Network
RRCReconnectComplete message
-- ASN1START

-- TAG-RRCRECONNECTCOMPLETE-START

RRCReconnectComplete ::= SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



rrcReconnecthmentComplete












RRCReconnectComplete-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCReconnectComplete-IEs ::= SEQUENCE {


dedicatedInfoNAS




DedicatedInfoNAS





OPTIONAL,


lateNonCriticalExtension


OCTET STRING




OPTIONAL,


nonCriticalExtension



SEQUENCE {}





OPTIONAL
}

-- TAG-RRCRECONNECTCOMPLETE-STOP
-- ASN1STOP

	RRCReconnectComplete field descriptions


–


–
RRCReestablishmentRequest
The RRCReestablishmentRequest message is used to request the reestablishment of an RRC connection.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: UE to Network
RRCReestablishmentRequest message
-- ASN1START
-- TAG-RRCREESTABLISHMENTREQUEST-START
RRCReestablishmentRequest ::= SEQUENCE {


criticalExtensions




CHOICE {



rrcReestablishmentRequest












RRCReestablishmentRequest-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCReestablishmentRequest-IEs ::= SEQUENCE {


ue-Identity





ReestabUE-Identity,


reestablishmentCause



ReestablishmentCause,


spare







BIT STRING (SIZE (ffsValue))

}

ReestabUE-Identity ::=



SEQUENCE {


c-RNTI







RNTI-Value,


physCellId






PhysCellId,


shortMAC-I






ShortMAC-I

}

ReestablishmentCause ::=


ENUMERATED {











integrityFailure, radioLinkFailure,reconfigurationFailure, handoverFailure,











otherFailure, spare3, spare2, spare1}

-- TAG-RRCREESTABLISHMENTREQUEST-STOP
-- ASN1STOP

	RRCReestablishmentRequest field descriptions

	physCellId

The Physical Cell Identity of the PCell the UE was connected to prior to the failure.

	reestablishmentCause

Indicates the failure cause that triggered the re-establishment procedure. gNB is not expected to reject a RRCReestablishmentRequest due to unknown cause value being used by the UE.

	ue-Identity

UE identity included to retrieve UE context and to facilitate contention resolution by lower layers.


–
RRCReconfiguration
The RRCReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, radio resource configuration (including RBs, MAC main configuration and physical channel configuration) including and security configuration.

Signalling radio bearer: SRB1 or SRB3

RLC-SAP: AM

Logical channel: DCCH

Direction: Network to UE

RRCReconfiguration message

-- ASN1START

-- TAG-RRCRECONFIGURATION-START

RRCReconfiguration ::= 



SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



rrcReconfiguration




RRCReconfiguration-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCReconfiguration-IEs ::= 


SEQUENCE {


-- Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP. 

-- In EN-DC this field may only be present if the RRCReconfiguration


-- is transmitted over SRB3. 


radioBearerConfig





RadioBearerConfig 













OPTIONAL, -- Need M


-- Configuration of secondary cell group (EN-DC):


secondaryCellGroup





OCTETSTRING (CONTAINING CellGroupConfig)







OPTIONAL, -- Need M


measConfig







MeasConfig















OPTIONAL, -- Need M


lateNonCriticalExtension



OCTETSTRING














OPTIONAL,


nonCriticalExtension




SEQUENCE{}















OPTIONAL
}

-- TAG-RRCRECONFIGURATION-STOP

-- ASN1STOP

–
RRCReconfigurationComplete
The RRCReconfigurationComplete message is used to confirm the successful completion of an RRC connection reconfiguration.

Signalling radio bearer: SRB1 or SRB3

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to Network
RRCReconfigurationComplete message

-- ASN1START

-- TAG-RRCRECONFIGURATIONCOMPLETE-START

RRCReconfigurationComplete ::= 


SEQUENCE {


rrc-TransactionIdentifier



RRC-TransactionIdentifier,


criticalExtensions





CHOICE {



rrcReconfigurationComplete



RRCReconfigurationComplete-IEs,



criticalExtensionsFuture



SEQUENCE {}


}

}

RRCReconfigurationComplete-IEs ::= SEQUENCE {


lateNonCriticalExtension



OCTETSTRING














OPTIONAL,


nonCriticalExtension




SEQUENCE{}















OPTIONAL
}

-- TAG-RRCRECONFIGURATIONCOMPLETE-STOP

-- ASN1STOP

–
RRCReject
The RRCReject message is used to reject an RRC connection establishment or an RRC connection resumption.
Signalling radio bearer: SRB0
RLC-SAP: TM

Logical channel: CCCH

Direction: Network to UE

RRCReject message
-- ASN1START

-- TAG-RRCREJECT-START

RRCReject ::=



SEQUENCE {


criticalExtensions




CHOICE {



c1








CHOICE {




rrcReject



RRCReject-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}
RRCReject-IEs ::=

SEQUENCE {

-- FFS Confirm value range as defined in LTE (16 seconds, at least for the agreed SRB0 case).

waitTime






RejectWaitTime,

lateNonCriticalExtension



OCTETSTRING














OPTIONAL,


nonCriticalExtension




SEQUENCE{}















OPTIONAL
}

RejectWaitTime ::=





INTEGER (1..16)
-- TAG-RRCREJECT-STOP

-- ASN1STOP

	RRCReject field descriptions

	waitTime

Wait time value in seconds.


–
RRCRelease
The RRCRelease message is used to command the release of an RRC connection or the suspension of the RRC connection.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: Network to UE

RRCRelease message
-- ASN1START

-- TAG-RRCRELEASE-START

RRCRelease ::=


SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE {




rrcRelease




RRCRelease-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCRelease-IEs ::=

SEQUENCE {


redirectedCarrierInfo



RedirectedCarrierInfo



OPTIONAL,
-- Need N

cellReselectionPriorities


CellReselectionPriorities






OPTIONAL,
-- Need M


suspendConfig





SuspendConfig





OPTIONAL,
-- Need N


deprioritisationReq



SEQUENCE {



deprioritisationType



ENUMERATED {frequency, nr},



deprioritisationTimer



ENUMERATED {min5, min10, min15, min30}

}


lateNonCriticalExtension



OCTETSTRING














OPTIONAL,


nonCriticalExtension




SEQUENCE{}















OPTIONAL
}

RedirectedCarrierInfo ::=


CHOICE {


nr








ARFCN-ValueNR,


eutra







ARFCN-ValueEUTRA,


...

}

SuspendConfig ::= SEQUENCE {


resumeIdentity





I-RNTI-Value,

pagingCycle





PagingCycle,


ran-NotificationAreaInfo


RAN-NotificationAreaInfo,


periodic-RNAU-timer



ENUMERATED {ffsValue}

}
CellReselectionPriorities ::=

SEQUENCE {


freqPriorityListEUTRA



FreqPriorityListEUTRA


OPTIONAL,

-- Need M

freqPriorityListNR




FreqPriorityListNR



OPTIONAL, 

-- Need M




t320







ENUMERATED {












min5, min10, min20, min30, min60, min120, min180,












spare1}





OPTIONAL,

-- Need R

...

}
-- FFS Maximum number of frequency in priority list 
FreqPriorityListEUTRA ::=


SEQUENCE (SIZE (1..ffsValue)) OF FreqPriorityEUTRA

FreqPriorityListNR ::=



SEQUENCE (SIZE (1..ffsValue)) OF FreqPriorityNR
FreqPriorityEUTRA ::=



SEQUENCE {


carrierFreq






ARFCN-ValueEUTRA,


cellReselectionPriority



CellReselectionPriority

}

FreqPriorityNR ::=



SEQUENCE {


carrierFreq






ARFCN-ValueNR,


cellReselectionPriority



CellReselectionPriority

}
RAN-NotificationAreaInfo

::=  CHOICE {


cellList



PLMN-RAN-AreaCellList,



ran-AreaConfigList

PLMN-RAN-AreaConfigListRAN
}

PLMN-RAN-AreaCellList
::=


SEQUENCE (SIZE (1.. maxPLMNIdentities)) OF PLMN-RAN-AreaCell
-- Sum of cells from all PLMNs does not exceed 32

PLMN-RAN-AreaCell
::=
SEQUENCE {     


plmn-Identity



PLMN-Identity

 


ran-AreaCells



SEQUENCE (SIZE (1..32)) OF
CellIdentity



}
PLMN-RAN-AreaConfigList
::=


SEQUENCE (SIZE (1..maxPLMNIdentities)) OF PLMN-RAN-AreaConfig

PLMN-RAN-AreaConfig
::=
SEQUENCE {     


plmn-Identity



PLMN-Identity,

 


ran-Area




SEQUENCE (SIZE (1..16)) OF
RAN-AreaConfig



}
RAN-AreaConfig
::=
SEQUENCE {


trackingAreaCode


TrackingAreaCode,


--Sum of RAN-AreaCodes all PLMNs does not exceed 32

ran-AreaCodeList


SEQUENCE (SIZE (1..32)) OF
RAN-AreaCode

OPTIONAL

}
RAN-AreaCode::=





BIT STRING (SIZE (6))

TrackingAreaCode ::= INTEGER 

-- TAG-RRCRELEASE-STOP

-- ASN1STOP

Editor’s Note: FFS Signalling optimizations and/or default configuration for RNA Area and/or corrections (TAI vs. TAC). 
Editor’s Note: FFS TAC value. 
Editor’s Note: FFS Whether RejectWaitTimer is needed in RRCRelease message. 
Editor’s Note: FFS Whether PLMN-Identity can be optional in RNA configuration. 
	RRCReleaseReject field descriptions

	deprioritisationReq
Indicates whether the current frequency or RAT is to be de-prioritised. The UE shall be able to store a depriotisation request for up to X frequencies (applicable when receiving another frequency specific deprioritisation request before T325 expiry).

	deprioritisationTimer
Indicates the period for which either the current carrier frequency or NR is deprioritised. Value minN corresponds to N minutes.


Editor’s Note: FFS Confirm the number X of deprioritisation frequencies the UE shall be able to store. 



































–
RRCResumeRequest
The RRCResumeRequest message is used to request the resumption of a suspended RRC connection or perform an RNA update.
Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: UE to Network
RRCResumeRequest message
-- ASN1START

-- TAG-RRCRESUMEREQUEST-START

RRCResumeRequest ::=
SEQUENCE {


criticalExtensions





CHOICE {



rrcResumeRequest


RRCResumeRequest-IEs,




criticalExtensionsFuture



SEQUENCE {}


}

}

RRCResumeRequest-IEs ::=

SEQUENCE {


resumeIdentity







I-RNTI-Value,

resumeMAC-I








BIT STRING (SIZE (ffsValue)),


resumeCause








ResumeCause,


spare









BIT STRING (SIZE (ffsValue))

}

-- FFS Which additional resume causes are supported: delayTolerantAccess, RNA Update, periodic RNA Update, MO video, MO SMS, etc.

ResumeCause ::=



ENUMERATED {











emergency, highPriorityAccess, mt-Access, mo-Signalling,











mo-Data, mo-VoiceCall, rna-Update, spare1, spare2, spare3, spare4, 











spare5, spare6, spare7, spare8, spare9 }
-- TAG-RRCRESUMEREQUEST-STOP

-- ASN1STOP

	RRCResumeRequest field descriptions

	resumeCause

Provides the resume cause for the RRC connection resume request as provided by the upper layers. 

	resumeIdentity

UE identity to facilitate UE context retrieval at gNB.

	resumeMAC-I

Authentication token to facilitate UE authentication at gNB.



























–
SecurityModeCommand
The SecurityModeCommand message is used to command the activation of AS security.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: Network to UE

SecurityModeCommand message
-- ASN1START

-- TAG-SECURITYMODECOMMAND-START

SecurityModeCommand ::=



SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




securityModeCommand



SecurityModeCommand-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

SecurityModeCommand-IEs ::=

SEQUENCE {


securityConfigSMC




SecurityConfigSMC,

lateNonCriticalExtension



OCTETSTRING














OPTIONAL,


nonCriticalExtension




SEQUENCE{}















OPTIONAL
}

SecurityConfigSMC ::=




SEQUENCE {


securityAlgorithmConfig




SecurityAlgorithmConfig,


...

}

-- TAG-SECURITYMODECOMMAND-STOP

-- ASN1STOP

–
SecurityModeComplete
The SecurityModeComplete message is used to confirm the successful completion of a security mode command.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to Network
SecurityModeComplete message
-- ASN1START

-- TAG-SECURITYMODECOMPLETE-START

SecurityModeComplete ::=


SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



securityModeComplete




SecurityModeComplete-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

SecurityModeComplete-IEs ::=

SEQUENCE {


lateNonCriticalExtension



OCTETSTRING














OPTIONAL,


nonCriticalExtension




SEQUENCE{}















OPTIONAL
}

-- TAG-SECURITYMODECOMPLETE-STOP

-- ASN1STOP

–
SecurityModeFailure
The SecurityModeFailure message is used to indicate an unsuccessful completion of a security mode command.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to Network
SecurityModeFailure message
-- ASN1START

-- TAG-SECURITYMODEFAILURE-START

SecurityModeFailure ::=



SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



securityModeFailure



SecurityModeFailure-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

SecurityModeFailure-IEs ::= SEQUENCE {


lateNonCriticalExtension



OCTETSTRING














OPTIONAL,


nonCriticalExtension




SEQUENCE{}















OPTIONAL
}

-- TAG-SECURITYMODEFAILURE-STOP

-- ASN1STOP
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