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1 Introduction

This paper aims to identify the changes needed to TS 38.331 to support a baseline handover. In order to do so, the main remaining issues are discussed. The paper not only covers the actual reconfiguration procedure (with sync and key refresh), but also RRM measurements and inter-node signalling aspects.
Agreements from R2#101 Athens

Agreements

1:
AS configuration includes the QoS flow to DRB mapping configured to the UE via reflective QoS to support lossless handover (mapping configured by RRC signalling already agreed to be provided in AS config).

FFS: Whether the beam measurement information is provided in the HandoverPreparationInformation following the same principles as beam measurement information in the SCG change case.

FFS: Whether AS configuration needs to includes the minimum system information from source 

2
The target gNB optionally includes the common RACH configuration in the ReconfigWithSync, if not included, the UE continues to use the common RACH configuration of the source cell.

Agreements

1: The beam measurement information is provided in the HandoverPreparationInformation following the same principles as beam measurement information in the SCG change case.

FFS The number of cells for which this information is provided.

2: AS configuration can include the minimum system information from source.

Agreements from R2#101 bis Sanya

Agreements

1: For HO preparation, the source gNB selects the one candidate PCell for HO and the target gNB accept or rejects the HO preparation (as in LTE). The source gNB can provide additional preparation information including security imformation to be possibly used in the event of re-establishment (as in LTE). (This doesn’t change the previous agreements on provision of measurement information)
The following table provide an overview of what we understand to be the main remaining issues:
	Issue
	Options
	Proposal

	Reconfiguration procedure

	Transfer SI upon change of PCell


	Signal all required SI by dedicated signalling or broadcast SI in active BWP

Whether or not to transfer entire SIBs
	Signal all required SI by dedicated signalling and by entire SIBs, delta compared to source PCell
See [2]

	Parameters for key refresh upon change of PCell
	Parameters assumed to be same as in LTE, in which case placement is main remaining issue
	Add a field to securityConfig in RadioBearerConfig that concerns a choice between:

a)
master: keyChangeIndicator and nextHopChainingCount
b)
secondary: sk-Counter

	Inter-node aspects

	What cell related information is to be transferred during handover preparation for target cells
	RAN2 agreed that source selects the candidate PCell but that additional information, including security info, can be provided. Exact details are not entirely entirely clear
	

	Move of additional reestablishment info to Xn (from RRC inter-node message)
	Concerns information related to preparation of multiple cells and hence related to previous issue
	

	Signalling of current QoS flow mapping
	Whether to use consolidated field covering both configured and reflective QoS

How to deal with reflective commands in buffers at HO time
	


It is noted that the above overview is based on the following assumptions:

· 
Current RRM operations as in TS 38.331 are sufficient to support a baseline handover procedure i.e. as TS 38.331 already includes the same A-type events as LTE we see no need for changes
· 
No HO specific changes are foreseen concerning the configuration of BWPs upon HO (i.e. signalling and procedurs required for EN-DC cover handover) possibly except for minor details e.g. use of delta signalling
· 
No HO specific changes are foreseen concerning cell group configuration and L2 operations (i.e. existing signalling and procedurs sufficiently cover handover)
A revision of the paper including a TP summarising the corresponding changes to TS 38.331 is planned to be provided (noting that most changes are straightforward while for some changes a TP is provided).

2 Discussion

2.1 General/ terminology
We think that the term handover is used in various ways leading to confusion. One source of the confusion is that these terms are used to indicate a type of reconfiguration procedure (e.g. reconfiguration with sync) as well as a given scenario (that may or may not require a particular type of reconfiguration procedure).
Use of different terms for a particular procedure/ scenario depending on whether it concerns MCG/ PCell or SCG/ PSCell has caused further confusion. We have agreed to not use the term SCG change anymore, and to avoid confusion with legacy it is probably sensible to also ban the use of the term handover. Regardless of which term is used, it seems desirable to align terminology for MCG and SCG.

We think it would be good for RAN2 to agree some short procedure acronyms, at least for use in speak. Also, we think it would be good to define some recommended terms for scenario’s. The following table provides our suggestions, as used in the remainder of this document.

	Procedure, full name
	Scenario
	Procedure, acronym
	Remark

	Reconfiguration with sync and key refresh
	Change of PCell, change of MN
	Refresh, restart or handover
	If master prefix is used, operation applies to both MCG and SCG. Secondary prefix is used in case operation only applies to SCG (i.e. secondary refresh). 

	Reconfiguration with sync but without key refresh
	SI update for PCell
	Resync
	As for this procedure type there are no dependencies, MCG/ SCG prefix is assumed to be used always


Tab. 2: Recommended terms
Altogether we propose:

Proposal 1
RAN2 is requested to discuss and conclude the procedure terminology in particular whether to abandon the term handover in NR RRC.

2.2 Parameters for key refresh
Upon refresh, the UE refreshes the security key based on some parameters signalled to the UE specifically for this purpose. In this section we discuss the signalling to be introduced in NR for security refresh upon change of PCell.

· We assume the same options should be supported as in LTE i.e. that network can signal for:

· Master refresh (MCG and SCG): keyChangeIndicator (requesting UE to derive KgNB from outstanding KASME) and nextHopChainingCount (requesting UE to derive KgNB from NH based on currently used KASME or from from current KgNB) 

· Secondary refresh: If DC is configured, upon HO both MCG and SCG security needs to be refreshed also. I.e. UE also needs to be provided with an sk-Counter (in LTE this counter is signalled by MN to UE, while S-KgNb is provided to SN by X2)

· Some discussion seems useful regarding how to signal this information. When deciding, it seems good to take into account NR DC also i.e. to place security refresh parameters for both cell groups consistently.

· Main options to consider seem to be a) a top level field within RRCReconfiguration or b) a field within RadioBearerConfig
· Let’s assume we end up with an following NR DC solution comprising two harmonised radioBearerConfig with key indicator referring to MCG and SCG (regardless of how they are signalled e.g. use of containers)

· It seems appropriate to provide the security refresh parameters within radioBearerConfig. In case only security is refreshed (i.e. no changes to DRB or SRB configuration), the field would only include the following subfields of securityConfig: keyToUse and the corresponding security refresh parameters (i.e. corresponding to MCG and SCG in the previous)
(This avoids a separate top level field, while facilitating SN terminated bearers with MCG RLC bearers)
Altogether we thus propose (as also illustrated by the ASN.1 below)
Proposal 2
Extend securityConfig within RadioBearerConfig by adding a field for the security refresh related parameters. The field concerns a choice between:

a) master: in which case keyChangeIndicator and nextHopChainingCount can be signalled
b) secondary: in which case an SCG counter can be signalled e.g. sk-Counter

[image: image1]
2.3 PCell/ PSCell decision, node roles and information exchange

During the R2#101 bis meeting there was further discussion about which node, in case of node change, decides the PCell/ PSCell resulting in the agreement that source decides the PCell but that additional information, including security info to facilitate re-establishment, can be provided as in LTE. We think that some further discussion is required to clarify what information is to be exchanged precisely during HO preparation covering measurement and both security related information.
Candidate cell information

In LTE the candidate cell information was introduced mainly to serve immediate configuration of SCells upon HO. The candidate cell information provided by the source during HO preparation is typically based on the MR triggering the HO. In such a MR, the UE includes:

a) Concerned freq: for the frequency indicated by the associated MO, the network can indicate the number of cells the UE should report

b) Other (serving freqs): for each serving frequency not only results of the serving cell but also, if configured, of the (one) best neighbouring cell. The same additional measurement reporting functionality is supported in NR reporting.
We think that the current NR RRC specification already enables the source to provide the above candidate cell information. Currently no field description is available and we think it seems good to introduce a quite general field description, as shown below.
	candidateCellInfoList

A list of the best cells on each frequency for which measurement information was available.


Multi-cell preparation
We understand that in LTE the source eNB provides security information for the target PCell, but can also for provide information for additional cells to support re-establishment (i.e. multi-cell preparation). We think that this information makes it possible for the target eNB to overrule target PCell selected by source eNB. This is merely a network implementation option not specifically highlighted in standards. We understand that, when overruling, the target eNB can however only pick a cell that is to be prepared for re-establishment (as for such cells it has the required security information)
We think the information transferred between source and target node during HO preparation should facilitate the same functionality as is possible in LTE. We think that the current NR RRC specification already enables transfer of the same security information as in LTE. One think that may be considered is to decouple provision of the security information for target PCell selection and for re-establishment preparation (i.e. to enable provision of security information for a candidate PCell without having to prepare the cell for re-establishment). This can be done by making it optional to include the additional fields only relevant for HO preparation.
Altogether we thus propose
Proposal 3
Introduce a general field description for the candidate cell information transferred during HO preparation (as in LTE)
Proposal 4
Consider to decouple transfer of security information required for a candidate PCell from the security information required for re-establishment preparation (by making it optional to provide the re-establishment preparation specific fields (i.e. shortMAC-I)
2.4 Moving security parameters to Xn

In TS 38.331 there is an FFS whether re-establishment info in HandoverPreparationInfo should be removed and instead be covered by Xn signalling. We think it is confusing if part of these security parameters are covered in X2 (e.g. key for target cell) while others are in RRC. Hence we propose:
Proposal 5
Move the re-establishment information to Xn and send an LS to inform RAN3 about the RAN2 preference.

2.5 Other inter-node signalling aspects
Current TS 38.331 already includes the same HandoverCommand and HandoverPreparationInformation inter node messages, similar as defined in LTE. We think it would be good to introduce some changes, as reflected by the following proposal:

Proposal 6
Modify HandoverPreparationInfo as follows:

· 
Remove configRestrictInfo (or create FFS type): The field is required in case of NX DC cases but is better introduced when it is clear what information is to be transferred (depends on roles of MN and SN, which may differ from EN DC)

2.6 Summary of specification changes

In this paper we showed that although introduction of a basic handover is largely covered by existing signalling, some changes are required:

1) Extend field securityConfig within RadioBearerConfig by adding a field for the security refresh related parameters. The field concerns a choice between:
a)
MCG: in which case keyChangeIndicator and nextHopChainingCount can be signalled

b)
SCG: in which case an SCG counter can be signalled e.g. sk-Counter
2) Remove the reestablishmentInfo from HandoverPreparationInfo and remove configRestrictInfo or add an FFS regarding its contents
3 Conclusion & recommendation
This paper discusses the conditional HO procedure. In particular, the document includes the following proposal that RAN2 is requested to discuss and conclude.

Proposal 1
RAN2 is requested to discuss and conclude the procedure terminology in particular whether to abandon the term handover in NR RRC.

Proposal 2
Extend securityConfig within RadioBearerConfig by adding a field for the security refresh related parameters. The field concerns a choice between:

a) master: in which case keyChangeIndicator and nextHopChainingCount can be signalled
b) secondary: in which case an SCG counter can be signalled e.g. sk-Counter
Proposal 3
Introduce a general field description for the candidate cell information transferred during HO preparation (as in LTE)
Proposal 4
Consider to decouple transfer of security information required for a candidate PCell from the security information required for re-establishment preparation (by making it optional to provide the re-establishment preparation specific fields (i.e. shortMAC-I)
Proposal 5
Move the re-establishment information to Xn and send an LS to inform RAN3 about the RAN2 preference.

Proposal 6
Modify HandoverPreparationInfo as follows:

· 
Remove configRestrictInfo (or create FFS type): The field is required in case of NX DC cases but is better introduced when it is clear what information is to be transferred (depends on roles of MN and SN, which may differ from EN DC)
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5 Background (Annex)
System information transfer
In case of EN-DC, all the SI required by the UE to operate a cell as SCG cell is provided by dedicated signalling, except for the SFN which the UE obains by acquiring the MIB broadcast by the SCG cell. Another question is how the UE obtains the required SI upon change of the PCell i.e. handover. This aspect is discussed in further detail in [x]. In summary, we propose that upon HO (also considering provision of SI when BWP are used):

· The network provides all SI the UE requires by means of dedicated signalling i.e. not like in LTE where only the most critical parameters are provided dedicatedly while the UE subsequently acquires all parameters from broadcast (a.o. to avoid BWP switching or SI duplication across BWPs)

· Different from EN-DC, the network provides entire SIBs to the UE i.e. not just a specific subset of parameters from the SIBs the UE (urgently) requires in connected

· Align signalling of SI upon change of PCell and upon change of SCell and modify ASN.1 such that ASN.1 does not enforce use of synchronous reconfiguration procedure to update SI
The corresponding proposals regarding SI provision upon HO are covered by a separate paper [2].

NR specifics related BWP (for MCG/ target PCell)
Upon handover, the UE needs to be configured with the BWP to be used in the candidate PCell. We assume the configuration of the BWPs of a target PCell is alike the configuration of the BWPs of a target PSCell in EN-DC. The further details of this particular aspect are discussed in [x], but in summary, we assume/ propose that upon HO:

· The dedicated signalling provided for the target PCell upon HO (alike upon configuration of any new serving cell) can include the following BWP configuration:

· Can includes upto 4 dedicated BWP
· Can include the initial BWP i.e. both a common configuration part as provided by SI and a dedicated configuration parts
· Includes an indication which of the dedicated BWPs the UE shall consider to be active following HO i.e. first active BWP
· If the active BWP does not include RA, the UE autonomously switches to the initial BWP to perform RA (and stays there until the network commands the UE to switch to another BWP)
· If upon transition to active the common part of the initial BWP is absent in the dedicated BWP signalling, the UE continues using the information acquired from SI. If upon change to another SPCell the common part of the initial BWP is absent in the dedicated BWP signalling, the UE continues using the configuration used in the source cell

Further discussion and more specific proposals regarding the selection and configuration of BWPs upon HO are covered by a separate paper [3].

Assumption
No HO specific changes are foreseen concerning the configuration of BWPs upon HO (i.e. signalling and procedurs required for EN-DC cover handover) possibly except for minor details e.g. use of delta signalling 
MCG configuration and layer 2 operations (flush)

We assume the cell (group) related reconfigurations upon change of PCell/ MCG (i.e. as performed upon HO) are very much the same as the change of PSCell/ SCG as already supported for EN-DC.We note that change of SPCell is supported by release and addition alike for any SCG cell replacement. For the other parts of the cell group configuration (RLC bearer configurations as well as the MAC and physical cell group configurations), delta signalling is however supported.

Note
During the RAN2 NR AH 1801 a proposal to introduce support delta signalling upon change of cell group type (i.e SCG becoming MCG or vice versa) was discussed. We cover this issue in a separate paper on the high level structure of the reconfiguration message, see [4].

The current NR specifications include several indications to trigger UP actions facilitating a wide range of different EN-DC scenario’s e.g. change of PDCP type, change of PDCP termination/ security key used for a DRB, change of DRB type/ RLC bearers configuration, change of duplication and/ or UL split configuration. We think these indications (PDCP re-establish, PDCP recovery, RLC re-establish, MAC reset) are sufficient to cover all UP actions that may be required upon handover i.e. no further means need to be introduced.

Assumption
No HO specific changes are foreseen concerning cell group configuration and L2 operations (i.e. existing signalling and procedurs sufficiently cover handover)
SecurityConfig ::=				SEQUENCE {	


	securityAlgorithmConfig			SecurityAlgorithmConfig		OPTIONAL,	-- Cond RBTermChange


	keyToUse						ENUMERATED{keNB, s-KgNB}	OPTIONAL,	-- Cond RBTermChange


	...,


	refreshInput					SecurityRefreshInput		OPTIONAL	-- Need N


}





SecurityRefreshInput ::=		CHOICE {	


	master							SEQUENCE {


		keyChangeIndicator				BOOLEAN,


		nextHopChainingCount			NextHopChainingCount


	},


	secondary						SEQUENCE {


		sk-Counter-r15					INTEGER (0.. 65535)


	}


}
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