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Discussion and Decision
1      Introduction
With the completion of the EN-DC Dec 17 milestone, it has become clear that the UE capability content size the NR UE can report is much larger than that of LTE capability size. RAN2 has already agreed to reduce the UE capability reporting size for NR and several companies have proposed solutions in addressing this. Several of these proposals attempt to solve the issue by making necessary changes to the UE and gNB and in some cases to the interface with the core network. It was also agreed in RANP to have an LS [5] sent to SA in relation to the interfaces changes to the core network. We also have an LS from SA2 (SA2-184253) on this topic that needs RAN2 input.

We feel that these solutions can be extended further by specifying the procedures where the operators and the UE manufacturers can contribute to the capability aspects of the UE at the UE developmental stages itself and provide the capabilities ‘offline’ to the networks, thereby reducing the need for the UE to use the air-interface to transfer its capability. 
In this contribution, we try to answer the SA2 LS and propose a holistic approach to solving this issue.

2       Current proposals on addressing the capability size
In [1], [2], [3] companies propose replacing the UE capability by an ID (which may be generated by the gNB, or based on IMEISV) which is used by the UE in place of (or in addition) to UE capability. Since the capability is transferred before the gNB knows about the UE type, the gNB can only use the basic minimum air-interface configuration for this purpose and this transfer should be handled from cell-edge locations as well. In this sense any reduction in the amount of capability information bits helps. If the gNB can get the capability from the Core Network, corresponding to the ID provided by the UE, then the capability reporting of the UE using the air-interface could be skipped, contributing to the solution. However, in the initial stages where the core NW does not have the capabilities corresponding the ID the UE has provided, the UE would be required to report the full capability using the air interface. 

Observation 1: The transmission of large UE capability sizes over the air from the UE, needs to be avoided where possible and various proposals by companies try to solve this aspect in RAN2.

Observation 2: Some companies are in favor of the UE reporting an ID that is used by the network to retrieve the UE’s capabilities, thereby skipping the transmission of large sizes.

In [4] one company proposes to use the model ID from the TAC part of the IMEISV, and this ID reflect the capabilities of all the UEs that are manufactured and assigned with this TAC. This can reduce the core network storage requirements, as the core network only stores the capabilities for the corresponding TAC, instead of doing so for every UE. However, if the core network does not have the capabilities corresponding to the model ID based on the TAC, then the UE has to resort to transmitting the capabilities using the air interface and these capabilities are then updated in the core network using the model ID provided by the UE. While we fully agree that this solution provides even more savings, there can be some drawbacks that need to be addressed.
Since the ID now represents a group of UEs, and if the NW has the capability for the ID, then all the UEs with this ID are implicitly assumed to have the same capabilities, if the capabilities are incorrect (or modified), then it can create a misconfiguration between what the network and UE assume the UE capabilities are.

The authentication and security in NR is based on the USIM and not the IMEI. A UE implementation (potentially without a legal IMEI) can insert a valid and authenticated USIM, register legally with the network and can provide a different set of capabilities to the NW using the ID and if the NW stores the provided capabilities using this ID, this can ‘overwrite’ the capabilities of all the UEs which use this ID. This security issue needs to be addressed.

Observation 3: If the NW is allowed to store the UE provided capabilities tagged by the UE provided model ID, in cases where the NW did not have the capabilities for this ID earlier, security issues can arise where a rogue can overwrite the capability of multiple UEs intentionally.

3      Provision of the UE capabilities associated to the Capability ID
Contribution [4] also states that “In typical LTE networks only about 15 to 20 different UE models account for 50% of the UE population“, and we agree with this inference. This also implies that if the UE manufactures and/or the operators provide the capabilities of the UE upfront to the core network for the models that are intended to be released for commercial use, and assign a unique ID to this capability set, then the UE can just provide this ID and expect the core network to retrieve the capabilities corresponding to this ID. This would also be a very effective solution considering that the updates needed by the UE manufacturer or the operator is relatively infrequent. And if the ID is model based, then a groups of UEs which share the same model can use the capability and this would reflect the actual operator or the UE manufacturer intended capability. 

Observation 4: If the capabilities are provided by the manufacturer or the operator to the core network offline, then there is no need for the network to update of the capabilities for an ID using the UE provided capabilities. This can prevent the security issues.

In case the NW is not able to retrieve the capabilities corresponding to the UE provided ID, the UE can fallback to providing its capability the legacy way, and in such cases we propose that the NW does not associate these capabilities to any particular ID, thereby avoiding the security threat.

Based on the all of the above we propose the following:
Proposal 1: For NR SA, RAN2 to agree to use a new ID: ‘Capability ID’ which represents a group of UEs sharing the same device type from the same manufacturer and using the same SW version.  The UE provides this new ID to the gNB and the gNB uses this ID to retrieve the UE capabilities from the core network.

Proposal 2: The capabilities of the UE based on the capability ID, are intended to be provided offline by the UE manufacturer or the operator directly to the core network at the UE production time, without involvement of the UE. Send LS to SA2 on the implementation of such requirement.
Proposal 3: In case the network cannot retrieve the capabilities of the UE based on the ID provided, NW can request the UE to provide the same using legacy means. The NW does not associate the UE provided capabilities to the capability ID.

4      New capability ID based capability transfer

We also have to design several aspects related to this: ‘how’ the capability ID is defined, ‘how’ are the capabilities changed once the UE is out of production (over the air updates), , ‘how’ it is transferred by the UE to the gNB, ‘what’ capability the new ID represents etc.
Topic 1: What are the capabilities the new capability ID represents?

It can be the entire capability the UE supports in all the RATs or it can be the capability the UE reports for all the RATs when operating in NR SA. Since the new ID replaces the capability the UE would have reported to the NR gNB, and since it’s the NR Core Network that retrieves and uses this capability set, we feel that it would be a good starting point to agree that the new ID represents the capability the UE supports when in NR SA, including the inter-RAT capabilities while in NR SA.

Proposal 4: RAN2 agree that the new ID represent all the capabilities of NR SA the UE supports including the inter-RAT capabilities, when operating in NR SA.
Topic 2: When does the UE send the capability ID to the gNB? 
This can be sent at connection establishment time, or after security context is established.

If we follow the current Non-Access Stratum temporary ID usage (LTE S-TMSI etc..), then the UE capability ID can also be provided at the connection establishment time, even though the security context is not established. Since the connection is released in cases the security context is not established, and since there is no update to the core network from this ID based capability exchange process, we feel there is no harm in the UE reporting the capability ID at connection establishment time. We also have the added benefit in that the core network can work on retrieving the capabilities during the time the security context is being established. Since the UE context in preserved in RAN at the RRC connection resumption time, the UE does not have to send the capability ID at this stage, as the capability information is assumed to be present in the saved context.

Proposal 5: The capability ID is provided by the UE to the gNB at the connection establishment time in RRCConnectionRequest or RRCConnectionSetupComplete message. The NR SA UE shall provide the UE capability using legacy means if requested by the gNB even after providing the capability ID earlier.

Topic 3: What is the maximum size of the capability that is to be referred to by the new Capability ID? (SA2 LS question)

The current limit on the capability size to be transferred over the air-interface is dictated by the PDCP SDU size of 9000 octets. On the S1 interface, the limit is 65535 octets. 

Even with the limitation of PDCP, the gNB can get the segments of relevant UE capability from the UE in multiple transactions and combine them when transferring over the S1 interface so the proposed size should be higher than the current PDCP limit of 9000 bytes. Also in the cases where the PDCP limit is overcome (either by increasing the PDCP size or by segmentation at PDCP) the proposed size should be able to handle it.

But going over the S1 limit may result in significant changes in the core network and RAN. In view of the above, we feel that the current S1 limit of 65535 is a reasonable size to handle the future additions, and it also does not bring big changes to RAN-CN and inter-CN interfaces. 
Proposal 6: Provide to SA2 that 65535 octets can be viewed as the maximum anticipated size for the E-UTRA, NR and DC radio capabilities.

Topic 3: How the does the gNB get the capabilities corresponding to the new ID?

For this topic, we think the details can be worked out with RAN3 after the design input from SA2, and stage-2 details are agreed.

5      Capability ID definition and update requirements

At the production stage of the UE, the UE will be assigned the capability ID, which it will use to report on behalf of the capabilities. This capability ID is based off the UE device type, manufacturer and the SW version and all the UEs with the same device type, manufacturer and the same SW version having the capability have the same capability ID. Conversely if access stratum capability is different, the capability ID will be different.  

Following the above, in the case of SW update to the group of UEs that are of the same device type from the same manufacturer, the different SW version would result in a different capability ID. The UEs are updated with the new capability ID as part of the SW update, and the manufacturer or the operator also updates the corresponding new capabilities offline to the core network.

Proposal 7: RAN2 agree that the UE capability ID is based on the UE device type, the manufacturer and the SW version and only for all the UEs with the same device type, the same manufacturer and the same SW version, the capability ID is the same. 
Proposal 8: With a SW update, the different SW version even for the UEs with the same manufacturer and the same model will result in a different capability ID. The UE manufacturer or the operator shall provide the capabilities to the core network that correspond to the new capability ID resulting from SW update. The capabilities provided to the core network can be different or the same as the ones before the update.  
Proposal 9: Add the following to the LS reply to SA2:

· On the requirements of the definition of “Capability ID”

· On the requirements of how the capability ID and the corresponding UE capabilities for that ID are updated by the UE manufacturer or operator directly with the 5GC at the UE production time and during SW updates.

· On what is needed in 5GC to retrieve the “UE radio capability information” based on the “Capability ID” provided by RAN and provides UE radio capability to RAN over N2.

6      Conclusion
Observation 1: The transmission of large UE capability sizes over the air from the UE, needs to be avoided where possible and various proposals by companies try to solve this aspect in RAN2.

Observation 2: Some companies are in favor of the UE reporting an ID that is used by the network to retrieve the UE’s capabilities, thereby skipping the transmission of large sizes.

Observation 3: If the NW is allowed to store the UE provided capabilities tagged by the UE provided model ID, in cases where the NW did not have the capabilities for this ID earlier, security issues can arise where a rogue can overwrite the capability of multiple UEs intentionally.

Observation 4: If the capabilities are provided by the manufacturer or the operator to the core network offline, then there is no need for the network to update of the capabilities for an ID using the UE provided capabilities. This can prevent the security issues.

Proposal 1: For NR SA, RAN2 to agree to use a new ID: ‘Capability ID’ which represents a group of UEs sharing the same device type from the same manufacturer and using the same SW version.  The UE provides this new ID to the gNB and the gNB uses this ID to retrieve the UE capabilities from the core network.

Proposal 2: The capabilities of the UE based on the capability ID, are intended to be provided offline by the UE manufacturer or the operator directly to the core network at the UE production time, without involvement of the UE. Send LS to SA2 on the implementation of such requirement.

Proposal 3: In case the network cannot retrieve the capabilities of the UE based on the ID provided, NW can request the UE to provide the same using legacy means. The NW does not associate the UE provided capabilities to the capability ID.

Proposal 4: RAN2 agree that the new ID represent all the capabilities of NR SA the UE supports including the inter-RAT capabilities, when operating in NR SA.
Proposal 5: The capability ID is provided by the UE to the gNB at the connection establishment time in RRCConnectionRequest or RRCConnectionSetupComplete message. The NR SA UE shall provide the UE capability using legacy means if requested by the gNB even after providing the capability ID earlier.

Proposal 6: Provide to SA2 that 65535 octets can be viewed as the maximum anticipated size for the E-UTRA, NR and DC radio capabilities.

Proposal 7: RAN2 agree that the UE capability ID is based on the UE device type, the manufacturer and the SW version and only for all the UEs with the same device type, the same manufacturer and the same SW version, the capability ID is the same. 
Proposal 8: With a SW update, the different SW version even for the UEs with the same manufacturer and the same model will result in a different capability ID. The UE manufacturer or the operator shall provide the capabilities to the core network that correspond to the new capability ID resulting from SW update. The capabilities provided to the core network can be different or the same as the ones before the update.  
Proposal 9: Add the following to the LS reply to SA2:

· On the requirements of the definition of “Capability ID”

· On the requirements of how the capability ID and the corresponding UE capabilities for that ID are updated by the UE manufacturer or operator directly with the 5GC at the UE production time and during SW updates.

· On what is needed in 5GC to retrieve the “UE radio capability information” based on the “Capability ID” provided by RAN and provides UE radio capability to RAN over N2.
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