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Introduction
RAN2 in meeting number R2-101 sent an LS [1], requesting CT1 and RAN3 to signal the supported DRB Integrity Protection (IP) data rate capability over NAS signalling from the UE and over NG-AP to gNB.  The motivation for this was captured in the LS.  
There was further discussion in CT1 and SA2 on this request with LS sent between them [2] and [3], where there seems to be some confusion on the need to signal this over NAS.
This document discusses the current situation and proposes how to progress the topic.
Discussion
Based on RAN2 discussion in [4], RAN2 had agreed: 
5:	Signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.

An LS was sent in [1] to these groups asking for confirmation and to implement in their specifications.  The motivation for requesting this to be signalled over NAS was also captured in the LS:
This is to integrity protect this capability, and is also because RAN2 understand that the Core Network requires this information to enable DRB Integrity protection for the UE.
As mentioned in the LS, there are two motivations identified for signalling the capability at NAS level.
Security requirements for security capability signalling
Integrity protection has been used to signal the UE security capability ever since integrity protection was introduced in UMTS.  This is to ensure that a man in the middle attack cannot change the security capability to remove more secure algorithms from the UE capability.  If a man in the middle changes the security capability of the UE, the network can only configure the lowered security based on the modified security capability received network.  This makes the UE more vulnerable to security attack.
UMTS did not support integrity protection at NAS and hence this integrity protection of the security capability was done using RRC.  This is a two-step process since the network needs to have the UE security capability first to turn on integrity protection.  In the first step, the UE provides the security capability.  The network then echoes it back to the UE with integrity protection.  The UE compares the echoed capability with the capability it provided to detect possible man in the middle attack.
In LTE, when security was introduced at NAS, this integrity protection of the UE security capability is done only at NAS level.  The UE AS supports the same security capability as UE NAS and hence it was not necessary to signal the UE security capability at AS level – the core network simply provides the UE signalled NAS security capability to eNB and that is also then the UE AS security capability.  This simplified RRC.
With EN-DC, the security capability of UE NAS and AS could be different as the security algorithms supported over NR could be different from that supported on LTE.  After a bit of discussion between CT1, RAN2 and SA3, CT1 agreed to carry the required EN-DC security capability over NAS as suggested by RAN2 to avoid the complexity of introducing integrity protection for security capability signalling over RRC.
Supported maximum Integrity protection data rate capability signalling is similar to the other security capability signalling and it should be expected to be integrity protected as with the other security capability.  A man in the middle attack can reduce the maximum IP data rate  supported by the UE which could prevent IP being turned on or data not being protected.
Proposal #1: Verify with SA3 if integrity protection is required to signal the supported max DRB-IP data rate capability signalling.  
If integrity protection is required, to avoid the additional complexity of introducing a mechanism in RRC to integrity protect this security capability, it is proposed to respond back to SA2/CT1 with RAN2 preference of using NAS for transfer of this UE security capability along with the other security capability signalling.
Proposal #2: Respond to SA2 LS, requesting (again) SA2/CT1/RAN3  to introduce UE security capability signalling for supported DRB-IP data rate if integrity protection is required for the transfer of this capability.
Activation for DRB-IP protection and enforcement of DRB-IP rate 
Once Integrity protection is activated for a DRB, all data for the DRB must be integrity protected.  If the data rate subject to IP exceeds the UE supported data rate, the only option available for RAN/AS is to discard data which clearly leads to bad performance.  Hence it is essential that DRB-IP is only turned on when there is network knowledge that the data rate on the DRB (i.e., PDU session, as the security configuration for all the DRBs of a PDU session must be the same) subject to Integrity protection does not exceed the UE supported data rate.
Observation #1: Activating Integrity protection for DRBs that can carry data rates higher than UE supported data rate can lead to performance impact. 
Activation of DRB-IP by the RAN is based on policy recommendation from the CN.  SA2 in their LS [3], point out the difficulty to enforce such a restriction at the CN.  As discussed in RAN2 briefly when the reduced data rate support for DRB-IP was introduced, some assumptions has to be made on what devices or PDU sessions it can be used with.  For example, integrity protection can only be turned on for MTC kind of devices that only support low data rate or only for PDU sessions with AMBR less than the IP data rate supported by the UE.  
Observation #2: Activating Integrity protection for a DRB requires coordination across network nodes to avoid IP being activated for DRBs with data rate that exceed the IP data rate supported by the UE (based on for example, device type or PDU Session AMBR).
Summary and proposals

This document discussed the capability signalling for the supported max DRB IP data rate with reference to the LS response from SA2 and CT1 [2][3].  The following proposals were made:

Proposal #1: Verify with SA3 if integrity protection is required to signal the supported max DRB-IP data rate capability signalling.  
Proposal #2: Respond to SA2 LS, requesting (again) SA2/CT1/RAN3  to introduce UE security capability signalling for supported DRB-IP data rate if integrity protection is required for the transfer of this capability.
Observation #1: Activating Integrity protection for DRBs that can carry data rates higher than UE supported data rate can lead to performance impact. 
Observation #2: Activating Integrity protection for a DRB requires coordination across network nodes to avoid IP being activated for DRBs with data rate that exceed the IP data rate supported by the UE (based on for example, device type or PDU Session AMBR).
A draft LS response is provided in the Annex.
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1. Overall Description:
RAN2 thanks SA2 and CT1 for their responses to RAN2 LS on UE capability related to integrity protection of DRBs and motivation to transfer the capability over NAS.
RAN2 would like to verify with SA3 if security (integrity protection) is needed for capability signalling of supported maximum data rate for DRB Integrity protection.  
If security is required, RAN2 kindly requests CT1 and RAN3 to consider introducing UE security capability signalling for supported DRB-IP data rate in your specifications as requested in the RAN2 LS R2-1804056.  

2. Actions:
To SA3:
Question: Is security (integrity protection) needed for UE capability signalling of supported maximum data rate for DRB Integrity protection?  

To: CT1, SA2, and RAN3 groups
ACTION: 	If security is required, RAN2 kindly requests CT1 and RAN3 to consider introducing UE security capability signalling for supported DRB-IP data rate in your specifications as requested in the RAN2 LS R2-1804056.

