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1
Introduction
In LTE, AS security comprises of the integrity protection of only RRC signalling (SRBs) and the user data (DRBs) is not integrity protected. Once security is activated, all RRC messages on SRB1 and SRB2, including those containing NAS or non-3GPP messages, are integrity protected and ciphered by PDCP. UE initiates a RRC connection re-establishment procedure upon integrity check failure indication from lower layers.
In NR, the user data (DRBs) may also be configured to be integrity protected. In RAN2#101bis meeting, RAN2 discussed integrity protection failure and made certain conclusions (below) and sent an LS to SA3 asking if SA3 has requirement for the UE reporting to the network when DRB integrity verification check failures are detected [1]:
· RAN2 has already agreed that the UE will discard any received packet which failed DRB integrity verification check.  The PDCP SN in the receiver is not updated for this DRB.  
· IP verification may also fail due to residual error after CRC check and RAN2 has not discussed if it is feasible to identify the reason for the IP verification failure.
This documents checks if UE in NR should initiate a RRC connection re-establishment procedure upon integrity check failure indication from lower layers for an SRB.
2
Discussion
SRBs are higher priority than DRBs since these carry important signalling information to maintain and change UE connection to the radio network. So, it might seem that initiating a RRC connection re-establishment procedure upon integrity check failure of a SRB is justified. However:
1) The man-in-the-middle can insert any number of packets but since he shall not have the right key, the Integrity check shall always fail at the UE and on the similar lines as agreed for a DRB, UE might just discard the packet without affecting/ updating the PDCP SN.

2) It is difficult to determine if there is a man-in-the-middle or residual errors after CRC check. A man-in-the-middle may insert many packets; also a residual error after CRC check on a Phy/ MAC TB may have contained many PDCP packets.

3) Reestablishment solves neither of the problems; neither does it determine the source of the problem. It only causes interruptions and affects user experience. 

So, 

Proposal 1: RAN2 should discuss if there is any value in performing reestablishment when IP check for SRB fails. UE behaviour for SRB and DRB IP check failure is aligned:

· Discard packet upon IP check failure

· Do not update SN

Since, we asked SA3 if they have requirements for IP check failure in case of DRBs, we can ask them also for SRBs to check if they see any value in reporting such problems to the network.

Proposal 2: Send an LS to SA3 as an update of [1] asking if they see any problem if the UE behaviour for SRB and DRB IP check failure is aligned and if they have any requirement for reporting SRB IP check failures.
SRB3
For SRB3 we already specified:

	5.3.5.8.1
Integrity check failure

Editor’s Note: Removed "SIB3" from heading so that this sub-section can easily be expanded to stand-alone case (if considered necessary). FFS_Standalone

The UE shall:

1>
upon integrity check failure indication from NR lower layers for SRB3:

2>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SRB3 integrity check failure.


We can specifically ask SA3 if they see any value in treating SRBs differently for IP check failures. So, Proposal 2 is updated accordingly below:

Proposal 2-alternative: Send an LS to SA3 as an update of [1] asking if they see any problem if the UE behaviour for SRBs (SRB1, 2 and 3) and DRB IP check failure is aligned and if they have any requirement for reporting SRB IP check failures.

The draft LS is available in [2].
3
Conclusion
This contribution checked if UE in NR should initiate a RRC connection re-establishment procedure upon integrity check failure indication from lower layers for an SRB. Following proposals are made as a result:
Proposal 1: RAN2 should discuss if there is any value in performing reestablishment when IP check for SRB fails. UE behaviour for SRB and DRB IP check failure is aligned:

· Discard packet upon IP check failure

· Do not update SN

Proposal 2: Send an LS to SA3 as an update of [1] asking if they see any problem if the UE behaviour for SRB and DRB IP check failure is aligned and if they have any requirement for reporting SRB IP check failures.

Proposal 2-alternative: Send an LS to SA3 as an update of [1] asking if they see any problem if the UE behaviour for SRBs (SRB1, 2 and 3) and DRB IP check failure is aligned and if they have any requirement for reporting SRB IP check failures.
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