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Discussion and decision
1 Introduction
RAN2 has agreed to provide NCC within RRCConnectionRelease message in order to facilitate data transmission in message 3 during EDT. While it is agreed the NCC provided in RRCConnectionRelease message shall be used to generate new security keys and integrity keys when a connection is resumed for EDT and non-EDT, RAN2 could not agree whether the new set of keys are also used to generate shortResumeMAC-I sent in MSG3 [1]. RAN2 has sent an LS to SA3 requesting guidance on this issue [2]. This paper analyses the pros and cons of using old and new keys to generate shortResumeMAC-I.
2 Discussion
2.1 Current mechanism
In the current specification, the security keys used during the last RRC connection before it was suspended are used to generate shortResumeMAC-I when RRC connection is resumed.
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Figure 1:  Current procedure for shortResumeMAC-I computation
There is one set of security keys stored in the UE context and this is used to compute shortResumeMAC-I. In this case eNB does not allocate new NCC value in RRC Connection Release message hence there is only one set of keys to use.
2.2 New NCC provided in release message
With introduction of EDT, there is a need to refresh the keys when new RRC connection resumption is performed for sending data in MSG3. For this reason, eNB provides NCC value in RRC connection release message. Now there are two options how to use the new keys.

Option 1: Use the provided NCC value to generate new keys when new RRC connection resume for EDT is triggered but use the existing keys to generate shortReumseMAC-I. This is depicted in Figure 2.
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Figure 2: Use old keys for shortResumeMAC-I
Observation 1: The UE and eNB will have to store the old integrity key as well as the security keys derived from NCC provided in RRC Connection Release message.
Observation 2: Keys generated from different NCC values are used to secure the data and computation of shortResumeMAC-I. In particular, an old key is used to calculate shortResumeMAC-I even though a fresher key is available.
Option 2: An alternative approach is for UE and eNB to generate new security keys upon RRC connection release and only store those keys as depicted in Figure 3. 
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Figure 3: Use new keys for shortResumeMAC-I

With this approach the following observations can be made:

Observation 3: Only one set of security keys are stored by UE and eNB.

Observation 4: No change to resume procedure compared to legacy, even if resume is for non-EDT.

Observation 5: Both eNB and UE always use the security keys generated from the latest NCC assigned to the UE.

Proposal: To generate shortResumeMAC-I, use security keys generated from the latest NCC value.
3 Summary
This document has reviewed the aspects related to old and new security keys in the context of new NCC provided in RRC suspend message, and arrived at the following observations and proposals: 
If old security keys used to generate shortResumeMAC-I :

Observation 1: The UE and eNB will have to store the old integrity key as well as the security keys derived from NCC provided in RRC Connection Release message.

Observation 2: Keys generated from different NCC values are used to secure the data and computation of shortResumeMAC-I. In particular, an old key is used to calculate shortResumeMAC-I even though a fresher key is available.

If new security keys used to generate shortResumeMAC-I :

Observation 3: Only one set of security keys are stored by UE and eNB.

Observation 4: No change to resume procedure compared to legacy, even if resume is for non-EDT.

Observation 5: Both eNB and UE always use the security keys generated from the latest NCC assigned to the UE.

Proposal: To generate shortResumeMAC-I, use security keys generated from the latest NCC value.
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