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Introduction
In this revised contribution, notation, observations and proposals related to secondary node key have been updated to reflect the agreed SA3 CR [1].
In the current version of the NR RRC specifications, it is only possible to configure NR as a secondary node in EN-DC. Thus, the only security keys which can be used for the NR bearer are the KeNB or the S-KeNB (derived from the KeNB). For SA NR, it will be necessary to derive keys based on 5GC parameters, both for basic handover, inter-system handover, inter-RAT handover, as well as MR-DC. In addition, for intra-CU gNB change, it would be allowed to perform a handover without PDCP relocation which could alleviate the need for a security key update.
[bookmark: _Ref178064866]Discussion
To be able to update the security key, the UE needs to be instructed how it should derive the new keys. In LTE, the UE is instructed how to change key using the SecurityConfigHO IE in RRCConnectionReconfiguration.

SecurityConfigHO ::=				SEQUENCE {
	handoverType						CHOICE {
		intraLTE							SEQUENCE {
			securityAlgorithmConfig				SecurityAlgorithmConfig		OPTIONAL,	-- Cond fullConfig
			keyChangeIndicator					BOOLEAN,
			nextHopChainingCount				NextHopChainingCount
		},
		interRAT							SEQUENCE {
			securityAlgorithmConfig				SecurityAlgorithmConfig,
			nas-SecurityParamToEUTRA			OCTET STRING (SIZE(6))
		}
	},
	...
}

The configuration is separated in to two cases; intra-LTE and inter-RAT handover. For the intra-LTE handover, the new security keys can be derived using the latest KASME (re-keying), the current KeNB (horizontal key derivation), or the NH parameter (vertical key derivation) as input key along with the physical cell ID (PCI) and its frequency (EARFCN-DL). For re-keying, the keyChangeIndicator is set to TRUE, while horizontal and vertical key derivation is indicated by the value of the nextHopChainingCount (NCC) as specified in TS 33.401. In addition, in case the handover involves an intra-LTE full configuration, the security configurations also include the security algorithms.
For the inter-RAT handover from UTRAN or GERAN, the UE need to map the GERAN/UTRAN security context to an EPS security context, which requires a parameter input from the MME which is signaled in the nas-SecurityParamToEUTRA. As the ciphering and integrity protection algorithms differ in E-UTRAN from GERAN/UTRAN, the intended security algorithms need to be signaled.
In NR, it has been agreed that the key derivation procedures will be based on LTE procedures, which means that the UE need to be instructed if it should perform horizontal or vertical key derivation, or re-keying and will use the target PCI and its frequency (ARFCN-DL) in the derivation. However, during intra-CU-gNB handover, the UE may continue to use the old key even if connected to a different target cell.
[bookmark: _Toc508702318][bookmark: _Toc508706706][bookmark: _Toc509496873][bookmark: _Toc509577140][bookmark: _Toc509579973][bookmark: _Toc509994342][bookmark: _Toc509995178][bookmark: _Toc510035209][bookmark: _Toc510036957][bookmark: _Toc510037461][bookmark: _Toc510090375][bookmark: _Toc510091223][bookmark: _Toc510101881][bookmark: _Toc510101977][bookmark: _Toc510102360][bookmark: _Toc510106209][bookmark: _Toc510533275][bookmark: _Toc510601835][bookmark: _Toc510623621][bookmark: _Toc510627479][bookmark: _Toc510694334][bookmark: _Toc510694631][bookmark: _Toc510694713][bookmark: _Toc510728585][bookmark: _Toc510728969][bookmark: _Toc510728991][bookmark: _Toc510732878][bookmark: _Toc512436985][bookmark: _Toc512504117][bookmark: _Toc512598505][bookmark: _Toc513562001][bookmark: _Toc513627584][bookmark: _Toc513633434]For security key update in NR, the UE requires an indication if it should perform re-keying, as in LTE using e.g. keySetChangeIndicator.
[bookmark: _Toc508702319][bookmark: _Toc508706707][bookmark: _Toc509496874][bookmark: _Toc509577141][bookmark: _Toc509579974][bookmark: _Toc509994343][bookmark: _Toc509995179][bookmark: _Toc510035210][bookmark: _Toc510036958][bookmark: _Toc510037462][bookmark: _Toc510090376][bookmark: _Toc510091224][bookmark: _Toc510101882][bookmark: _Toc510101978][bookmark: _Toc510102361][bookmark: _Toc510106210][bookmark: _Toc510533276][bookmark: _Toc510601836][bookmark: _Toc510623622][bookmark: _Toc510627480][bookmark: _Toc510694335][bookmark: _Toc510694632][bookmark: _Toc510694714][bookmark: _Toc510728586][bookmark: _Toc510728970][bookmark: _Toc510728992][bookmark: _Toc510732879][bookmark: _Toc512436986][bookmark: _Toc512504118][bookmark: _Toc512598506][bookmark: _Toc513562002][bookmark: _Toc513627585][bookmark: _Toc513633435]For horizontal or vertical key derivation, the UE requires the NCC parameter, as in LTE.
[bookmark: _Toc510106211][bookmark: _Toc510533277][bookmark: _Toc510601837][bookmark: _Toc510623623][bookmark: _Toc510627481][bookmark: _Toc510694336][bookmark: _Toc510694633][bookmark: _Toc510694715][bookmark: _Toc510728587][bookmark: _Toc510728971][bookmark: _Toc510728993][bookmark: _Toc510732880][bookmark: _Toc512436987][bookmark: _Toc512504119][bookmark: _Toc512598507][bookmark: _Toc513562003][bookmark: _Toc513627586][bookmark: _Toc513633436]UE and gNB uses the target PCI and ARFCN-DL as input to derive the new key.
[bookmark: _Toc510106212][bookmark: _Toc510533278][bookmark: _Toc510601838][bookmark: _Toc510623624][bookmark: _Toc510627482][bookmark: _Toc510694337][bookmark: _Toc510694634][bookmark: _Toc510694716][bookmark: _Toc510728588][bookmark: _Toc510728972][bookmark: _Toc510728994][bookmark: _Toc510732881][bookmark: _Toc512436988][bookmark: _Toc512504120][bookmark: _Toc512598508][bookmark: _Toc513562004][bookmark: _Toc513627587][bookmark: _Toc513633437]In case of intra-CU-gNB handover, the UE will continue to use the old KgNB despite the change of PCI.
When dual connectivity was introduced to LTE in Rel-12, the concept of a secondary key (S-KeNB) was introduced and the parameters to derive it were included in the scg-Counter parameter inside the SCG configurations of RRCConnectionReconfiguration. 
SCG-Configuration-r12 ::=			CHOICE {
	release								NULL,
	setup								SEQUENCE {
		scg-ConfigPartMCG-r12				SEQUENCE {
			scg-Counter-r12						INTEGER (0.. 65535)			OPTIONAL,	-- Need ON
			powerCoordinationInfo-r12			PowerCoordinationInfo-r12	OPTIONAL,	-- Need ON
			...
		}																OPTIONAL,	-- Need ON
		scg-ConfigPartSCG-r12				SCG-ConfigPartSCG-r12 		OPTIONAL	-- Need ON
	}
}

For EN-DC, a similar parameter was introduced in order to enable derivation of a S-KgNB for the NR SN based on the LTE KeNB, which were provided to the UE via LTE RRCConnectionReconfiguration in the sk-counter parameter.
For MR-DC, SA3 has agreed that the derivation of the key for the SN (S-KSN) also uses a SCG counter as a freshness input [1].
[bookmark: _Toc510091225][bookmark: _Toc510101883][bookmark: _Toc510101979][bookmark: _Toc510102362][bookmark: _Toc510106213][bookmark: _Toc510533279][bookmark: _Toc510601839][bookmark: _Toc510623625][bookmark: _Toc510627483][bookmark: _Toc510694338][bookmark: _Toc510694635][bookmark: _Toc510694717][bookmark: _Toc510728589][bookmark: _Toc510728973][bookmark: _Toc510728995][bookmark: _Toc510732882][bookmark: _Toc512436989][bookmark: _Toc512504121][bookmark: _Toc512598509][bookmark: _Toc513562005][bookmark: _Toc513627588][bookmark: _Toc513633438]For MR-DC, the UE require a SCG Counter to derive the keys for the SN (S-KSN).
[bookmark: _Toc508702315][bookmark: _Toc508706710][bookmark: _Toc508723241]In LTE, it was also possible to perform an inter-RAT handover from UTRAN/GERAN, where the security context was mapped using NAS security parameters which was signaled to the UE. For NR, it will be possible to map a EPS security context to a 5GS security context and it is likely that a similar parameter will be needed for inter-system handover to NR.
[bookmark: _Toc509577143][bookmark: _Toc509579976][bookmark: _Toc509994345][bookmark: _Toc509995181][bookmark: _Toc510035212][bookmark: _Toc510036960][bookmark: _Toc510037464][bookmark: _Toc510090378][bookmark: _Toc510091226][bookmark: _Toc510101884][bookmark: _Toc510101980][bookmark: _Toc510102363][bookmark: _Toc510106214][bookmark: _Toc510533280][bookmark: _Toc510601840][bookmark: _Toc510623626][bookmark: _Toc510627484][bookmark: _Toc510694339][bookmark: _Toc510694636][bookmark: _Toc510694718][bookmark: _Toc510728590][bookmark: _Toc510728974][bookmark: _Toc510728996][bookmark: _Toc510732883][bookmark: _Toc512436990][bookmark: _Toc512504122][bookmark: _Toc512598510][bookmark: _Toc513562006][bookmark: _Toc513627589][bookmark: _Toc513633439]For inter-system handover to NR, the UE will likely require a NAS security parameter. Although the content and size of the parameter is FFS.
Currently, in TS 38.331, the SecurityConfig IE in RadioBearerConfig only considers security for EN-DC, where the master key (KeNB) is updated in LTE and the NR radio bearers are only configured which security key to use (KeNB or S-KgNB) based on where the radio bearer is terminated and which security algorithms to use.
SecurityConfig ::=				SEQUENCE {	
	securityAlgorithmConfig			SecurityAlgorithmConfig			OPTIONAL,	-- Cond RBTermChange
	keyToUse						ENUMERATED{keNB, s-KgNB}		OPTIONAL,	-- Cond RBTermChange
	...
}

In order to update the security keys, the UE would require similar parameters as in LTE. However, there are several options where to put the parameters as described in the subsequent sections.
[bookmark: _Toc513627592][bookmark: _Toc513631323][bookmark: _Toc513633442][bookmark: _Toc512598502][bookmark: _Toc513562009][bookmark: _Toc510106219][bookmark: _Toc510533285][bookmark: _Toc510601845][bookmark: _Toc510623620][bookmark: _Toc510627478][bookmark: _Toc510694333][bookmark: _Toc510694630][bookmark: _Toc510694711][bookmark: _Toc510728569][bookmark: _Toc510728979][bookmark: _Toc510729000][bookmark: _Toc510732887][bookmark: _Toc512436993][bookmark: _Toc512504125]The key refresh parameters will include KeySetChangeIndicator, NextHopCainingCount, nas-SecurityParamToNGRAN, and Sk-Counter
[bookmark: _Toc513627593][bookmark: _Toc513631324][bookmark: _Toc513633443]Upon receiving the key refresh parameters, the UE derives new keys based on the content of the IE.
[bookmark: _Toc512598503][bookmark: _Toc513562010][bookmark: _Toc513627594][bookmark: _Toc513631325][bookmark: _Toc513633444]To enable intra-CU-gNB handover without key change, the key refresh parameters should be optional and if absent the UE should maintain the old key.
Key refresh parameters as independent IE
One option for the key refresh would be to create a new IE, e.g. Key refresh, which would contain the parameters needed for all types of key refresh as shown below.
Key refresh information elements
-- ASN1START
-- TAG-KEY-REFRESH-START

KeyRefresh ::=					SEQUENCE {
	keySetChangeIndicator			BOOLEAN						OPTIONAL,	-- Cond M-KeyChange
	nextHopChainingCount			NextHopChainingCount		OPTIONAL,	-- Cond M-KeyChange
	nas-SecurityParamToNGRAN		OCTET STRING (SIZE(FFS))	OPTIONAL,	-- Cond InterSystemHO
	sk-Counter						INTEGER (0.. 65535)			OPTIONAL,	-- Cond S-KeyChange
	...
}

-- TAG- KEY-REFRESH-STOP
-- ASN1STOP

	KeyRefresh field descriptions

	keySetChangeIndicator
True is used only in an intra-cell handover when a KgNB key is derived from a KAMF key taken into use through the latest successful NAS SMC procedure, as described in TS 33.501 [11] for KgNB re-keying. False is used in an intra-5GC handover when the new KgNB key is obtained from the current KgNB key or from the NH as described in TS 33.501 [11].

	nas-securityParamToNGRAN
[bookmark: _GoBack]This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although it affects activation of AS- security after inter-system handover to NG-RAN. The content is defined in TS 24.501.

	nextHopChainingCount
Parameter NCC: See TS 33.501 [11]

	sk-Counter
A counter used upon initial configuration of SCG security for as well as upon refresh of S-KSN.



	Conditional Presence
	Explanation

	InterSystemHO
	This field is mandatory present in case of inter system handover. Otherwise the field is absent.

	M-KeyChange
	The field is mandatory present in case of update of master key. Otherwise the field is absent.

	S-KeyChange
	This field is mandatory present in case of update of secondary key. Otherwise it is absent.



Thus, when a security key should be updated, this IE is included in the RRCReconfiguration in case of NR and RRCConnectionReconfiguration in case of LTE/5GC. It would also be possible to include the key refresh during e.g. RRC resume, RRC reestablishment, or RRC suspend.
RRCReconfiguration message
-- ASN1START
-- TAG-RRCRECONFIGURATION-START

RRCReconfiguration ::= 				SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		rrcReconfiguration					RRCReconfiguration-IEs,
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCReconfiguration-IEs ::= 			SEQUENCE {
	-- Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP. 
    -- In EN-DC this field may only be present if the RRCReconfiguration
	-- is transmitted over SRB3. 
	radioBearerConfig						RadioBearerConfig 														OPTIONAL, -- Need M

	-- Configuration of secondary cell group (EN-DC):
	secondaryCellGroup						OCTET STRING (CONTAINING CellGroupConfig)								OPTIONAL, -- Need M

	measConfig								MeasConfig																OPTIONAL, -- Need M

	lateNonCriticalExtension				OCTET STRING															OPTIONAL,
	nonCriticalExtension					RRCReconfiguration-v15x0-IEsSEQUENCE {}																OPTIONAL 
}

RRCReconfiguration-15x0-IEs ::= 		SEQUENCE {
	keyRefresh								KeyRefresh,																OPTIONAL – Need M
	nonCriticalExtension					SEQUENCE {}																OPTIONAL 
}

-- TAG-RRCRECONFIGURATION-STOP
-- ASN1STOP

[bookmark: _Toc510090394][bookmark: _Toc510090404][bookmark: _Toc510091227][bookmark: _Toc510101885][bookmark: _Toc510101981][bookmark: _Toc510102364][bookmark: _Toc510106215][bookmark: _Toc510533281][bookmark: _Toc510601841][bookmark: _Toc510623627][bookmark: _Toc510627485][bookmark: _Toc510694340][bookmark: _Toc510694637][bookmark: _Toc510694719][bookmark: _Toc510728591][bookmark: _Toc510728975][bookmark: _Toc510728997][bookmark: _Toc510732884][bookmark: _Toc512436991][bookmark: _Toc512504123][bookmark: _Toc512598511][bookmark: _Toc513562007][bookmark: _Toc513627590][bookmark: _Toc513633440]The key refresh parameters could be placed in a new IE, called directly from e.g. RRCReconfiguration.
A text proposal to TS 38.331 based on this approach is provided in section 3.
Key refresh parameters included in RadioBearerConfig
For EN-DC, the only security configurations required for the NR bearers were a configuration of security algorithms and selection of master or secondary key. As this selection were done per bearer set, i.e. all bearers terminated in the same node would apply the same configuration, the security configurations were included in the RadioBearerConfig IE. By extending this SecurityConfig IE, all security related configurations would be gathered in one place. However, since it is only the MN which derives new AS keys, the extended IE would only be included if the master radio bearer is configured.
RadioBearerConfig information element
-- ASN1START
-- TAG-RADIO-BEARER-CONFIG-START

RadioBearerConfig ::=					SEQUENCE {
	srb-ToAddModList						SRB-ToAddModList										OPTIONAL, -- Need N
	srb3-ToRelease							ENUMERATED{true}										OPTIONAL, -- Need N
	drb-ToAddModList						DRB-ToAddModList										OPTIONAL, -- Need N
	drb-ToReleaseList						DRB-ToReleaseList										OPTIONAL, -- Need N
	securityConfig 							SecurityConfig											OPTIONAL, -- Cond M
	...
}

SRB-ToAddModList ::=					SEQUENCE (SIZE (1..2)) OF SRB-ToAddMod
SRB-ToAddMod ::=						SEQUENCE {
	srb-Identity							SRB-Identity,
	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP							ENUMERATED{true}										OPTIONAL, 		-- Need N
	discardOnPDCP                           ENUMERATED{true}										OPTIONAL,		-- Need N
	pdcp-Config								PDCP-Config												OPTIONAL,		-- Cond PDCP
	...
}


DRB-ToAddModList ::=					SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod
DRB-ToAddMod ::=						SEQUENCE {
	cnAssociation							CHOICE {
		-- The EPS bearer ID determines the EPS bearer when NR connects to EPC using EN-DC
		eps-BearerIdentity						INTEGER (0..15),												-- EPS-DRB-Setup
		--	The SDAP configuration determines how to map QoS flows to DRBs when NR connects to the 5GC
		sdap-Config								SDAP-Config													-- 5GC
	} 										OPTIONAL, -- Cond DRBSetup
	drb-Identity							DRB-Identity,

	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP						ENUMERATED{true}										OPTIONAL, 		-- Need N
	recoverPDCP							ENUMERATED{true}										OPTIONAL, 		-- Need N
	pdcp-Config							PDCP-Config												OPTIONAL,		-- Cond PDCP
	...
}

DRB-ToReleaseList ::=					SEQUENCE (SIZE (1..maxDRB)) OF DRB-Identity


SecurityConfig ::=						SEQUENCE {	
	securityAlgorithmConfig				SecurityAlgorithmConfig									OPTIONAL,	-- Cond RBTermChange
	keyToUse							ENUMERATED{keNB, s-KgNB}								OPTIONAL,	-- Cond RBTermChange
	...,
	[[
	keyRefresh							KeyRefresh												OPTIONAL		-- Need M
	]]
}


KeyRefresh ::=					SEQUENCE {
	keySetChangeIndicator				BOOLEAN														OPTIONAL,	-- Cond M-KeyChange
	nextHopChainingCount			NextHopChainingCount										OPTIONAL,	-- Cond M-KeyChange
	nas-SecurityParamToNGRAN		OCTET STRING (SIZE(FFS))										OPTIONAL	-- Cond InterSystemHO
	sk-Counter						INTEGER (0.. 65535)											OPTIONAL,	-- Cond S-KeyChange 
}

-- TAG-RADIO-BEARER-CONFIG-STOP
-- ASN1STOP

[bookmark: _Toc510090395][bookmark: _Toc510090405][bookmark: _Toc510091228][bookmark: _Toc510101886][bookmark: _Toc510101982][bookmark: _Toc510102365][bookmark: _Toc510106216][bookmark: _Toc510533282][bookmark: _Toc510601842][bookmark: _Toc510623628][bookmark: _Toc510627486][bookmark: _Toc510694341][bookmark: _Toc510694638][bookmark: _Toc510694720][bookmark: _Toc510728592][bookmark: _Toc510728976][bookmark: _Toc510728998][bookmark: _Toc510732885][bookmark: _Toc512436992][bookmark: _Toc512504124][bookmark: _Toc512598512][bookmark: _Toc513562008][bookmark: _Toc513627591][bookmark: _Toc513633441]The key refresh parameters could be placed as an extension in SecurityConfig inside RadioBearerConfig but would only be included for MN bearers.
[bookmark: _Toc510101976][bookmark: _Toc510102072][bookmark: _Toc510102367][bookmark: _Toc510106218][bookmark: _Toc510533284][bookmark: _Toc510601844][bookmark: _Toc510623619][bookmark: _Toc510627477][bookmark: _Toc510694332][bookmark: _Toc510694629][bookmark: _Toc510694710][bookmark: _Toc510728568][bookmark: _Toc510728977][bookmark: _Toc510729001][bookmark: _Toc510732888][bookmark: _Toc512436994][bookmark: _Toc512504126][bookmark: _Toc512598504][bookmark: _Toc513562011][bookmark: _Toc513627595][bookmark: _Toc513631326][bookmark: _Toc513633445][bookmark: _Ref189046994]RAN2 should discuss whether the security key update parameters should be included in a separate IE or as part of SecurityConfig in RadioBearerConfig.
Text Proposal
[bookmark: _Toc505697449][bookmark: _Toc500942639][bookmark: _Hlk504050147][bookmark: _Toc505697581][bookmark: _Toc500942743]START OF FIRST CHANGE
5.3.5.8	Security key update 
1>	if the UE is operating in EN-DC:
2>	Upon reception of sk-Counter as specified in TS 36.331 [10] the UE shall:
[bookmark: _Hlk508701018]13>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
13>	derive KRRCenc and KUPenc key as specified in TS 33.501 [11];
13>	derive the KRRCint and KUPint key as specified in TS 33.501 [11].
1>	else, upon reception of keyRefresh the UE shall:
[bookmark: _Hlk509584036]2>	if the keySetChangeIndicator is included in the received keyRefresh:
3>	if the keySetChangeIndicator is set to TRUE:
4>	derive or update the KgNB key based on the KAMF key taken into use with the latest successful NAS SMC procedure, as specified in TS 33.501 [11];
3>	else:
4>	derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received keyRefresh, as specified in TS 33.501 [11];
3>	store the nextHopChainingCount value;
2> derive the keys associated with KgNB as follows:
3>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm, as specified in TS 33.501 [11];
3>	derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.501 [11];
2>	if the nas-SecurityParamToNGRAN is included in the received keyRefresh:
3>	forward the nas-SecurityParamToNGRAN to the upper layers;
3>	derive the KgNB key as specified in TS 33.501 [11];
3> derive the keys associated with KgNB as follows:
4>	derive KRRCenc and KUPenc key associated with the cipheringAlgorithm as specified in TS 33.501 [11];
4>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm as specified in TS 33.501 [11];
2>	if the sk-Counter is included in the received keyRefresh:
3>	derive or update the S-KSN key based on the current KgNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
3> derive the keys associated with S-KSN as follows:
4>	derive KRRCenc and KUPenc key associated with the cipheringAlgorithm as specified in TS 33.501 [11];
4>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm as specified in TS 33.501 [11];
2>	configure lower layers to apply the indicated integrity protection algorithm, the KRRCint key and the KUPint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>	configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
NOTE:	Ciphering and integrity protection are optional to configure for the DRBs.
END OF FIRST CHANGE

START OF SECOND CHANGE
–	KeyRefresh
The IE KeyRefresh is used to update the security keys used for 5GS security. Specifically, this IE carries the parameters to indicate re-keying, vertical or horizontal key derivation, inter-system mapping of security context from E-UTRA, or derivation or update of security keys for SN.
Key refresh information elements
-- ASN1START
-- TAG-KEY-REFRESH-START

KeyRefresh ::=					SEQUENCE {
	keySetChangeIndicator			BOOLEAN						OPTIONAL,	-- Cond M-KeyChange
	nextHopChainingCount			NextHopChainingCount		OPTIONAL,	-- Cond M-KeyChange
	nas-SecurityParamToNGRAN		OCTET STRING (SIZE(FFS))	OPTIONAL,	-- Cond InterSystemHO
	sk-Counter						INTEGER (0.. 65535)			OPTIONAL,	-- Cond S-KeyChange
	...
}

-- TAG- KEY-REFRESH-STOP
-- ASN1STOP

	KeyRefresh field descriptions

	keySetChangeIndicator
True is used only in an intra-cell handover when a KgNB key is derived from a KAMF key taken into use through the latest successful NAS SMC procedure, as described in TS 33.501 [11] for KgNB re-keying. False is used in an intra-5GC handover when the new KgNB key is obtained from the current KgNB key or from the NH as described in TS 33.501 [11].

	nas-securityParamToNGRAN
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although it affects activation of AS- security after inter-system handover to NG-RAN. The content is defined in TS 24.501.

	nextHopChainingCount
Parameter NCC: See TS 33.501 [11]

	sk-Counter
A counter used upon initial configuration of SCG security for as well as upon refresh of S-KSN.



	Conditional Presence
	Explanation

	InterSystemHO
	This field is mandatory present in case of inter system handover. Otherwise the field is absent.

	M-KeyChange
	The field is mandatory present in case of update of master key. Otherwise the field is absent.

	S-KeyChange
	This field is mandatory present in case of update of secondary key. Otherwise the field is absent.


END OF SECOND CHANGE

START OF THIRD CHANGE
–	RRCReconfiguration
The RRCReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, radio resource configuration (including RBs, MAC main configuration and physical channel configuration) including and security configuration.
Signalling radio bearer: SRB1 or SRB3
RLC-SAP: AM
Logical channel: DCCH
Direction: Network to UE
RRCReconfiguration message
-- ASN1START
-- TAG-RRCRECONFIGURATION-START

RRCReconfiguration ::= 				SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		rrcReconfiguration					RRCReconfiguration-IEs,
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCReconfiguration-IEs ::= 			SEQUENCE {
	-- Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP. 
    -- In EN-DC this field may only be present if the RRCReconfiguration
	-- is transmitted over SRB3. 
	radioBearerConfig						RadioBearerConfig 														OPTIONAL, -- Need M

	-- Configuration of secondary cell group (EN-DC):
	secondaryCellGroup						OCTET STRING (CONTAINING CellGroupConfig)								OPTIONAL, -- Need M

	measConfig								MeasConfig																OPTIONAL, -- Need M

	lateNonCriticalExtension				OCTET STRING															OPTIONAL,
	nonCriticalExtension					RRCReconfiguration-v15x0-IEsSEQUENCE {}																OPTIONAL 
}

RRCReconfiguration-v15x0-IEs ::= 		SEQUENCE {
	keyRefresh								KeyRefresh,																OPTIONAL – Need M
	nonCriticalExtension					SEQUENCE {}																OPTIONAL 
}

-- TAG-RRCRECONFIGURATION-STOP
-- ASN1STOP
END OF THIRD CHANGE
Conclusion
In section 2 we made the following observations:
Observation 1	For security key update in NR, the UE requires an indication if it should perform re-keying, as in LTE using e.g. keySetChangeIndicator.
Observation 2	For horizontal or vertical key derivation, the UE requires the NCC parameter, as in LTE.
Observation 3	UE and gNB uses the target PCI and ARFCN-DL as input to derive the new key.
Observation 4	In case of intra-CU-gNB handover, the UE will continue to use the old KgNB despite the change of PCI.
Observation 5	For MR-DC, the UE require a SCG Counter to derive the keys for the SN (S-KSN).
Observation 6	For inter-system handover to NR, the UE will likely require a NAS security parameter. Although the content and size of the parameter is FFS.
Observation 7	The key refresh parameters could be placed in a new IE, called directly from e.g. RRCReconfiguration.
Observation 8	The key refresh parameters could be placed as an extension in SecurityConfig inside RadioBearerConfig but would only be included for MN bearers.

Based on the discussion in section 2 we propose the following:
Proposal 1	The key refresh parameters will include KeySetChangeIndicator, NextHopCainingCount, nas-SecurityParamToNGRAN, and Sk-Counter
Proposal 2	Upon receiving the key refresh parameters, the UE derives new keys based on the content of the IE.
Proposal 3	To enable intra-CU-gNB handover without key change, the key refresh parameters should be optional and if absent the UE should maintain the old key.
Proposal 4	RAN2 should discuss whether the security key update parameters should be included in a separate IE or as part of SecurityConfig in RadioBearerConfig.
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