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Introduction
In RAN2#101 it was agreed to introduce NR security algorithm identifiers in the LTE Security Mode Command (SMC) to signal the AS security algorithm configuration for LTE connected to 5GC. The details were further discussed in the email discussion [3] and resulted in the following agreement in RAN2#101bis:
Agreements
1	Extend security algorithm fields cipheringAlgorithm and integrityProtAlgorithm to add NR security algorithm identifiers neaX and niaX separately; (this doesn’t prevent independent evolution of algorithms for LTE and NR)

This agreement was later questioned in an LS from SA3 [2] where they claimed that using NR security algorithm identifiers in LTE RRC is not in line with previous SA3 agreements and ”may cause unnecessary confusion or require algorithm mapping when LTE and NR introduce different algorithms [in] later phases”. Meanwhile, an LS was also received from CT1 [3] which explained that the 5G NAS specification has been updated to enable separate signalling of AS security algorithm capabilities for NR and LTE/5GC.
This contribution addresses the AS security algorithm configuration for LTE/5GC and discusses if any changes are required in light of the two LS:s above.
[bookmark: _Ref178064866]Discussion
LTE algorithm identifiers vs NR algorithm identifiers
The main motivation for using NR security algorithm identifiers is that LTE/5GC uses NR PDCP. Since PDCP is the layer that performs encryption and integrity protection it makes sense to use NR security algorithms. In addition, NR security algorithm identifiers are already used for the security algorithm configuration in EN-DC and for consistency reasons it should also be used for LTE/5GC.
Reverting the RAN2 agreement would mean that EPS security algorithm identifiers are used in the SMC and during handovers to LTE/5GC cells. This is inconsistent with the previous agreement from RAN2#101 for handovers in NG-RAN:
4	Align the handling of PDCP/SDAP and security parameters in all intra-5GC handover scenarios (i.e. intra-NR, intra-E-UTRA, and inter-RAT where both source and target node use 5GC).

Therefore we propose:
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In EPS, the UE always supports the same security algorithms in the AS and NAS layer and a single set of security capabilities are signalled over NAS which is common for NAS and AS. If the same principle had been adopted in 5GS, a UE would support the same AS security algorithms in NR and LTE/5GC since they share the same NAS layer. However, since some UE vendors preferred to have ”independent evolution of algorithms for LTE and NR”, the EPS approach was rejected and in RAN2#101 it was assumed that: 
RAN2 assumption is that 5G NAS will be able to provide separate 5G security capabilities for use with NR and with LTE/5GC. (Agreement 1 could be revisited if this assumption is not confirmed by CT1)

As NAS is the responsibility of CT1, RAN2 asked CT1 (with SA3 cc:ed) to confirm that separate AS security capabilities can be provided over NAS. In their response [3], CT1 explains that the LTE/5GC AS security capabilities are signaled using LTE security algorithm identifiers (i.e. EEAx and EIAx) in octet 5 and 6 of the UE security capability IE.
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NOTE 1:	The code points in octet 3 are used to indicate support for 5GS encryption algorithms for NAS security in N1 mode and support for 5GS encryption algorithms for AS security over NR.
NOTE 2:	The code points in octet 4 are used to indicate support for 5GS integrity algorithms for NAS security in N1 mode and support for 5GS integrity algorithms for AS security over NR.
NOTE 3:	The code points in octet 5 are used to indicate support for EPS encryption algorithms for NAS security in S1 mode and support for EPS encryption algorithms for AS security over E-UTRA.
NOTE 4:	The code points in octet 6 are used to indicate support for EPS integrity algorithms for NAS security in S1 mode and support for EPS integrity algorithms for AS security over E-UTRA.



Since LTE security algorithm identifiers are used over NAS while NR security algorithm identifiers are used over RRC, the ng-eNB needs to be able to map the LTE identifier to an NR identifier which points to the same underlying security algorithm. Right now this works because NR and LTE use the same security algorithms, but it may cause problems in the future if LTE and NR introduce different security algorithms. The SA3 LS [2] mentions an example where EPS introduces EEA4/EIA4 while NR does not have NEA4/NIA4. In such case, EEA4/EIA4 between ng-eNB and UE cannot be used since those algorithms cannot be signalled using the existing NR security code points.
To avoid such conversion issues we see two alternatives:
Alt. 1) Only allow AS security algorithms which are common to LTE and NR to be configured in LTE/5GC
Alt. 2) Require LTE/5GC UEs to support NR security algorithms and use NR security algorithm identifiers to indicate the supported AS security algorithms over NAS.
Alt. 1 is the approach currently used in EN-DC. In EN-DC, radio bearers using NR PDCP are configured with NR RRC and NR security code points are used to indicate the AS security algorithm. For an MCG bearer or split bearer, the eNB must ensure that the security algorithm configured with NR RRC is supported on the LTE side. As SA3 pointed out, the obvious drawback of Alt.2 is that it is only possible to configure the security algorithm which are common to LTE and NR. From TS 37.340:
	In EN-DC, the UE supports the NR security algorithms corresponding to the E-UTRA security algorithms signalled at NAS level and the UE NR AS Security capability is not signalled to the MN over RRC. Mapping from E-UTRA security algorithms to the corresponding NR security algorithms, where necessary, is performed at the MN.


Alt. 2 is more future proof than Alt.1 since it allows any NR security algorithm to be configured by the ng-eNB (provided it is supported by the UE). Note that Alt.2 still allows the UE to support different AS security algorithm in NR and LTE/5GC if separate security capabilities are introduced in NAS for NR and LTE/5GC. This can for example be achieved by adding two additional octets to the UE security capability IE which indicates the supported AS security algorithms for LTE/5GC.
[bookmark: _Toc513192421][bookmark: _Toc513200351][bookmark: _Toc513200441][bookmark: _Toc513205670][bookmark: _Toc513205703][bookmark: _Toc513205790][bookmark: _Toc513631720]RAN2 to select between the following alternatives to avoid conversion issues between LTE and NR algorithm identifiers in LTE/5GC:
[bookmark: _Toc513192422][bookmark: _Toc513200352][bookmark: _Toc513200442][bookmark: _Toc513205671][bookmark: _Toc513205704][bookmark: _Toc513205791][bookmark: _Toc513631721][bookmark: _GoBack]Alt.1) The ng-eNB only configures AS security algorithms which are common to LTE and NR

Alt.2) LTE/5GC UEs use NR security algorithms and NR algorithm identifiers are used in NAS to indicate the supported AS security algorithms for LTE/5GC.
Text proposal
The AS security algorithm configuration is signalled to the UE at AS security activation in the SecurityModeCommand and at handover to an LTE/5GC cell in the RRCConnectionReconfiguration message. 
For the SecurityModeCommand it has already been agreed to extend the security algorithm fields cipheringAlgorithm and integrityProtAlgorithm with the 5G security algorithm identifiers. One option to extend the security algorithm fields is to use the spare values and add new code points for the NR security algorithms. However, this is a bit wasteful considering that the existing code points for the LTE security algorithms will never be signalled in LTE/5GC. Therefore, we propose an alternative approach where we re-use the existing code points but update their semantics in the field description.
SecurityAlgorithmConfig information element
-- ASN1START

SecurityAlgorithmConfig ::=			SEQUENCE {
	cipheringAlgorithm					CipheringAlgorithm-r12,
	integrityProtAlgorithm				ENUMERATED {
											eia0-v920, eia1, eia2, eia3-v1130, spare4, spare3,
											spare2, spare1, ...}
}

CipheringAlgorithm-r12 ::=				ENUMERATED {
											eea0, eea1, eea2, eea3-v1130, spare4, spare3,
											spare2, spare1, ...}

-- ASN1STOP

	SecurityAlgorithmConfig field descriptions

	cipheringAlgorithm
Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.401 [32, 5.1.3.2] (for EPS) and TS 33.501 [xxx] (for 5GS). For EPS, the code point eeaX corresponds to the EEAX ciphering algorithm. For 5GS, the code point eeaX corresponds to the 5G-EAX ciphering algorithm.

	integrityProtAlgorithm
Indicates the integrity protection algorithm to be used for SRBs, as specified in TS 33.401 [32, 5.1.4.2] (for EPS) and TS 33.501 [xxx] (for 5GS). For EPS, the code point eiaX corresponds to the EIAX integrity algorithm. For 5GS, the code point eiaX corresponds to the 5G-IAX ciphering algorithm. For RNs, also indicates the integrity protection algorithm to be used for integrity protection-enabled DRB(s).
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For handover the security algorithm configuration is contained in the RRCConnectionReconfiguration message. In LTE/EPC the RRCConnectionReconfiguration includes the SecurityConfigHO IE which in turn contains the SecurityAlgorithmConfig IE described above. For LTE/5GC however, it is not clear yet if we will re-use SecurityConfigHO or if we will replace it with a new IE. This depends on what other security parameters are required during handover to/from LTE/5GC and if there are differences between LTE/EPC and LTE/5GC that motivates a new IE. 
We also note that RAN2 has agreed to re-use the nr-RadioBearerConfig originally introduced for EN-DC for configuring the radio bearers for LTE/5GC. This IE is a transparent container for NR RRC and already contains a field for indicating the security algorithm for the bearer. Therefore, it is not strictly necessary to include the security algorithm field in the SecurityConfigHO IE (or in the new IE if we decide to go this way). 
More details on the security configuration at handover in LTE/5GC are provided in [4].
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Conclusion
In this contribution we discussed the AS security algorithm configuration in LTE/5GC. Based on the discussion in section 2 we propose the following:
Proposal 1	Confirm the previous RAN2 agreement to use NR code points for the AS security algorithm configuration in LTE/5GC.
Proposal 2	RAN2 to select between the following alternatives to avoid conversion issues between LTE and NR algorithm identifiers in LTE/5GC:
	Alt.1) The ng-eNB only configures AS security algorithms which are common to LTE and NR  
	Alt.2) LTE/5GC UEs use NR security algorithms and NR algorithm identifiers are used in NAS to indicate the supported AS security algorithms for LTE/5GC.
Proposal 3	Adopt the above TP for the SecurityAlgorithmConfig IE.
Proposal 4	The AS security algorithm configuration at handover to LTE/5GC cell is FFS.
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