3GPP TSG-RAN2#102
 R2-1806951 
Busan, Korea, 21st May– 25th May 2018 
Agenda Item:
10.2.3
Source: 
OPPO
Title:  
Discussion on DRB IP security policy and UE aggregate data rate for DRB IP 
Document for:
Discussion and Decision

1. Introduction

In previous RAN2 meetings, a lot of progress was achieved for DRB IP as indicated in following.

Agreements for NG-EN-DC and NE-DC and NR SA 

1
 UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.
Agreements

1
UE capability to be added for the maximum aggregate data rate per UE of user plane integrity protected data for DRBs.  

2
Lowest possible value for the data rate is 64 kbps

Agreements for EN-DC

1:
Integrity protection of DRB is not supported for EN-DC. 

Agreements for SA 

2:
Any data packet failing integrity check is discarded by PDCP.

3:
It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.
4:
In NR UE capability signalling add a code point for support of the full data rate of the UE.
5:
Signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.

6
Some description of the max DRB-IP data rate should remain visible in the AS specs (either 38.306 or 38.300). Details TBD.

FFS: After detecting [N] IP failures the UE reports the failure to the network.

FFS: Whether N=1 or >1, whether the report indicate the DRB that has failed.

Agreements

1
If integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session.
2
If ciphering applies to a PDU session then it is applied to all DRBs of the PDU session.

Note: Signalling may still be per DRB and the above constraints ensured by network configuration. To be concluded in final ASN.1 design.

In SA2 outgoing LS [1], it seems that SA2 still has a concern about the UE capability for the maximum aggregate data rate per UE is provided at the NAS layer or at the AS layer. It seems that SA2 prefer to provide the UE capability in the AS layer.
In CT1 LS [2], it indicates that “It is up to SA2 to decide on the need for a UE capability to signal the maximum supported data rate per UE for integrity protection for the DRBs, and to specify how this capability is used by the 5G Core Network”. It seems the key point if the capability is provided in NAS lay is up to the CN use the UE capability or not. If YES, it is reasonable to provide the capability in NAS layer, otherwise in AS layer.

In this paper we will analyze how to use the UE aggregate data rate for DRB IP based on DRB IP security policy and decide how to provide the UE aggregate data rate capability.
2. Discussion

According to the description of section 5.10.3 of 23.501, the User Plane security policies for a PDU session determined by the SMF are provided to the NG-RAN which indicates that whether UP integrity protection for one PDU session is “Required” or “Preferred” or “Not Needed”. The SMF determines the User Plane security policies for a PDU session at the PDU session establishment based on the SM subscription information received from UDM or User Plane Security Policy locally configured per (DNN, S-NSSAI) in the SMF. User Plane Security Policy from UDM takes precedence over locally configured User Plane Security Policy.
If the UP integrity protection for one PDU session is “Required”, then for all the traffic on the PDU Session UP integrity protection shall apply. So if the aggregate data rate for all the PDU sessions whose UP integrity protection indication is “Required” exceed the aggregate data rate per UE of user plane integrity protected data for DRBs, how does the gNB do next? If the UP integrity protection for one PDU session is “Preferred”, how does the gNB decide which PDU session is configured the DRB IP when lots of PDU sessions are indicated “Preferred”?
WF1: the SMF will ensure that the aggregated data rate of the PDU sessions whose security policy is “Required” does not exceed the data rate limitation.
WF2: remove the UE capability for the maximum aggregate data rate per UE, the gNB will configure an indication to enable the DRB IP for one DRB based on the indication from SMF.

WF3: keep the UE capability for the maximum aggregate data rate per UE, the UE capability will be transferred to the gNB at last no matter via AS layer or NAS layer. The gNB decides which DRB is configured the DRB IP within the PDU session that the SMF indicates the DRB IP is “required”.
WF4: keep the UE capability for the maximum aggregate data rate per UE, the UE capability will be transferred to the gNB at last no matter via AS layer or NAS layer. The SMF will indicate the DRB IP policy and the DR IP priority. The gNB decides which DRB is configured the DRB IP within the PDU session that the SMF indicates the DRB IP is “required” based on the DRB IP priority information.

For WF1, the SMF need to know the UE capability for the maximum aggregate data rate. So it is better to take the UE data rate capability to the network in NAS layer. But we are not sure if the SMF can ensure that or not.
For WF3 and WF4, it seems the UE data rate capability is not needed in SMF and AMF. So the UE data rate capability can be transferred to the network in AS layer.

Proposal 1: RAN2 is kindly asked to discuss the issue and decide a way forward.

For WF3 and WF4, the gNB has 2 options to deal with the PDU session that the DRB IP is not enabled in gNB side.

Option 1: the gNB continues to configure the DRB of one PDU session which require the DRB IP but not ensured by the gNB.

Option 2: the gNB rejects the PDU session which require the DRB IP to SMF if the DRB IP is not ensured by the gNB.

Proposal 2: RAN2 is also asked to confirm which option is to be adopted.

3. Conclusions:

In this contribution, we discuss the User Plane security policies for a PDU session and UE capability for the maximum aggregate data rate issue, we propose:

WF1: the SMF will ensure that the aggregated data rate of the PDU sessions whose security policy is “Required” does not exceed the data rate limitation.

WF2: remove the UE capability for the maximum aggregate data rate per UE, the gNB will configure an indication to enable the DRB IP for one DRB based on the indication from SMF.

WF3: keep the UE capability for the maximum aggregate data rate per UE, the UE capability will be transferred to the gNB at last no matter via AS layer or NAS layer. The gNB decides which DRB is configured the DRB IP within the PDU session that the SMF indicates the DRB IP is “required”.

WF4: keep the UE capability for the maximum aggregate data rate per UE, the UE capability will be transferred to the gNB at last no matter via AS layer or NAS layer. The SMF will indicate the DRB IP policy and the DR IP priority. The gNB decides which DRB is configured the DRB IP within the PDU session that the SMF indicates the DRB IP is “required” based on the DRB IP priority information.
Proposal 1: RAN2 is kindly asked to discuss the issue and decide a way forward.

Option 1: the gNB continues to configure the DRB of one PDU session which require the DRB IP but not ensured by the gNB.

Option 2: the gNB rejects the PDU session which require the DRB IP to SMF if the DRB IP is not ensured by the gNB.
Proposal 2: RAN2 is also asked to confirm which option is to be adopted.
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Annex:
5.10.3
PDU Session User Plane Security

The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates:

-
whether UP integrity protection is:

-
Required: for all the traffic on the PDU Session UP integrity protection shall apply.

-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply.

-
Not Needed: UP integrity protection shall not apply on the PDU Session.
-
whether UP confidentiality protection is:

-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply.
-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply.
-
Not Needed: UP confidentiality shall not apply on the PDU Session.
User Plane Security Enforcement information applies only over 3GPP access. Once determined at the establishment of the PDU Session it is provided to the UE and applies for the life time of the PDU Session.
The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on:

-
subscribed User Plane Security Policy which is part of SM subscription information received from UDM; and

-
User Plane Security Policy locally configured per (DNN, S-NSSAI) in the SMF that is used when the UDM does not provide User Plane Security Policy information.
The User Plane Security Policy provide the same level of information than User Plane Security Enforcement information.

User Plane Security Policy from UDM takes precedence over locally configured User Plane Security Policy.
The User Plane Security Enforcement information is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. This takes place at establishment of a PDU Session or at activation of the user plane of a PDU Session. The NG-RAN rejects the establishment of UP resources for the PDU Session when it cannot fulfil User Plane Security Enforcement information with a value of Required. In this case the SMF releases the PDU Session. The NG-RAN notifies the SMF when it cannot fulfil a User Plane Security Enforcement with a value of Preferred.

NOTE:
For example, the NG-RAN cannot fulfill requirements in User Plane Security Enforcement information when it cannot negotiate UP integrity protection with the UE.

User Plane Security Enforcement information is communicated from source to target NG-RAN node at handover. If the target RAN node cannot support requirements in User Plane Security Enforcement information, the target RAN node rejects the request to setup resources for the PDU Session. In this case the PDU Session is not handed over to the target RAN node and the PDU Session is released.

PDU Sessions with the User Plane Security Enforcement set to Required are not hand-over to EPS:

-
In the case of mobility without N26, the UE shall not request to hand-over to EPS a PDU Session with the User Plane Security Enforcement set to Required.

-
In the case of mobility with N26 to EPS, the source NG-RAN ensures that a PDU Session with User Plane Security Enforcement set to Required is not handed-over to EPS.
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