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1. Introduction

In RAN2#101 meeting, working assumptions about the security framework for INACTIVE are reached.

Working assumption:

1
NCC provided when the connection is suspended
2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.
In RAN2#101 meeting, agreements about the MSG 3 security for INACTIVE are reached.

Agreements

1
Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.

FFS Whether it may also be possible that the target gNB can verify the Msg3 in some cases.
=>
Include in previous offline whether Msg 3 is protected with old key or new.

2
Msg3 includes a MAC-I in the RRC message as in LTE

FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.

RAN2#101bis meeting, RAN2 agreed that RAN2 understand that target checking the MAC-I may be an implementation possibility but there is no specification impact in RAN2.
There are still some open issues and FFS need to be confirmed. 

· The NCC in suspend message is mandatory configuration or optional configuration?
· Whether the new NCC must be configured in the RRC Release message (for suspend case) if available?

· Whether the NCC in the suspend message is a new NCC or old NCC?

· Whether the MSG 4 will include a new NCC if available?
· If old NCC is included in MSG4, which key is to calculate MAC-I for MSG 3? Previous key or a new key based on the horizontal key derivation?
· FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.
· If the MSG4 should be ciphered?
In this paper, we aim to analyse the open issues and provide some proposals.
2. Discussion

In RAN2#101 meeting, RAN2 agreed that NCC provided when the connection is suspended. But it is no clear if the NCC IE in the RRC Release message is optional or mandatory.
In LTE, the RRC Release procedure and RRC resume to the same or different eNB procedure are as in annex copy from 36.300.
According to the TS33.401 [1], we observed some observations.

When the eNB initiates the RRC Connection Suspend procedure it sends S1-AP UE Context Suspend Request message to the MME. Upon reception of the S1-AP UE Context Suspend Request message the MME shall check its local policy. The new {NCC, NH} pair configuration from MME is up to the local policy indication. So the {NCC, NH} in the S1-AP UE Context Suspend Response message is optional configuration.
If the eNB has a fresh {NH, NCC} pair, the eNB shall keep KRRCint and delete other keys of the AS security context, i.e. keys KeNB, KRRCenc, KUPenc shall be deleted after sending the RRC Connection Suspend message to the UE. Otherwise, if a fresh {NH, NCC} pair was not received from the MME the eNB shall keep the AS keys.
If the RRC resume request message is received in a new eNB, source eNB shall derive a new KeNB* and the calculation of a new KeNB* will be based on either the new NH (if available) or the current KeNB*, using the target cell’s PCI and its frequency EARFCN-DL. In this case, when the RRC resume procedure is complete in the uu interface, the path switch procedure is triggered. The MME shall then send the newly computed {NH, NCC} pair to the target eNB in the S1 PATH SWITCH REQUEST ACKNOWLEDGE message. The target eNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any. So the {NH, NCC} pair in the S1 PATH SWITCH REQUEST ACKNOWLEDGE message is mandatory configuration. The {NH, NCC} pair will be used for the intra-cell HO for key isolation due to different eNBs.
If the RRC resume request message is received in the same eNB, a new KeNB* shall be derived and the single eNB performs the roles of both the source and target eNB. After a successful resume the eNB shall send S1-AP UE Context Resume Request message to the MME.  Upon reception of the S1-AP UE Context Resume Request message the MME shall check its local policy. The new {NCC, NH} pair configuration from MME is up to the local policy indication in this case. So the {NCC, NH} in the S1-AP UE Context Resume Response message is optional configuration.
Observation 1: the unused {NCC, NH} pair for RRC resume procedure is not always available in source eNB when the source eNB decides to suspend the UE RRC connection in LTE.

Observation 2: the integrity verification of MSG 3 is based on the old KRRCint derived by the old KeNB in LTE.

Observation 3: the key used for MSG 4 is refreshed based on either the new NH (if available) or the current KeNB no matter the target eNB is the same with source eNB or not.
When the UE receives the RRC Connection Resume message, then the UE shall check if the received NCC value is different from the current NCC value stored in the UE itself. If the NCC values differ then the UE needs to synchronize its locally kept NH. The UE then calculates a new KeNB* from either the new NH (if a new NCC value was received) or the current KeNB*, using the target cell’s PCI and its frequency EARFCN-DL in the target cell. The UE performs then further derivation of the AS keys (RRC integrity key, RRC encryption key and UP keys) from the new derived KeNB*. The UE checks the integrity of the RRC Connection Resume message by verifying the MAC-I. So the NCC configuration In MSG 4: RRC Resume message is mandatory configuration.
Observation 4: the NCC configuration in RRC Resume message is mandatory and the NCC is the new NCC if available, otherwise the current NCC is configured.

In NR, when the gNB want to suspend the UE, the gNB will initialize the UE Context Suspend procedure to the AMF, the AMF may configure the resume {NCC, NH} during the UE Context Suspend procedure. So the resume {NCC, NH} may be available before the gNB suspend the UE. Even though there is no available resume {NCC, NH}, the current NCC will also configure to the UE to indicate which key is used.
Proposal 1: the NCC in the RRC release message (for suspend case) in NR is mandatory configuration.

As discussed above, the resume {NCC, NH} may be available before the gNB suspend the UE. There are two options to handle the resume {NCC, NH}.
Option 1: configure the resume NCC in RRC Release message if available.

Option 2: the gNB may configure the resume NCC in RRC Release message. If not, the gNB can configure the resume NCC in RRC resume message (MSG 4).
No matter which message is used to configure the resume NCC, it will exhaust for the resume message at last. Consider the working assumption that “New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3” and the security concern in the RRC resume procedure as agreed in the RAN2#98 meeting, we propose that the gNB shall configure the resume NCC to the UE in the RRC Release message if available.
In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1

RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1

FFS Whether there may be cases where message where the MSG4 cannot be ciphered.

Proposal 2: the gNB shall always configure the resume NCC to the UE in the RRC Release message (for suspend case) if available.

If the new NCC is configured in the UE context suspend procedure from AMF, then the new NCC will be configured in the RRC Release message. So the followed RRC resume procedure will be based on the new NCC. If no new NCC configured from AMF in the UE context suspends procedure, the new NCC also will be configured as long as the UE resume the RRC connection toward to a new gNB and the new NCC will be exhausted soon in intra-cell HO for key isolation. If the UE resume the RRC connection toward to the source gNB, the key refresh is up to AMF based on the policy. In this case, In this case, we concern the security if the NCC is not refreshed and based on the current KgNB to get the KgNB*. 

If the NCC is exhausted, then the new KASME can be derived and another round NCC can be used, so we can not see the problem to configure the new NCC in RRC Release message every time.
So there are 2 options to handling the key configuration for the RRC resume procedure.

Option 1: the NCC in the RRC release message is always the new NCC and different form the current NCC in the UE.
Option 2: the new NCC is configured in the suspend message if available, otherwise the previous NCC is configured.

Proposal 3: RAN2 is kindly asked to discuss the NCC configuration issue from security concern.
If the resume NCC in the RRC Release (for suspend case) message in NR is mandatory configuration and the resume NCC will be configured in the suspend message if available, then there is no need to configure the NCC in the RRC resume message (MSG 4) during the procedure from RRC_INACTIVE state to RRC_CONNECTED state. Because there is no chance to receive a new {NCC, NH} again configured in the RRC resume message (MSG 4).

Proposal 4: the NCC is not configured in the RRC resume message (MSG 4) during the procedure from RRC_INACTIVE state to RRC_CONNECTED state.in NR.

If the new NCC is configured in the RRC release message, it is obvious that the MSG 3 will be integrity protected with the new key. Otherwise, then the horizontal key derivation can be used to derive the new key for MSG 3 integrity protection. So the MSG 3 is always integrity protected with the new key.

Proposal 5: MSG 3 is always integrity protected with the new key. If the new NCC is not available, then the horizontal key derivation can be used to derive the new key.
For this FFS “FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3”, we think it is SA3 scope, but we think the shortMAC-I calculation in LTE can be the baseline.
In [1], the I-RNTI will be exposed in the MSG3, so propos that the MSG 4should be ciphered. It is also a common understanding that the MSG 4 should be ciphered according the outgoing LS[3] but it is not an agreement.

Proposal 6: the MSG 4 during RRC resume procedure is ciphered including the RRC Resume message and RRC release message.

3. Conclusions:

In this contribution, we discuss some open issues and FFS. Based on the discussion, we propose:
Proposal 1: the NCC in the RRC release message (for suspend case) in NR is mandatory configuration.
Proposal 2: the gNB shall always configure the resume NCC to the UE in the RRC Release message (for suspend case) if available.

Option 1: the NCC in the RRC release message is always the new NCC and different form the current NCC in the UE.
Option 2: the new NCC is configured in the suspend message if available, otherwise the previous NCC is configured.

Proposal 3: RAN2 is kindly asked to discuss the NCC configuration issue from security concern.

Proposal 4: the NCC is not configured in the RRC resume message (MSG 4) during the procedure from RRC_INACTIVE state to RRC_CONNECTED state.in NR.

Proposal 5: MSG 3 is always integrity protected with the new key. If the new NCC is not available, then the horizontal key derivation can be used to derive the new key.
Proposal 6: the MSG 4 during RRC resume procedure is ciphered including the RRC Resume message and RRC release message.
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