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1. Introduction

In the RAN2#101bis meeting, RAN2 reached some agreements for the RRC Reestablishment procedure.

Agreements:

1
Re-establishment kind message is sent on SRB1 (with at least integrity protection) with the intention to allow re-establishment of DRBs without the network having to wait for the reception of re-establishment complete message.
2.
Network can response to the Reestablishment Request kind message with an RRC connection setup in case of RRC re-establishment failure.

FFS Whether it is also possible for the network to response with RRC Reject.

Working assumption:

1
MSG4 for re-establishment is not encypted
2
Adopt solution 1 from the paper for re-establishing the bearers (based on SMC+reconfiguration)
In this paper, we will discuss and confirm the left open issues for the RRC Reestablishment procedure.
2. Discussion

In LTE, the RRC re-establishment procedure is triggered in some cases, e.g. RLF, HOF, integrity check failure and RRC connection reconfiguration failure. For RLF, integrity check failure and RRC connection reconfiguration failure case, there is only one UE AS context in the last serving eNB before RRC re-establishment procedure. So in these cases, it is similar to the RRC resume procedure. For HO case, there are several cells own the UE AS context due to multiple cell preparation for HO case in order to improve the successful possibility of HO. The preparation of these cells includes sending security context containing KeNB*s and tokens for each cell to be prepared, as well as the corresponding NCC, the UE EPS security capabilities, and the security algorithms used in the source cell for computing the token, to the target eNB.
There is no UE context retrieval procedure before R13 in LTE, so the multiple cell preparation mechanism can improve the successful possibility of RRC Re-establishment and improve the mobility performance. But in NR, the UE context retrieval procedure will be supported. So it seems the multiple cell preparation mechanism is not necessary for NR. If the target gNB is not the last serving gNB, after reception of the RRC Re-establishment request kind of message, the target gNB can initialize the UE context retrieval procedure to the last serving gNB to get the UE AS context to resume the RRC connection.
Proposal 1: if the target gNB is not the last serving gNB, RRC reestablishment request kind of message will trigger the UE context retrieval procedure to the last serving gNB.
In LTE, the network will reply the RRCConnectionReestablishmentRequest message with RRCConnectionReestablishmentReject message due to congestion control. For NR, a FFS “FFS whether it is also possible for the network to response with RRC Reject” is left in last RAN2 meeting. 
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For NR, we prefer to use LTE as baseline; the network can reject the RRC reestablishment request kind of message. If the UE receive the RRC Reject message, the UE will release the UE context and go to idle state. The UE AS will notify the NAS about the RRC reject issue with cause value “RRC connection failure”.

Proposal 2: The network can reject the RRC reestablishment request kind of message. If the UE receive the RRC Reject message, the UE will release the UE context and go to idle state. The UE AS will notify the NAS about the RRC reject issue with cause value “RRC connection failure”.

In RRC Re-establishment procedure in LTE, the PCI of the source cell and C-RNTI allocated in source cell is included in the RRC Re-establishment request message. The PCI is used to address the target eNB and C-RNTI is used to address the UE context.

In RRC-reestablishment scenario, the involved area is smaller enough and the PCI can identify the target cell. If one connected UE is configured with additional UE AS context identity which is unique in one gNB, it will increase the complexity. So it is not necessary to configure the I-RNTI for RRC Re-establishment case. The RRC Harmonization of RRC resume procedure and RRC Re-establishment procedure will be not impacted if the different UE identity is used. The UE identity information in Harmonized RRC resume message can use a CHOICE structure in ASN.1 for different case.
Proposal 3: the PCI of the last serving cell and C-RNTI allocated by the last serving cell is included in the RRC Reestablishment Request kind of message used as UE identity information in MSG3.

In LTE RRC Re-establishment procedure, the cause is defined as below. Each value indicated cause which triggers the RRC Re-establishment procedure.

ReestablishmentCause ::=


ENUMERATED {











reconfigurationFailure, handoverFailure,











otherFailure, spare1}

The RRC Re-establishment will trigger the target gNB to forward some failure related information, e.g. measurement result when failure happens, to the source gNB for trouble shooting. So it is benefit to include the causes which trigger the RRC reestablishment procedure in the MSG 3.

Proposal 4: the cause values which trigger the RRC reestablishment procedure will be included in MSG 3.

For the security framework of RRC Reestablishment procedure, Re-establishment kind message is sent on SRB1 (with at least integrity protection) and MSG4 for re-establishment is not encrypted. We also think current RRC Reestablishment agreements didn't exclude to use a new key derived by horizontal key derivation for MSG3, and we are not sure whether there is a common understanding to use the old key or not. Thus, in our understanding, another option could be if the UE connects to a new gNB different from the source one, the horizontal key derivation for MSG3 could be used, and after path switch, the target gNB will get new NCC and update the key correspondingly, and this procedure also follows SA3 requirements.
Another issue is whether the target gNB can get the new NCC before sending the RRC reestablishment message. Normally, the gNB will not always has the unused NCC and the gNB will not have no chance get a new NCC during the short time duration of RRC reestablishment procedure. But if the target gNB is different the source gNB, after the RRC reestablishment procedure, the path switch procedure will be triggered then the gNB can get the new NCC. It is looks like a Xn/X2 handover case.
So if RAN2 still consider the current agreements for RRC reestablishment valid, then RAN2 should confirm if the NCC configured in MSG 4 is the new NCC or not and is mandatory configured or not?

Proposal 5: RAN2 is asked to confirm if the NCC configured in MSG 4 is the new NCC or not and is mandatory configured or not based on the current agreements for RRC reestablishment?
Proposal 6: If the NCC in MSG4 is old NCC, then target gNB different from the source gNB will use the old NCC to update the new key. RAN2 is asked to confirm if it violates the SA3 agreements.

Based on the discussion above, it seems reasonable to use the horizontal key derivation for the MSG 3 and MSG 4. If the target gNB is different the source gNB, after the RRC reestablishment procedure, the path switch procedure will be triggered then the gNB can get the new NCC. The intra-cell HO is triggered to isolate the key between different nodes. It is looks like an Xn/X2 handover case. Based on this, it is easy to harmonize the RRC resume procedure and RRC reestablishment procedure.

Proposal 7: RAN2 is asked to reconsider the security framework for RRC Reestablishment procedure.

3. Conclusions:

In this contribution, we discuss and confirm the left open issues for the RRC Reestablishment procedure. Based on the discussion, we propose:
Proposal 1: if the target gNB is not the last serving gNB, RRC reestablishment request kind of message will trigger the UE context retrieval procedure to the last serving gNB.

Proposal 2: The network can reject the RRC reestablishment request kind of message. If the UE receive the RRC Reject message, the UE will release the UE context and go to idle state. The UE AS will notify the NAS about the RRC reject issue with cause value “RRC connection failure”.

Proposal 3: the PCI of the last serving cell and C-RNTI allocated by the last serving cell is included in the RRC Reestablishment Request kind of message used as UE identity information in MSG3.

Proposal 4: the cause values which trigger the RRC reestablishment procedure will be included in MSG 3.

For security framework for RRC reestablishment procedure, it proposes:

Proposal 5: RAN2 is asked to confirm if the NCC configured in MSG 4 is the new NCC or not and is mandatory configured or not based on the current agreements for RRC reestablishment?
Proposal 6: If the NCC in MSG4 is old NCC, then target gNB different from the source gNB will use the old NCC to update the new key. RAN2 is asked to confirm if it violates the SA3 agreements.

Proposal 7: RAN2 is asked to reconsider the security framework for RRC Reestablishment procedure.
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