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1 Introduction

In RAN2 #101bis, the following agreements and working assumptions were made on re-establishment procedure [1]:

Agreements:

1
Re-establishment kind message is sent on SRB1 (with at least integrity protection) with the intention to allow re-establishment of DRBs without the network having to wait for the reception of re-establishment complete message.

2.
Network can response to the Reestablishment Request kind message with an RRC connection setup in case of RRC re-establishment failure.

FFS Whether it is also possible for the network to response with RRC Reject.

Working assumption:

1
MSG4 for re-establishment is not encrypted

2
Adopt solution 1 from the paper for re-establishing the bearers (based on SMC+reconfiguration)
In this contribution, we discuss further the above working assumptions from RAN2#101bis. 
2 Connection Re-establishment in NR
In RAN2#101bis, two alternative solutions were discussed to enhance the LTE re-establishment procedure and allow re-establishment of SRBs and DRBs in a single RRC procedure. 
Solution 1: similar to SMC+reconfiguration; the network can send reestablishment kind of message+reconfiguration

· Based on reestablishment message (NCC inside), the UE recovers SRB1 and activates security;

· Based on reconfiguration message, the UE recovers SRB2 and DRB;

Solution 2: similar to resume; the network can send resume kind of message and recover SRB/DRB simultanesouly

· New key based horizontal key derivation should be used for the security protection (integrity and ciphering) for MSG 4;

While solution 2 has the advantage of a single RRC message in the DL, the the re-establishment would need to be followed by a synchronous reconfiguration procedure (intra cell HO) to refresh the key.  Because the UE can end up re-establishing to a different gNB than it was initially connected to, if the network has an unused {NH, NCC} at the time of re-establishment, the UE needs to be provided with this NCC in the new gNB.  This is a direct consequence of the 2-hop security requirement mentioned in the latest LS from SA3 [2].  As a result, solution 2 would result in far worse performance compared to the solution adopted in the working assumption. 
Observation 1:
Horizontal key derivation will delay re-establishment when unused {NH, NCC} is available in the target cell.  

Proposal 1:
Confirm RAN2 working assumption on re-establishment: 1) MSG4 for re-establishment is not encrypted; 2) Adopt solution based on SMC+reconfiguration for re-establishing the bearers. 

Given the working assumption is confirmed, a number of aspects related to UE behaviour related to MSG3 and MSG4 can therefore be addressed.  
Re-establishment Cause
In LTE, the re-establishment cause can be set to reconfigurationFailure, handoverFailure, and otherFailure in order for the network to distinguish and act on failed reconfiguration or failed handover.  Specific cause values are not required for RLF, integrity check failure, or mobility from E-UTRA.  We think the same applies to NR re-establishment. 
Proposal 2:
LTE Re-establishment cause values are re-used for NR (i.e. recofigurationFailure, handoverFailure, and otherFailure).

MAC-I calculation
Since the NCC is provided in the re-establishment message, the LTE approach should be re-used.  More specifically, the short MAC-I is computed based on the key used in the source cell prior to HO, or in the cell where re-establishment was triggered.   

Proposal 3:
MAC-I for MSG3 in re-establishment is generated using the key used by the UE source cell (for synchronous reconfiguration case) or cell where re-esblishment occurred.  

UE ID

UE ID in LTE consists of PCI+C-RNTI (used by eNB to identify UE and fetch the UE’s context) and short MAC-I (to verify that this is a real UE).   For NR the possibility of using I-RNTI instead was discussed.  
The main advantage for using the I-RNTI is to harmonize the re-establishment and resume procedure (use a single procedure).  It has, however, the following disadvantages:
· I-RNTI needs to be provided to every connected mode UE, effectively reducing the ID space available compared to the case where it is only provided to INACTIVE UEs.  This could be an even greater concern given that MSG3 size for NR needs to be the same as LTE
· Handling of I-RNTI would need to be further considered/specified in the HO procedure (e.g. synchronous reconfiguration would require a change of the I-RNTI)  

Given the disadvantages, and that the working assumptions associated with resume and re-establishment indicate that a completely common procedure is not possible, it would make sense to use PCI+C-RNTI for the UE ID.
Proposal 4:
UE ID for re-establishment message is PCI+C-RNTI.

Security activation at the UE
In LTE, the RRCConnectionReestablishment message is sent on SRB0 and used to re-establish SRB1.  For NR, msg4  (i.e. the re-establishment like message) is integrity protected and sent on SRB1.  The UE has to therefore re-establish SRB1 using the store security context in order to successfully receive msg4. 
The UE should use the same key used for generation of the MAC-I by the UE in MSG3.
Proposal 5:
The UE re-establishes SRB1 when re-establishment procedure is triggered.

Proposal 6:
The key used for re-establishment kind of message is the same key used by the UE for generation of the MAC-I, i.e. the key used by the UE in the source cell (for synchronous reconfiguration case) or cell where re-establishment occurred
Upon reception of the NCC by the UE, the UE can generate a new key which it uses to decipher the subsequent RRC reconfiguration message.  Consistent with the “SMC+Reconfiguration” solution, the UE would then send a single response message both integrity protected and ciphered with this new key.
Proposal 7:
Upon reception of re-establishment kind of message, the UE re-establishes SRB1, generates the new key using the received NCC and decodes subsequent reconfiguration message integrity protected and ciphered with the new key.

Proposal 8:
UE sends a single complete message (reestablishment complete) to confirm re-establishment of SRB1, SRB2 and DRBs.  

3 Conclusion

In this contribution the following observations were made on NR re-establishment procedure:

Observation 1:
Horizontal key derivation will delay re-establishment when unused {NH, NCC} is available in the target cell.  

Based on these observations, the following conclusions were made:

Proposal 1:
Confirm RAN2 working assumption on re-establishment: 1) MSG4 for re-establishment is not encrypted; 2) Adopt solution based on SMC+reconfiguration for re-establishing the bearers. 

Proposal 2:
LTE Re-establishment cause values are re-used for NR (i.e. recofigurationFailure, handoverFailure, and otherFailure).

Proposal 3:
MAC-I for MSG3 in re-establishment is generated using the key used by the UE source cell (for synchronous reconfiguration case) or cell where re-esblishment occurred.  

Proposal 4:
UE ID for re-establishment message is PCI+C-RNTI.

Proposal 5:
The UE re-establishes SRB1 when re-establishment procedure is triggered.

Proposal 6:
The key used for re-establishment kind of message is the same key used by the UE for generation of the MAC-I, i.e. the key used by the UE in the source cell (for synchronous reconfiguration case) or cell where re-establishment occurred

Proposal 7:
Upon reception of re-establishment kind of message, the UE re-establishes SRB1, generates the new key using the received NCC and decodes subsequent reconfiguration message integrity protected and ciphered with the new key.

Proposal 8:
UE sends a single complete message (reestablishment complete) to confirm re-establishment of SRB1, SRB2 and DRBs.  
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