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Introduction

Integrity protection has been included in information element but the actual integrity protection function has not been specified. Attached is a CR proposing text specifying the integrity protection function.

The description of integrity protection needs to be updated after the introduction of using several signalling radio bearers for one RRC connection.

Discussion

Two different principles can be used for integrity protection for messages on one RRC connection since several signalling radio bearers are used for the RRC signalling belonging to one RRC connection. Either integrity protection is performed per signalling radio bearer or it is performed per RRC connection. 

If integrity protection is performed per RRC connection, it must be specified how many out of sequence messages (Figure 1) the integrity protection function must be able to handle.  If integrity protection is performed per signalling radio bearers this needs not to be specified.
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Figure 1. Out of sequence messages.

It is possible that messages with the old integrity protection configuration are received after the change of integrity protection configuration has been successfully completed (Figure 3).
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Figure 3 Change of integrity protection configuration

If integrity protection is performed per signalling radio bearer, this problem can be solved by informing at which RRC sequence number each signalling radio bearer shall start using the new configuration. If integrity protection is performed per radio connection, this problem can be solved in the receiving side by using the old and new configuration on each signalling radio bearer until the first message with the new configuration is received. (This can also be used when several signalling radio bearers are used but is a ‘dirtier’ solution.)

If integrity protection is performed per signalling radio bearer, the same value on COUNT will be used on the different radio bearers. This problem does not occur if integrity protection is performed per RRC connection.

Proposal

It is proposed to have integrity protection per signalling radio bearer, not per RRC connection. It is also proposed to store the highest value of HFN for all the signalling radio bearers when an RRC connection is released. 
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8.1.3
RRC connection establishment
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Figure 6: RRC Connection Establishment, network accepts RRC connection
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Figure 7: RRC Connection Establishment, network rejects RRC connection

8.1.3.1
General

The purpose with this procedure is to establish an RRC connection. 

8.1.3.2
Initiation

The non-access stratum in the UE may request the establishment of at most one RRC connection per UE.

The UE shall transmit an RRC CONNECTION REQUEST message on the uplink CCCH, reset counter V300, and start timer T300. 

The UE shall set the IE "Establishment cause" according to indications from the non-access stratum or according to the paging cause received from the PAGING TYPE 1 message.

The UE shall set the IE "Initial UE identity" according to subclause 8.5.1 

The UE shall indicate its capability in the IE "Initial UE capability". 

The UE shall include a measurement report, as specified in the IE "Intra-frequency reporting quantity for RACH reporting" and the IE "Maximum number of reported cells on RACH" in system information block type 11.

8.1.3.3
Reception of an RRC CONNECTION REQUEST message by the UTRAN

UTRAN should either

-
transmit an RRC CONNECTION SETUP message on the downlink CCCH or 

-
transmit an RRC CONNECTION REJECT message on the downlink CCCH. On the UTRAN side, the procedure ends and all context information for this UE may be deleted in UTRAN.

8.1.3.4
Reception of a RRC CONNECTION SETUP message by the UE

The UE shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION SETUP message with the value of the IE "Initial UE identity" in the most recent RRC CONNECTION REQUEST message sent by the UE. 

-
If the values are identical, the UE shall stop timer T300, and perform the following actions. 

-
If the values are different, the UE shall ignore the rest of the message

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.
The UE shall

-
store the value of the IE "U-RNTI" and

-
initiate the signalling link parameters according to the IE "RB mapping info".

If the IE "C-RNTI" is included, the UE shall 

-
use that C-RNTI on common transport channels in the current cell.

If neither the IE "PRACH info (for RACH)",nor the IE "Uplink DPCH info" is included, the UE shall 

-
let the physical channel of type PRACH that is given in system information to be the default in uplink for RACH 

If neither the IE "Secondary CCPCH info", nor the IE "Downlink DPCH info" is included, the UE shall 

-
start to receive the physical channel of type Secondary CCPCH that is given in system information to be used as default by FACH.

The UE shall enter a state according to 8.5.8.

The UE shall transmit an RRC CONNECTION SETUP COMPLETE message on the uplink DCCH, with contents as specified below. 

If requested in the IE "Capability update requirement" sent in the RRC CONNECTION SETUP message, the UE shall include its UTRAN-specific capabilities in the IE "UE radio capability".""

If requested in the IE "Capability update requirement" sent in the RRC CONNECTION SETUP message, the UE shall include its inter-system capabilities in the IE "UE system specific capability".

When the transmission of the RRC CONNECTION SETUP COMPLETE message has been confirmed by RLC the UE shall update its variable UE_CAPABILITY_TRANSFERRED which UE capabilities it has transmitted to the UTRAN, set the variable INTEGRITY_STATUS to “Integrity protection off” and the procedure ends.

8.1.12
Security mode control
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Figure 16: Security mode control procedure

8.1.12.1
General

The purpose of this procedure is to trigger the start of ciphering or to command the change of the cipher key, both for the signalling link and for any of the radio bearers.

It is also used to start integrity protection or to restart integrity protection for uplink and downlink signalling. 

8.1.12.2
Initiation

Prior to UTRAN initiates a security mode control procedure for control of ciphering and if the UE has radio bearers using RLC-AM or RLC-UM, UTRAN suspends all radio bearers belonging to the CN domain for which the security mode control procedure is initiated. Also the signalling radio bearers, except the one used for RRC messages using RLC-AM, used by the security mode procedure itself, are suspended. For each suspended radio bearer, UTRAN includes the current RLC send sequence number in the IE "Radio bearer downlink activation time info" in the IE "Ciphering mode info".

Further, if the UE has radio bearers using RLC-TM, UTRAN sets the IE "Activation time for DPCH" in the IE "Ciphering mode info" to the CFN at which the new ciphering configuration shall become active. 

To start or reconfigure ciphering and/or integrity protection, the UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC.

When the transmission of the SECURITY MODE COMMAND has been confirmed by RLC, and if the security mode control procedure is used to control ciphering, UTRAN starts to cipher the messages on the signalling radio bearer used for RRC messages using RLC-AM, with the new ciphering configuration.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to 8.5.7.

If the IE "ciphering capabilities" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using any new cipher and/or integrity protection configuration. 

For each radio bearer mapped on RLC-UM or RLC-AM, for which the ciphering configuration was changed, the UE shall include the current value of the RLC send state variable, VT(S), in the IE "Radio bearer uplink ciphering activation time info".

When the transmission of the SECURITY MODE COMPLETE message has been confirmed by RLC, the UE shall resume data transmission on any suspended radio bearers mapped on RLC-UM or RLC-AM and the procedure ends.

8.1.12.4
Cipher activation time too short

If the time specified by the IE "Activation time for DPCH" or the IE "Radio bearer downlink ciphering activation time info" contained in the IE "Ciphering mode info"" has elapsed, the UE shall switch immediately to the new cipher configuration.

8.1.12.5
Unsuccessful verification of IE 'UE ciphering capabilities'

If the received IE 'UE ciphering capabilities' is not the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.

8.1.12.6
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, the procedure ends.

8.5.2
Actions when entering idle mode from connected mode

When entering idle mode from connected mode, the UE shall attempt to select a suitable cell to camp on. The UE shall perform cell selection when leaving connected mode according to [25.304].

While camping on a cell, the UE shall acquire system information according to the system information procedure in section [8.1], perform measurements according to the measurement control procedure specified in section [8.4] and, if registered, be prepared to receive paging and notification messages according to the paging procedure in section [8.2].

The UE shall compare the 20 most significant bits of the ciphering hyper frame number for each radio bearer and store the highest value in the USIM. 

The UE shall compare the values of HFNI_U[n] and HFNI_D[n] where n = 0…3, and store the highest value  [in the USIM.
8.5.7.3.5
Integrity protection mode info

If the IE "Integrity protection mode info" is present, the UE shall check the IE "Integrity protection mode command" as part of the IE "Integrity protection mode info", and perform the following:
· If IE "Integrity protection mode command" has the value "start/restart" and the variable INTEGRITY_STATUS has the value “integrity protection off”, the UE shall 
-
set the variable INTEGRITY_STATUS to “integrity protection started” 
-
perform integrity protection on the received message as descibed in sub-clause 8.5.7.3.x. 
-
use the algorithm (UIA [TS 33.102]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info” 
-
use the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [TS 33.102] . 
· If IE "Integrity protection mode command" has the value "start/restart" and the variable INTEGRITY_STAUS has the value “integrity protection started”, the UE shall 
-
restart integrity protection in the downlink at the RRC sequence number indicated by the IE “Signalling radio bearer integrity protection activation info”, included in the IE “Integrity protection mode info”. The UE shall immediately start integrity protection on RB 1 and perform integrity protection on the received message as described in subclause 8.5.7.3. 
-
use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [TS 33.102]) and use the IE "Integrity protection initialisation number" as the value of FRESH [TS 33.102] ", both contained in the IE "Integrity protection mode info". If a new integrity protection key has been received, the new key shall be used and the integrity protection HFN shall be set to 0. 

-
If IE "Integrity protection mode command" has the value "modify", the UE shall start to use integrity protection, using the integrity protection algorithm (UIA [TS 33.102]) indicated by the IE "Integrity protection algorithm" contained of the IE "Integrity protection mode info".

If the IE "Integrity protection mode info" is not present, the UE shall not change the integrity protection configuration.

8.5.7.3.x
Integrity check info

If the IE “Integrity check info is present” the UE shall act as described in sub-clause 8.5.11.1.
8.5.11 Integrity protection 
Integrity protection shall be performed independently on the RRC messages sent on each signalling radio bearer. 
For each signalling radio bearer, the UE shall use two integrity protection hyper frame numbers,
-
HFNI_U[n] in the uplink, corresponding to HFN in 3G TS 33.102
-
HFNI_D[n] in the downlink, corresponding to HFN in 3G TS 33.102;
two message sequence numbers,
-
RRC–SN_U[n] in the uplink, 
-
RRC SN_D[n] in downlink;
where n is the RB identity of the signalling radio bearer (0-3). 
8.5.11.1 Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the variable INTEGRITY_STATUS has the value “integrity protection started” and the IE ‘Integrity check info’ is present the UE shall:

-
check the value of the IE “RRC message sequence number” included in the IE “Integrity check info”. If the RRC message sequence number is lower than or equual to RRC_SN_D[n], the UE shall increment HFNI_D [n] with one.
-
calculate an expected message authentication code in accordance with 8.5.11.3.  
-
compare the expected message authentication code with the value of the received IE “message authentication code” contained in the IE ‘Integrity check info’. 
-
If the expected message authentication code and the received message authentication code are the same, the variable INTEGRITY_FAILURE_COUNT shall be set to 0. 
-
If the calculated expected message authentication code and the received message authentication code differ, the message shall be discarded and the variable INTEGRITY_FAILURE_COUNT shall be incremented by 1. 
-
When the variable INTEGRITY_FAILURE_COUNT equals N311, the RRC procedure ends and the UE shall release all it resources and enter idle mode. Other actions the UE shall perform when entering idle mode are specified in sub-clause 8.5.7.
If the UE receives an RRC message on signalling radio bearer with identity n, variable INTEGRITY_STATUS has the value “integrity protection started” and the IE ‘Integrity check info’ is not present the UE shall:

-
release all it resources and enter idle mode. Other actions the UE shall perform when entering idle mode are specified in sub-clause 8.5.7.
8.5.11.2 Integrity protection in uplink
Upon transmitting an RRC message using the signalling radio bearer with radio bearer identity n, and the variable INTEGRITY_STATUS has the value “integrity protection started” the UE shall:

-
increment RRC_SN_U[n] with 1. When RRC_SN_U [n] becomes 0, the UE shall increment HFNI_U[n] with 1. 
-
calculate a message authentication code in accordance with 8.5.11.3 
-
include the IE “Integrity check info” in the message with contents set to the current RRC_SN_U[n] and the calculated message authentication code.
8.5.11.3 Calculation of message authentication code
The UE shall calculate the message authentication code in accordance with 3G TS 33.102, applying the signalling data (MESSAGE) as all the information elements in the message except the IE “Integrity check info”.  
10.1.7.5
SECURITY MODE COMMAND


RLC-SAP: AM 


Logical channel: DCCH


Direction: UTRAN to UE

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




CN Information elements





CN domain identity
M


Indicates which cipher and integrity protection keys are is 

applicable













UE information elements





Ciphering capability
M




Ciphering mode info
O


Only present if ciphering shall be controlled

Integrity protection mode info
O


Only present if integrity protection shall be controlled







Multi Bound
Explanation

MaxReconRBs
For each radio bearer that is reconfigured

10.1.7.6
SECURITY MODE COMPLETE


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE to UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


Uplink integrity protection activation info
O

Integrity protection activation info














Multi Bound
Explanation

MaxReconRBs
For each radio bearer that is reconfigured

10.2.3.36
Integrity protection hyper frame number

This hyper frame number (HFN) is used to initialise the integrity protection algorithm.

For integrity protection, the HFN is concatenated with the sequence number in the IE "Integrity check info" to form the parameter COUNT-I in the integrity protection algorithm. HFN is the most significant bits of COUNT-I. When the COUNT-I is initialised: COUNT-I = HFN (the LSB part of COUNT-I is set to zero).

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

Integrity protection HFN
M

0..228-1
Start value for uplink and downlink COUNT-I

10.2.3.37
Integrity check info

The Integrity check info contains the RRC message sequence number needed in the calculation of XMAC-I [TS 33.102] and the calculated MAC-I. 

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

Message authentication code
M

Integer (0..232-1)
MAC-I   [TS 33.102] 

RRC Message sequence number
M

Integer (0..15)
The local hyper frame number (HFN) is concatenated with the RRC message sequence number to form the input parameter COUNT-I for the integrity protection algorithm.

10.2.3.38
Integrity protection mode info

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

Integrity protection mode command
M

Enumerated(start/restart, modify)


Downlink integrity protection activation info
C-start/restart

Integrity protection activation info


Integrity protection algorithm 
M


UIA [TS 33.102]

Integrity protection initialisation number
C-start/restart

Integer (0..232–1)
FRESH [TS 33.102]

Condition
Explanation

Start/restart
The IE is present only when the IE "Integrity protection mode command" has the value "start/restart".

10.2.4.x
Integrity protection activation info

This IE contains the time, in terms of RRC sequence numbers, when a new integrity protection configuration shall be activated for the signalling radio bearers.

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

RRC message sequence number

2 to 3
Integer (0..

15)
The RRC sequence number when a new integrity protection configuration shall be applied, for signalling radio bearers in the order RB0, RB2, RB3.

13.3
UE constants and parameters

Constant
Value
Usage

N300

Maximum number of retransmissions of the RRC CONNECTION REQUEST message 

N301

Maximum number of retransmissions of the RRC CONNECTION REESTABLISHMENT REQUEST message 

N302

Maximum number of retransmissions of the CELL UPDATE message

N303

Maximum number of retransmissions of the URA UPDATE message

N304

Maximum number of retransmissions of the UE CAPABILITY INFORMATION message

N310

Maximum number of retransmission of the PUSCH CAPACITY REQUEST message

N311

Maximum number of integrity protection failures

N312
Integer (1..1024)
Maximum number of successive "in sync" received from L1. 

N313
Integer (1..1024)
Maximum number of successive "out of sync" received from L1.

N315
Integer (1..1024)
Maximum number of successive "in sync" received from L1 during T313 is activated.
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