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0. Reference

[1] R2-99924 Procedure to change the ciphering key of a connection (Source: Nortel Networks)
[2] TS 33.102 Security Architecture v3.1.0
[3] TS 25.331, DRAFT RRC Protocol Specification, v1.3.0
1. Introduction

In the last meeting, R2-99924 [1] proposed to introduce the security control procedure in RRC protocol in order to trigger the start of ciphering. We presents an additional  parameter to the message. 
At the very first SECURITY CONTROL COMMAND message from UTRAN to the UE (e.g. after authentication procedure between UE and the NW), it is assumed that  UTRAN should indicate  to the UE which version of the UEA (UMTS Encryption Algorithm)  in the UTRAN. (For the UEA　negotiation between UTRAN and UE, please refer to 33.102 [2].) We propose to introduce an IE “Chosen Encryption Algorithm” into the SECURITY CONTROL COMMAND message.

2. Proposed changes to R2-99924
We present our claim as modifications to R2-99924, which is originally presented as the changes for TS25.331 v.1.3.0[3].

10.1.7.4 SECURITY CONTROL COMMAND

RLC-SAP: t.b.d. 

Logical channel: DCCH

Direction: UTRAN to UE
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