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1 Introduction

This document provides change requests to WG2 permanent documents, related to the ciphering model agreed during the WG2#4 meeting. Some outstanding issues are also listed.

2 Outstanding issues related to ciphering and authentication

The selection of cipher keys in case of multiple CN connections has been discussed. Two options are proposed :

1. Use of separate keys for each CN domain (CS/PS). The signalling plane would use either the latest cipher key exchanged between UTRAN and CN, or keep the first allocated one. In any case, the cipher key for signalling plane should not be used over more than a certain time (in the order of one day according to SA3 liaison statement).

2. Use of the same key for both CN domains. The latest key exchanged between UTRAN and CN is used. It means the cipher key has to be changed during connection.

With both options, it is required to change the cipher key, the second option requesting higher number of changes. A cipher key change procedure has therefore to be defined. Also mechanisms to trigger the change of cipher keys have to be defined.

3 Proposed changes to TS 25.301

It is proposed to replace section 8 of 25.301 with the following text :

8
Ciphering

8.1
Location of ciphering function in the UTRAN protocol architecture

The ciphering function is performed either in the RLC sub-layer or in the MAC sub-layer, according to the following rules :

If a logical channel is expected to be supported on common transport channel and has to be ciphered, it can not use the transparent mode of RLC (it should use the UM RLC mode instead).

If a logical channel is using a non-transparent RLC mode (AM or UM), ciphering is performed in the RLC sub-layer.

If a logical channel is using the transparent RLC mode, ciphering is performed in the MAC sub-layer (MAC-d entity).

According to this model, ciphering is always performed in the SRNC, and the context needed for ciphering (Kc, HFN, etc.) is only known in SRNC. This concept is illustrated on the figure below :
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Figure 1 : MAC + RLC ciphering concept (UTRAN side)
8.2
Ciphering algorithm

8.2.1
Overview

When ciphering is performed in the RLC sub-layer, it performs the encryption/decryption of the data part of an RLC PDU, based on XOR combining with a mask obtained as an output of the ciphering algorithm.

When ciphering is performed in the MAC sub-layer, it performs the encryption/decryption of a MAC SDU (RLC PDU), based on XOR operation with a mask obtained as an output of the ciphering algorithm.

The generic algorithm and its parameters are described in the following figure
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Figure 2 : Ciphering algorithm and parameters
8.2.2
Ciphering algorithms parameters

8.2.2.1
Ciphering sequence number

The ciphering sequence number (CSN) shall be at least 32 bits long. It is composed of a ‘long’ sequence number called Hyper Frame Number HFN, and a ‘short’ sequence number, which depends on the ciphering mode, as described below. There is one ciphering sequence per logical channel using AM or UM mode plus one for all logical channels using the transparent mode (and mapped onto DCH).

The Hyper Frame Number (HFN) is initialised by the UE and signalled to the SRNC before ciphering is started. It is used as initial value for each ciphering sequence, and it is then incremented independently in each ciphering sequence, at each cycle of the ‘short’ sequence number. When a new RAB / logical channel is created during a RRC connection, the highest HFN value currently in use is incremented, and used as initial value for the ciphering sequence of this new logical channel. The highest HFN value used during a RRC connection (by any ciphering sequence) is stored in the USIM, and the UE initialises the new HFN for the next session with a higher number than the stored one. If no HFN value is available in USIM, the UE randomly selects a HFN value.

Depending on the requirements (e.g. how many successive RRC Connections can use the same ciphering key), it may be sufficient to use only the most significant bits of HFN in the re-initialization (and set LSBs implicitly to zero). This may be necessary at least if the HFN value needs to be included in the RRC Connection Request message.

The ‘short’ sequence number is :

For RLC TM on DCH, the CFN of the UEFN is used and is independently maintained in UE MAC and SRNC MAC-d. The ciphering sequence number is identical to the UEFN.

For RLC UM and AM modes, the RLC sequence number is used, and is directly available in each RLC PDU at the receiver side (it is not ciphered). The HFN is incremented at each RLC SN cycle.

The figure below presents some examples of the different ciphering sequence numbers, assuming various sizes for the ‘short’ sequence numbers. This proposal permits to exchange a unique HFN and also to use a unique CSN size, which should permit to reduce the implementation complexity of the ciphering function. In this example, the HFN is 25 bits long, and only the 20 MSB are used for the CSN of the RLC AM mode.
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Figure 3 : Example of ciphering sequence number for all possible configurations
8.2.2.2
Ciphering key Kc
Kc is exchanged between the UE and SRNC during the authentication phase. The selection of Kc when a UE is connected with multiple CN is FFS.

8.2.2.3
ID

This parameter indicates the logical channel identity, which shall be unique within a RRC connection. It is used as input parameter of the ciphering algorithm to ensure that the same ciphering mask is not applied to two or more parallel logical channels having the same Kc and same CSN. Each logical channel is ciphered independently.

8.2.24
Direction

This parameter indicates the transmission direction (uplink/downlink).













4 Proposed changes to TS 25.321 (MAC protocol)

Changes are proposed to include the ciphering/deciphering function in MAC architecture (section 4.2.3 and 4.2.4).

4.1 Changes in section 4.2.3, figure 4.2.3.3
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Figure 4.2.3.3. UE side MAC architecture / MAC-d details

4.2 Changes to section 4.2.3.4, figure 4.2.3.4
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Figure  4.2.4.3 UTRAN side MAC architecture / MAC-d details

5 Proposed changes to TS 25.322

Changes are proposed to UM and AM models in sections 4.2.1.2 and 4.2.1.3.

5.1 Changes in section 4.2.1.2
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Figure 4 Model of two acknowledged mode peer entities

5.2 Changes to section 4.2.1.3
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Figure 5 Model of a acknowledged mode entity
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