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1 Introduction

This paper presents three ciphering models for the radio interface of UTRAN. Benefits and drawbacks of each model are listed and discussed. The purpose of this paper is to start the discussion on ciphering termination in RAN WG2. We propose the startup of a adhoc group to solve the issue of ciphering termination. The issue is urgent, since it might have an impact on protocol architecture.

2 Assumptions

· The ciphering mechanism is similar as for GSM, see Figure 1. However, the ciphering algorithm might well be changed to provide better security. Another important issue when selecting ciphering algorithm is capacity. A ciphering algorithm supporting parallell execution is necessary to efficiently provide secure high bit rate services. However, the choice of ciphering algorithm is not a task for RAN WG2, and is therefore not treated in this contribution.
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Figure 1. Ciphering mechanism

· The Sequence Number (SN) used to synchronise the ciphering algorithm should have a length of at least 32 bits [1].

· Radio interface ciphering is terminated in the RNC [1].

· All types of Radio Access Bearers must be able to be ciphered in all kinds of realisations.

· Signalling transferred using CCCH do not need to be ciphered. CCCH signalling include:

· initial access (RRC connection establishment) 

· RRC connection re-establishment

· Cell and URA update. 

If any these procedures need to be ciphered, DCCH should be used. However, there may be other means to provide integrity for these procedures than ciphering.

· Failed de-ciphering needs to be detected as soon as possible. This enables the network to detect and deal with unsuccessful de-ciphering for fast recovery of the connection.

3 Model using Radio Frame Number on Layer 1

In this model, Figure 2, the Radio Frame Number is used as the least significant part of a ciphering synchronisation counter with a length of 32 bits. For dedicated channels the Radio Frame Number is UE specific whereas for common channels the Radio Frame Number is cell specific. For RACH, the Radio Frame Number that the message part starts in should be used. 

Ciphering is done on Layer 1, after insertion of CRC, i.e. below macro diversity split. This means that the insertion and removal of CRC on Layer 1 is moved from Node B to the RNC. 

For dedicated channels, this means that ciphering would be performed on transport blocks, before attachment of CRC. In case the transport interval spans several physical layer frames, the Radio Frame Number of the first physical layer frame should be used. All Transport Blocks transmitted within a Transport Interval are ciphered as one unit.

For common channels, only MAC SDU is ciphered. C/D field is required to identify CCCH traffic from DCCH/DTCH traffic, as CCCH traffic will not be ciphered. RNTI field is needed to identify to user of DCCH/DTCH traffic. C/T field is needed if there will be a requirement to set ciphering on/off per Radio Access Bearer. This might be desirable for services that do not need ciphering.

This model has the following benefits:

· No additional overhead needed. The Radio Frame Number of layer 1 is reused.

· Detection of erroneous de-ciphering provided.

· Increased overhead on Iub. This model requires that the Layer 1 CRC is calculated in the RNC. Currently, it is calculated and removed by Node B.

· Though ciphering is performed on Layer 1, MAC sublayer frame structure needs to be considered.

· Ciphering of all transport channel types possible. 
This model has the following drawbacks:

· Hybrid ARQ is not possible.
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Figure 2. Ciphering model using Radio Frame Number on Layer 1

4 Model using Radio Frame Number and RLC Sequence Number

In this model, see Figure 3, non-transparent RLC is using the RLC sequence number and transparent RLC is using the Radio Frame Number for ciphering synchronisation.

For transparent RLC, the Radio Frame Number is used as described in chapter 3. However, only dedicated transport channels can be used, as MAC-c is scheduling common channels and MAC-d is not aware of Radio Frame Number is this case.

For non-transparent RLC, the RLC sequence number is used as the least significant part of a 32 bit ciphering synchronisation counter. The RLC sequence number must be large enough to cater for transmission delays and high speed links such that no ambiguity of the value of the ciphering synchronisation counter exists. Ciphering is performed over the payload part of every RLC PDU. A CRC checksum is added do detect erroneous de-ciphering. Since the RLC sequence number is used for ciphering synchronisation, the RLC header is left un-ciphered.

This model has the following benefits:

· Ciphering of all transport channel types possible. (transparent mode RLC only used on DCH or on CCCH, BCCH, PCCH)

· No additional overhead needed. The Radio Frame Number of layer 1 and RLC sequence number are reused.

This model has the following drawbacks:

· Detection of erroneous de-ciphering requires CRC on RLC.

· Transparent mode RLC can only be transmitted of dedicated transport channels

· The model includes 2 methods for ciphering. This might increase implementation complexity.

· Rather big sequence number needed for unacknowledged mode RLC, however, not 32 bits perhaps 10 bits.
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Figure 3. Ciphering model using Radio Frame Number and RLC Sequence number

5 Model using a ciphering sublayer 

In this model, see Figure 4, a separate ciphering sublayer is introduced. The ciphering sublayer adds a sequence number (Least significant part of the 32 bit ciphering synchronisation counter) and a CRC for detection of erroneous de-ciphering to every RLC SDU. The length of the sequence number must be such that no ambiguity of the value of the ciphering synchronisation counter arises.

This model has the following benefits:

· Detection of erroneous de-ciphering provided.

· Ciphering of all transport channel types possible.

This model has the following drawbacks:

· Additional overhead is needed. Every RLC SDU is appended with a CRC and sequence number for ciphering purpose.
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Figure 4. Ciphering model using a ciphering sublayer

6 Integrity control

On common channels, there is a need to continuously ensure that transmitted data is really originated from the user that performed the authentication, to stop fraud users from transmitting on others account. Using ciphering is one way to achieve this. Provided that the network is able to detect incorrect deciphering (e.g. through CRC check), fraud users are identified and their traffic can be removed. 

However, ciphering of user traffic is not always feasible. For instance, some countries do not allow ciphering of user traffic in cellular networks. Further, there are services not requiring ciphering of the RAB, because ciphering is done on higher layer, e.g. Ipsec. For these services, ciphering in access stratum would be superfluous from a data integrity point of view, and only cause extra processing in UTRAN and UE.

In these cases an alternative integrity check can be performed for each message transmitted on common channels, to prevent fraud users from transmitting on the common channels using other users RNTI. This is made by attaching a Message Authentication Code (MAC) to each message sent on the RACH. The MAC is then verified by the network to identify authenticated user. On the FACH, the MAC can be used by the UE to authenticate the network, to eliminate the use of fraud Node Bs to extract authentication information from UEs.

7 Conclusion

We have presented three possible ciphering models to start the discussion on the ciphering termination point in RAN WG2. We feel that ciphering might have an impact on the protocol architecture, and therefore needs to be discussed urgently.
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