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1. Overall Description
RAN2 would like to thank SA3 for their reply LS on algorithm input and output. 
RAN2 has discussed the questions raised in the SA3 LS and can provide the following responses.  

Question#1:  SA3 would also like to ask whether RAN2 would see it beneficial to unify the key handling between RRC_IDLE to RRC_CONNECTED state transition and handovers (e.g. by binding C-RNTI also during RRC_IDLE to RRC_CONNECTED state transition)?

RAN2 has no preference whether to bindi C-CRNTI or not for key handling also during RRC_IDLE to RRC_CONNECTED state transition.  

Question#2: To help the assessment of the C-RNTI binding security benefit, SA3 would like to know whether an outsider attacker could predict the C-RNTI before it’s allocation by target eNB?

In RAN2, the current C-RNTI allocation is not based on any security consideration and it is left to eNB implementation on what value to choose.

This does not mean that is will be possible to “predict” the exact value but, depending on the implementation, it may be possible to notice a pattern in the allocation and predict a smaller range of values.  
Question#3: To provide feedback about the PDCP control PDU handling discussed in section 3.

The PDCP Control PDU is used to convey whether a PDCP status report on missing or acknowledged PDCP SDUs following a handover, or, header compression control information i.e. interspersed ROHC feedback. 
It could be noted that the PDCP Control PDUs are only applicable for the data radio bearers and not for the signalling radio bearers.
PDCP status report could be seen as similar to RLC Status PDU which are unciphered in UMTS and LTE. Malicious manipulation of them would lead to PDCP PDUs unnecessarily retransmitted or wrongly discarded at the transmitter side.
ROHC feedbacks are from three different categories - acknowledgment (ACK), negative ACK (NACK), and NACK for the entire context (STATIC-NACK). 
Below is an extract of the ROHC Framework [1]:
   ACK: Acknowledges successful decompression of a packet. Indicates that the decompressor considers its context to be valid.

   NACK: Indicates that the decompressor considers some or all of the dynamic part of its context invalid.

   STATIC-NACK: Indicates that the decompressor considers its entire static context invalid, or that it has not been established.

[1] includes a section on Security Considerations, which in particular contains the following paragraph:

Denial-of-service attacks are possible if an intruder can introduce, for example, bogus IR, IR-DYN, or FEEDBACK packets onto the link and thereby cause compression efficiency to be reduced.  However, an

 intruder having the ability to inject arbitrary packets at the link

 layer in this manner raises additional security issues that dwarf those related to the use of header compression.

Malicious manipulation of ROHC feedback could lead to restart of the compression (introducing malicious NACK or STATIC-NACK) or to a too high compression rate to be used at the transmitter side (introducing malicious ACK) that would lead to decompression failure for a while (until correct feedback information from the decompressor arrives at the compressor, possibly inband).

RAN2 would also like to point out that, as observed by SA3, these control PDUs do not currently include a sequence number.  Introduction of some form of synchronisation information needed to cipher these PDUs will involve additional complexity as the sequence numbering used for the Data PDUs cannot easily be extended to also cover control PDUs.
2. Actions 
To SA 3:

ACTION:
RAN2 kindly asks SA3 to take note of the above responses.
3 Date of Next RAN2 Meetings:
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