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1. Overall Description:

RAN2 would like to inform SA3 about the fact that a new, more secure, solution has been proposed in R4 for the handling of ciphering of radio bearers using RLC TM during a Timing re-initialised hard handover.

In order to avoid the reuse of COUNT-C values during some time after the handover procedure (around 2 seconds), a proposal has been made (see attached document) that the Target RNC sends a ‘MAC-d HFN initial value’ to the UE in the message that will trigger the handover.

Such a solution was not adopted for R99, because when this was corrected in February this year, it was found too late to introduce a new IE in the ASN.1 of the RRC messages.
At that time, RAN2 did send a LS to SA3 asking if it was acceptable to reuse COUNT-C values for R99 during some time after the handover procedure. SA3 answered that this conflicts ‘with the security principle which states that the COUNT-C value should never be re-used while all other inputs (except the message and its length) to the ciphering algorithm stay constant. However, S3 is ready to accept these deviations from the general principle in order to get Release 99 specifications on ciphering completed.’
2. Actions:

To SA3 group.

ACTION: 


· RAN2 kindly asks SA3 whether they consider that the R’99 handling of ciphering of RB using RLC TM during SRNS relocation by re-using COUNT-C values is a security problem that needs correction in further releases (R4 onwards).

· If the answer to the first question is yes, RAN2 asks SA3 if the attached proposal is in line with the SA3 principles, is more secure compared to the solution adopted in R’99 and looks acceptable as far as they are concerned.
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