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Introduction
For uplink and downlink communications in the cellular network, the physical control and data channel shall be scrambled with the associated scrambling ID for channel differentiation. For instance, the dedicated PUSCH and PDSCH would use the C-RNTI to address the channels. As for the V2X sidelink of LTE, the PSCCH and PSSCH in Mode3/4 is transmitted in a broadcast manner, no specific scrambling IDs are applied. However, for NR V2X, the sidelink would support unicast and groupcast communications, the scrambling method for PSCCH and PSSCH shall be adapted accordingly. The agreements related to the scrambling are included in the agreements on Layer-1 ID, which are:  
· Layer-1 destination ID is conveyed via PSCCH.
· FFS how many bits are conveyed.
· FFS details for each of the unicast/groupcast/broadcast cases
· FFS details including how to convey the ID(s), e.g., whether the ID(s) is conveyed in the SCI or used for CRC scrambling.

In this contribution, we will present considerations on the scrambling issue for NR V2X unicast sidelink. Observations and proposals are put forward according to the discussions. 
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Requirements
It should be noted that in LTE sidelink Mode1/2, the unicast and goupcast have been supported through including the Group Destination ID in the SCI, which is the 8bit-LSB of ProSe UE ID for unicast or ProSe Layer-2 Group ID for groupcast. The generator of scrambling sequence for PSSCH is initialized with the Group Destination ID. Therefore, the sidelink receiver check if the Group Destination ID matches its own ID and would further address the associated PSSCH with the Group Destination ID if it does match, as shown in Fig.1. And the MAC PDU will be further filtered to the high layer according to the ID in the DST filed of MAC SL-SCH subheader. If the ID in the DST filed does not match the receiver’s own ID, then the MAC PDU would be discarded.  
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Fig. 1. Procedure to filter PSSCH in LTE Mode1/2 for unicast and goupcast communications.
We can see that in LTE Mode1/2, it is up to the receiver to determine whether to detect the PSSCH or filter the MAC PDU of PSSCH to the high layer. Any receiver could decode the PDCP packet with the ID information provided in the SCI and MAC subheader even if it is not the destination. Thus there would be no physical layer security. 
Observation1: For LTE Mode1/2, any receiver could decode the PDCP packet with the ID information provided in the SCI and MAC subheader even if it is not the destination and thus it has no physical layer security.
For the unicast and groupcast of NR sidelink, it is agreed that layer-1 destination ID would be included in the SCI to indicate whether the associated PSSCH is for unicast or groupcast. It is for further study whether to adopt the same scrambling mechanism as LTE mode1/2 by providing the descrambling ID in the SCI, while in sacrifice of the physical layer security. If the system wants to improve the physical layer security, then a specific scrambling ID is necessary to make the unicast sidelink link-specific.  
Proposal1: FFS whether to adopt the same scrambling method as LTE mode1/2 for NR unicast sidelink in sacrifice of the physical layer security.  
Options for Scrambling Mechanism
In this section, we will further discuss the potential options for scrambling mechanism to the PSCCH and PSSCH of unicast NR sidelink and give our proposals. From our observations, there exist following potential options:
Option1: Adopt the similar scrambling mechanism as LTE mode1/2, where the PSSCH is scrambled with the layer-1 destination ID in the associated SCI and the PSCCH is with no specific scrambling ID and to be broadcasted to the nodes around.
Option2: Adopt the similar scrambling ID allocation method for dedicated unicast sidelink as cellular UE-specific downlink/uplink, which could be further divided as: 
Option2a: The source node of sidelink allocates a specific scrambling ID for the unicast PSSCH and inform to the destination node, as shown in Fig.2. 
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Fig.2. An example of scrambling ID being allocated by the source node.

Option2b: The destination node of sidelink allocates a specific scrambling ID for the unicast PSSCH and inform to the source node. The scrambling ID could be indicated with the response of sidelink synchronization between the source node and the destination node, in which the TA is also provided, as shown in Fig.3. 
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Fig.3. An example of scrambling ID being allocated by the destination node.

Option3:  The specific scrambling ID for unicast sidelink is derived based on the source and destination ID, where the source node and destination node could inform its own node ID via an indication as shown in Fig.4. The algorithm for scrambling ID calculation is set in default in the user device and could be modified by external signallings.
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Fig.4. An example of scrambling ID being derived based on SRC/DST ID.

[bookmark: OLE_LINK23]Note that there might be a difference between the source/destination ID between the layer-1 source/destination ID, which would be included in the SCI. Because if there is no difference, the Option3 would be an equalization of Option1. We suggest that the layer-1 source/destination ID is a part of source/destination ID as displayed in Fig.5. Thus any receiver could not address the dedicated PSSCH with layer-1 source/destination ID, except the destination node which have the knowledge of the source/destination ID. The layer-1 source/destination ID included in the SCI is just used for the destination node to determine the specific scrambling ID.
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Fig.5. An example of layer-1 SRC/DST ID as part of SRC/DST ID
[bookmark: OLE_LINK24][bookmark: OLE_LINK25]Option4:  The specific scrambling ID for unicast sidelink between the source node and destination node is allocated by a central scheduler, which could be the gNB or UE-type scheduler. The procedure of specific scrambling ID allocation could be designed in the display of Fig.6. The source node can send a specific scrambling ID request including the list of destination ID to the scheduler. Then the scheduler responds the specific scrambling ID to the source node and also indicate the specific scrambling ID with associate source ID to the destination node. If the scheduler is gNB, then specific scrambling ID could be conveyed via UE-specific DCI or RRC signalling. The source/destination ID described in this option could be the same as layer-1 source/destination ID or an alternative UE-specific IDs.
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Fig.6. An example of scrambling ID being allocated by a central scheduler.
As for the PSCCH in Option2a/2b/3/4, it shall include the layer-1 source node ID and destination ID in the SCI to inform the destination node which scrambling ID is used for address the associated PSSCH. The PSCCH is transmitted in a broadcast manner and no specific scrambling ID is adopted. Moreover, if the PSCCH is further divided into two parts, of which one for common indication about the layer-1 ID and resource position of associated PSSCH and the other dedicated part. The dedicated part is mainly about specific HARQ and MCS of the unicast sidelink and thus it is suggested to also use the specific scrambling ID to address it like PSSCH. 
It should be noted that in Option2a/2b/3/4, the specific scrambling ID for unicast PSSCH is bonded to one sidelink, and the dedicated feedback channel and reverse PSSCH from destination node to source node shall use the same specific scrambling ID in the scrambling process. 
A comparison of the options of scrambling mechanism to PSCCH and PSSCH for unicast sidelink is made in Table1. 
Table1. A comparison of Option1/2a/2b/3/4
	
	PSCCH scramblingNOTE1
	PSSCH scrambling
	Signalling Cost
	Physical Layer Security

	Option1
	· No specific scrambling ID;
· layer1-destination ID in SCI
	Specific scrambling ID=layer1-destination ID 
	low
	×

	Option2a/2b
	· No specific scrambling ID;
· layer-1 source and destination ID in SCI
	A specific scrambling ID is allocated by source node or destination node
	medium
	√

	Option3
	· No specific scrambling ID;
· layer-1 source and destination ID in SCI
	A specific scrambling ID is derived based on the source/destination ID, part of which could be layer-1 source/destination ID
	medium
	√

	Option4
	· No specific scrambling ID;
· layer-1 source and destination ID in SCI
	A specific scrambling ID is allocated by a central scheduler
	high
	√√


NOTE1: In this table, the PSCCH is broadcasted as a common signalling and thus no specific scrambling ID is used. If a dedicated PSCCH is adopted for unicast sidelink, then apply the same scrambling method to the dedicated PSCCH as PSSCH.
According to the comparison, we therefore give the following proposal:
Proposal2: A specific scrambling ID is suggested to make the unicast sidelink truly dedicated and thus to improve the physical layer security. At least one method from option2a/2b/3/4 shall be considered. 
Although in this contribution, we demonstrate our considerations specifically on unicast sidelink, the scrambling issue for groupcast sidelink can take the similar scrambling method as unicast sidelink to make the associated channels group-dedicated.  
Conclusion
In this contribution, we have present considerations on the scrambling issue for NR V2X unicast sidelink. Observation and proposals are put forward as follows:
Observation1: For LTE Mode1/2, any receiver could decode the PDCP packet with the ID information provided in the SCI and MAC subheader even if it is not the destination and thus it has no physical layer security.
Proposal1: FFS whether to adopt the same scrambling method as LTE mode1/2 for NR unicast sidelink in sacrifice of the physical layer security.
Proposal2: A specific scrambling ID is suggested to make the unicast sidelink truly dedicated and thus to improve the physical layer security. At least one method from option2a/2b/3/4 shall be considered. 
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