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In RAN1 AH1901 meeting, the following agreements were made regarding support for remote interference management operation [1]:
· OAM configures gNB to turn ON or OFF RIM-RS monitoring.
· OAM configures gNB with information required for periodic RIM-RS monitoring.
· OAM configures gNBs to report the all necessary information derived from the detected RIM-RS.
The agreements above cover the essential OAM functions for remote interference management operation. We discuss a potential vulnerability in the frameworks for RIM and propose an OAM function to address such vulnerability.
OAM function for malicious attack prevention
In the study item of remote interference management, multiple frameworks for RIM were discussed and it was concluded to specify components to enable framework 1 and framework 2.1 [2]. In both frameworks, the victim gNB transmits RIM-RS which, upon its detection at an aggressor gNB, triggers the aggressor gNB to apply some mitigation scheme (among other actions). The mitigation scheme is likely to sacrifice performance at the aggressor side, e.g., lower the downlink throughput if the aggressor backs off the number of DL symbols or reduces transmission power. Consequently, there is a vulnerability in framework 1 and framework 2.1 that a malicious node (or a group of nodes) masquerades as a victim by transmitting RIM-RS with the intention of misleading the legitimate gNBs in the attacked network to apply mitigation scheme resulting in degrading unnecessarily the performance of the attacked network.
This issue can be addressed by the OAM configuring gNBs whether they are allowed to apply mitigation autonomously, or have to be triggered by a message from OAM. The autonomous mode can be used if no malicious nodes are suspected to be present. The OAM-triggered mode enables a more secure operation. Since it was agreed in the previous meeting that OAM configures gNBs to report the all necessary information derived from the detected RIM-RS, the OAM can use the information in the reports to verify that the reported events match, as shown in Figure 1. Specifically, when a victim gNB detects that the IoT level is above some threshold, it triggers the transmission of RS-1 and reports this event, E1, to the OAM with its gNB ID included in the report. Then, when an aggressor gNB detects RS-1, it reports that event, E2, to the OAM and includes its gNB ID and the resource configuration index of the detected RIM-RS (see our companion contribution [3] for the definition of RIM-RS resource configuration index) or the corresponding set ID. Since the OAM has a global view of all events, it can verify that there is a gNB with the detected victim set ID that reported earlier event E1, and subsequently OAM sends a message to the aggressor to trigger the start of remote interference mitigation. If the verification fails, i.e., no reports of event E1 from any the gNBs within the detected victim set ID, then the remote interference mitigation is not triggered. Consequently, malicious nodes would not be able trigger mitigation in the attacked network since they can only transmit RS but cannot send reports to OAM. 
OAM shall configure a gNB whether the gNB applies autonomously remote interference mitigation upon detection of RS-1 (autonomous mode), or whether the application of the remote interference mitigation scheme is triggered by a message from OAM in order to avoid attack from a malicious node masquerading as a victim.








[bookmark: _Ref1100753]Figure 1. Method for verifying victim-aggressor pairs by OAM.
Conclusions
In this contribution, we propose a new OAM function form RIM operation to protect against malicious attack, as follows:
1. OAM shall configure a gNB whether the gNB applies autonomously remote interference mitigation upon detection of RS-1 (autonomous mode), or whether the application of the remote interference mitigation scheme is triggered by a message from OAM in order to avoid attack from a malicious node masquerading as a victim.
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