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1. Introduction
One of the objectives of D2D work item [1]  is to define solutions related to lawful interception for D2D discovery and communication as defined by SA3-LI, if they impact the RAN specification
In RAN1#76bis, physical layer scrambling of D2D communication channel was agreed as follows,

· D2D data communication channel transmissions are scrambled by the ID in the SA

· Scrambling seed of the SA is fixed in the specifications

 The contents of scheduling assignment (SA) were agreed to include the UE ID as follows:
· The SA includes an ID of N bits (N<=16, working assumption N=8) with at least the following purpose:

· to enable the UE to reduce the probability of decoding of data packets the UE is not interested in

· FFS what the ID is derived from

· Not precluding scrambling SA CRC

The UE ID used for D2D communication was agreed in RAN2#85bis as follows,
· In case of group- and uni-cast, L2 will convert the higher layer ProSe ID address identifying the destination (UE, Group) into two bit strings of which one can be forwarded to L1 and used as L1 ID whereas the other is used as L2 destination address. 

· For broadcast L2 can indicate to L1 that it is a broadcast transmission. As baseline RAN2 assumes that this indication is a pre-defined L1 ID in the same format as for group- and unicast.

· RAN2 has no preference for the L1 ID size. RAN2 sees no problem providing an ID of a size as indicated in the RAN1 LS (e.g. 8 or 16).

This paper discusses the mechanism to support D2D communication Lawful Intercept when UEs are in LTE Coverage.
2. Support of D2D Communication Lawful Intercept for In-Coverage
The fact that the contents of D2D communication goes direct between UEs and not go through the LTE network presents a challenge for lawful interception.  
For the eNB to be able to perform lawful interception, it needs to be able to locate the resources used by the UE(s) to be intercepted, and then to process the data from those resources. 

Considering the agreements made so far, Mode 1 resource allocation provides the best possibility for the eNB to locate the resources used by the UE(s) to be intercepted, since the eNB allocates resources to a D2D transmitter for SA and Data using PDCCH or EPDCCH and therefore can monitor the exact resources being used without having to blind decode every possible resource.  The eNB can also control the transmission power of SA and Data using PDCCH or EPDCCH.   
The security procedures and keys will also be needed fro lawful interception, and this should be possible for the eNB in Mode 1 resource allocation. Further discussion of security aspects can be found in [2].    
Therefore we observe that an eNB that is involved in lawful interception should typically force any UEs within coverage to use resource allocation Mode 1. Considering the discussion in [3], this would imply the eNB setting the switching threshold between resource allocation modes as low as possible so that the UEs use Mode 1 unless it is really out of coverage. This facilitates the eNB to monitor and control the desired resources, without needing to define any additional control signalling or procedures to support lawful intercept in RAN1. 

For UEs that are out of coverage, lawful intercept by the eNB is obviously not possible. 

We therefore make the following observations:
Observation 1: To facilitate lawful intercept, an eNB that is required to participate in lawful intercept can set the switching threshold between resource allocation modes as low as possible so that the UEs use Mode 1 unless it is really out of coverage.
Observation 2: In view of observation 1, no additional control signalling or procedures are needed to support lawful intercept in RAN1.

Observation 3: eNB participation in lawful interception for UEs that are out of coverage is obviously not feasible. 

3. Conclusions
This paper discusses the mechanisms that are available to facilitate lawful intercept of D2D communication.   We make the following observations:
 Observation 1: To facilitate lawful intercept, an eNB that is required to participate in lawful intercept can set the switching threshold between resource allocation modes as low as possible so that the UEs use Mode 1 unless it is really out of coverage.

Observation 2: In view of observation 1, no additional control signalling or procedures are needed to support lawful intercept in RAN1.

Observation 3: eNB participation in lawful interception for UEs that are out of coverage is obviously not feasible. 
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