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1 Introduction – Scrambling of Physical channels
Lower layer scrambling of data channels in LTE Release 11 are used for several purposes. First the physical channel (e.g. PDCCH/PDSCH) itself is scrambled based on the transmitting eNodeB cell Identity. The main use of this scrambling is for randomization and interference reduction purposes. The scrambling of the physical channels is determined by the receiving device based on cell ID information that is determined in the cell search process (i.e. from the primary and secondary synchorinzation channels, PSS/SSS). 

Furthermore, in LTE there is also scrambling of the CRC of the PDCCH, that scrambling based on the RNTI. The PDCCH CRC scrambling is used in order to determine which PDCCH that is intendent for a specific device. The device receives the RNTI information from the serving or camping cell, and hence has knowledge of which scrambling sequences to apply on the CRC for decoding the PDCCH intendent for the device.

D2D broadcast communication as well as D2D discovery introduce some new aspects of the lower layer scrambling, mainly how to handle – from a device complexity point of view -  the case of a device out of network coverage and capable to receive D2D broadcast communication, or a D2D discovery signal. A device out of network coverage may not have information of scrambling sequences used for the D2D broadcast communication and in order to reduce such device scrambling search space an efficient scrambling procedure is needed.
In this paper we propose scrambling approaches for the D2D broadcast communication channel, D2D Discovery Messages and the Physical D2D Synchronization Channel (PD2DSCH). Furthermore, the approaches give low device complexity w.r.t de-scrambling of the channels. 
2 Scrambling of D2DSS and PD2DSCH
The D2DSS sequence should give information about the synchronization source identity (SSID), see [1]. For example, if the broadcast transmitter is in network coverage and hence is controlled by an eNode B, the D2D synchronization signal sequence should be associated with the eNode B physical cell identity. In case the broadcast transmitter is outside network coverage, the D2D synchronization signal should be associated to the synchronization source identity, for instance an eNB or synchronization head (SH).  More details are provided in [2].

Proposal: 
· For D2D Broadcast communication, the D2DSS sequence is a function of the original synchronization source identity, i.e. the controlling Network node (in-coverage case), or identity for the original synchronization source in case of out-of-network-coverage.
The Physical D2D Synchronization Channel (PD2DSSCH) [1] may be scrambled with a sequence associated with the synchronization source identity SSID. Since the D2D Synchronization signals (D2DSS) gives information about the synchronization source identity, the device once detected the D2DSS may easily descramble the PD2DSSCH. Furthermore, the CRC should be scrambled by a pre-defined D2D Synchronization Channel RNTI. 

Proposal: 

· The PD2DSSCH is scrambled as a function of the same identity used for the D2DSS sequence generation. Furthermore, the PD2DSSCH CRC is scrambled by a pre-defined D2D synchronization Channel RNTI.
3 Scrambling of D2D Broadcast Communication Channels
In [3] a procedure for D2D broadcast communication is presented. In short, the procedure includes the following signaling:
1. Scheduling Request (UE ( eNB)
2. UL Scheduling grant (eNB ( UE)
3. D2D BSR on PUSCH (UE ( eNB)
4. D2D Scheduling grant (eNB ( UE)
5. Scheduling Assignment (UE ( UE)
6. Data transmission (UE ( UE)
Both control information in the scheduling assignments and the actual data transmission are carried by the same physical data channel.

Below we discuss the scrambling principles, both in terms of how to achieve the scrambling information as well as scrambling principles for each message. Steps 1-4 are based on cellular communication and we assume that legacy scrambling procedures are reused, thus these messages are not further discussed in this paper.
3.1 Scrambling of Scheduling Assignments 
For randomization and interference reduction purpose, the physical channel including the scheduling assignement (SA) should be scrambled with a scrambling sequence associated with the identity of the synchronization source, that may be the eNode B or a SCH, determining the synchronization of resources for SA transmission. Furthermore, the SA should include information about the device identity [4]. We propose that the CRC for the SA is scrambled with pre-defined broadcast RNTI and the scrambling may be done in a similar way as the PDSCH CRC scrambling principles in the LTE standard.
Proposal:
· The Scheduling assignment is scrambled as a function of the synchronization source identity. The SA includes information about the broadcast transmitter identity, and the SA CRC is scrambled by a pre-defined broadcast RNTI.

3.2 Scrambling of Broadcast data subframes 
For randomization and interference reduction purposes, the broadcast data channel is scrambled by a scrambling sequence associated with the broadcast transmitter identity. Whether there is a need for specific CRC scrambling for the broadcast data channel is for further study.
Proposal: 
· The data packet is scrambled as a function of Broadcast transmitter identity.

Proposal: 
· It is for further study whether there is a need for scrambling the data packet CRC.

Based on the broadcast transmitter and broadcast receiver procedures described in Sections 2.1 - 2.3, respectively, we illustrate an example of the scrambling principles for D2D broadcast communication in Figure 1.
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Figure 1: An example flow chart of proposed scrambling priciples for D2D broadcast  communication.
3.3 A Note on the Broadcast Receiver Device De-scrambling Principles
The Broadcast receiving device may from the D2D synchronization signals determine the synchronization source identity. Hence, in the case that the broadcast receiver has network coverage it may discriminate whether the message has been transmitted from another device in the camping/serving cell, or whether the device is in another cell. This information may be used in the further processing and reception of scheduling assignment. Furthermore, if the broadcast transmitting device is outside network coverage, the broadcast receiving device may determine that from the D2D synchronization signals.

Once the broadcast receiving device knows the identity of synchronization source, it can then easily determine the scrambling sequence used for descrambling the scheduling assignment. This will be similar to the principle in LTE that if the physical cell ID known, the scrambling sequences used for the physical channels can be determined. 
For decoding the scheduling assignment CRC, the device uses the pre-defined broadcast RNTI Once the broadcast receiver has received and decoded the scheduling assignement, the receiving device knows the broadcast transmitter identity and hence can easily de-scramble and decode the broadcast data sub frames. 

4 Scrambling of D2D Discovery Channel

According to agreements at the RAN1#74bis meeting, The D2D Discovery Channel should include a message and demodulation Reference Symbols, DMRS. We propose that the DRMS should be associated with the synchronization source identity used by the UE transmitting the discovery message. This may be the serving cell eNodeB, or it may be a SCH in the out-of-network coverage case. The device itself may be the SCH. Hence, a similar approach as for the D2D synchronization signal sequences.
Proposal: 
· The DMRS base sequence in the D2D Discovery Channel should be associated with the synchronization source idenity.

The message in D2D discovery channel is scrambled in a similar way as the scheduling assignment for D2D broadcast communication channel. Hence the randomization is made with a scrambling sequence that is associated with the synchronization source, i.e. the eNode B or a SCH. Whether there is a need for specific CRC scrambling for the D2D beacon channel is for further study.
Proposal:
·  The D2D Discovery Channel is scrambled as a function of the synchronization source identity.
 Proposal: 
· It is for further study whether there is a need for scrambling the D2D Discovery Channel CRC.

4.1 Device De-Scrambling principles

The device may from the D2D Discovery Channel DMRS detect the synchronization source identity, and once that is detected, the D2D discovery message may be descrambled with the scrambling sequence associated with that identity. Hence the device de-scrambling approach is very similar as to the de-scrambling of the scheduling assignement as discussed above.
5 Summary

Based on the discussion above, the following have been proposed:
Proposal: 
· For D2D Broadcast communication, the D2DSS sequence is a function of the original synchronization source identity, i.e. the controlling Network node (in-coverage case), or identity for the original synchronization source in case of out-of-network-coverage.
· The PD2DSSCH is scrambled as a function of the same identity used for the D2DSS sequence generation. Furthermore, the PD2DSSCH CRC is scrambled by a pre-defined D2D synchronization Channel RNTI.
· The Scheduling assignment is scrambled as a function of the synchronization source identity. The SA includes information about the broadcast transmitter identity, and the SA CRC is scrambled by a pre-defined broadcast RNTI.

· The data packet is scrambled as a function of Broadcast transmitter identity.

· It is for further study whether there is a need for scrambling the data packet CRC.

· The DMRS base sequence in the D2D Discovery Channel should be associated with the synchronization source idenity.

· The D2D Discovery Channel is scrambled as a function of the synchronization source identity.
· It is for further study whether there is a need for scrambling the D2D Discovery Channel CRC.
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