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1 Introduction

There have been concerns about the probability of PDCCH CRC false detection since Rel-8. Proposals have been made to address those concerns. Although these proposals were not adopted at that time, it was recognized that Rel-8 provides adequate protection against PDCCH CRC false detection but the margin of error is low. In Rel-10, the added features of carrier aggregation, non-contiguous PUSCH transmissions, and UL-MIMO require additional CRC tests per sub-frame.  

A PDCCH CRC false detection at a UE arises when a PDCCH message is not intended for the UE but the PDCCH CRC checks (which is defined as a CRC miss detection event). In other words, a CRC miss detection of error can lead to a false detection of PDCCH messages that are actually decoded in error. Virtual CRC has been often cited as a mechanism to mitigate the PDCCH CRC false detection. Of the many fields in a PDCCH message, if a field is not used and/or is set to a value known to the UE, the UE can use the field as additional checking against a PDCCH CRC miss detection, thus reducing the probability of the UE incorrectly processing a PDCCH message as its own.  
This contribution examines the effectiveness of virtual CRC. In particular, the effectiveness of virtual CRC with K bits compared to a properly encoded CRC is examined.
2 Discussion on PDCCH false detection
In 36.913 ([1]), it is mentioned that “The system should be able to support at least 300 active users without DRX in a 5 MHz bandwidth. The same number of RRC connections with DRX as in Release 8 E-UTRA and E-UTRAN (16k) is expected.” 

In a RAN2 LS on number of non LTE_IDLE UEs per cell ([2]), it is stated that “in a 10Mhz cell, the number of UE’s in RRC-Connected could be in the range of 800-1300/cell” and the number “should roughly scale linearly with the BW”. 

These kinds of requirements and design targets have generated a lot of discussions on the PDCCH false detection performance in Rel-8. Several companies proposed ([3], [4], [5], [6]) to increase the length of the CRC from 16 to 18 or 20, especially for large BW deployments. 
Conceivably, with CA support up to 100 MHz, the number of LTE_ACTIVE UEs can be up to 300 UEs/5MHz × 100MHz = 6000 UEs (~ 212 UEs), and the number of RRC_CONNECTED UEs can be up to 16k / cell (~ 214 UEs / cell). Note that only a small fraction of RRC-Connected UEs will be configured with CA. 

A false detection of DL grant will cause a UE to falsely transmit a NAK on the uplink, potentially corrupting the ACK/NAK transmitted by the legitimate UE and lead to unnecessary retransmission (ACK→NAK) or packet loss (NAK→ACK) for the legitimate UE. It may also corrupt its own HARQ buffer for ongoing HARQ sessions.
A false detection of UL grant will cause a UE to falsely transmit on random RBs in the uplink, potentially corrupting the UL transmission of multiple legitimate UL transmission and may cause multiple UEs to retransmit.
In Rel-10, there can be situations of pairing multiple DL-CCs with a single UL-CC. The false NAK of the UEs caused by PDCCH false detection will accumulate into a single UL CC. In other words, in Rel-10, the impairment caused by PDCCH false detection on the UL ACK can also scale with the number of DL CCs. Depending on the design of UL ACK channel allocation and assignment/linkage scheme, the UL ACK channel impairment (NAK→ACK error) may become more severe than the situation in Rel-8. 
The probability that UE has at least one false DL grant detections in carrier aggregation scenario is
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For example, for 5 DL CCs, 
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Because the UL ACK transmission format depends on the number of UL ACKs – depending on the UL ACK channel design – the false NAK may not only cause UL ACK channel corruption for the victim UEs, but also cause undesirable effect to the UL ACK transmission of the aggressor UE (the UE that falsely detects PDCCH and falsely transmit UL ACK).
3 Virtual CRC encoding
Virtual CRC is often used (or cited) as a mechanism to improve the reliability of PDCCH blind decoding and thus to reduce PDCCH false detection and UL ACK channel corruption. With cross-carrier scheduling in Rel-10, there are more opportunities of utilizing the virtual CRC approach for improving the reliability of PDCCH blind decoding  without adding extra CRC bits.
A typical kind of virtual CRC is simply to use for verification a message field that is set to a known value. One example of such a virtual CRC is shown in Figure 1. In this case, the virtual CRC is independent of the other message fields of the payload. We call this kind of virtual CRC the Independent Virtual CRC. 
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Figure 2. Using know value of a message field as virtual CRC
Alternatively, a CRC can be calculated from the other message fields and scrambled onto the message field that is set to a known value. One example is shown in Figure 2. In this case, the value of the virtual CRC is correlated with the value of the other message fields of the payload. In this case, we call it the Correlated Virtual CRC.
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Figure 3. Virtual CRC scrambled onto a message field
4 Performance analysis and evaluation of virtual CRC
Denote the 16-bit CRC that is scrambled by the C-RNTI as RCRC, and the probability that RCRC checks for an erroneous message (i.e., RCRC misses in detecting an erroneous message) as [image: image8.png]Prmizs. RCRC



. Denote the virtual CRC as VCRC, and the probability that VCRC checks for an erroneous message (i.e., VCRC misses in detecting an erroneous message that passed the RCRC check) as [image: image10.png]Prizs. VCRC



. In the following analysis, the PDCCH message refers to all fields excluding the RCRC field and the VCRC field, as both these fields are derived from the message and neither carries payload that is of interest to the UE (other than error detection purpose).
The overall probability of CRC miss detection of an error (and thus false detection of an erroneous PDCCH message) is
[image: image11.png]Priz= = P(RCRC checks, VCRC checks/PDCCH message in error)
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It is commonly known that [image: image15.png]Prmizs. RCRC



 (single blind decoding) can be approximated by [image: image17.png]27 x 15x10°°



. And it is well recognized in Rel-8 that this PDCCH CRC false detection performance is barely adequate (and hence all the discussions about increasing the CRC length and utilizing unused bits as virtual CRC). 
In terms of CRC miss detection performance, the effectiveness of the virtual CRC is represented by the conditional virtual CRC miss detection probability
[image: image18.png]Prisz. vere = P(VCRC checks|Message in error, RCRC checks)





Note that a CRC miss detection of error will lead to a false detection of PDCCH message.

If the UE only cares about the correctness of the message fields other than the virtual CRC field (because the virtual CRC field is known), it is possible that the virtual CRC field is in error while all the other message fields in the payload are correct. In this case, the UE will declare the PDCCH message as in error while actually the PDCCH message is correct. We call this kind of error event the false alarm of virtual CRC. The false alarm probability of virtual CRC (conditioned on RCRC miss detection) can be represented as follows,
[image: image19.png]P:4 vcre = P(VCRC does not check|Message is correct, RCRC checks)




The question to answer is, if K bits arise as virtual CRC, what is the protection from the virtual CRC compared to a properly encoded CRC with additional K bits? Apparently, this is not a question that can be easily answered by analysis. Therefore, we conducted simulations to evaluate the effectiveness of virtual CRC. 
We tested the virtual CRC length of 3-bit and 2-bit. Two kinds of virtual CRCs are tested, one as shown in Figure 1 while the other as shown in Figure 2. 
The length of the message payload is 28 bits (as the length of DCI Format 0 in 20MHz). For the independent VCRC approach, the 3-bit (2-bit) VCRC (shown as CIF in Figure 1) is appended to the 28-bit message payload before the 16-bit CRC encoding. For the correlated VCRC approach, a 3-bit (2-bit) CRC is calculated and scrambled with a CIF value (shown as CIF ( CRC2 in Figure 2) before the 16-bit CRC encoding.
The length of the entire message, including the 28-bit message payload, 3-bit (2-bit) VCRC, and 16-bit RCRC, is 47 (46) bits. Each bit is contaminated by an independent bit error with a certain bit error rate. We conduct simulations for bit error rate of {0.002, 0.005, 0.01, 0.02, 0.05, 0.1, 0.2, 0.5}. 
The miss detection probability of independent VCRC and correlated VCRC are shown in Figure 3 and Figure 4. The VCRC miss detection probability of both kinds of VCRC converges to 2-3 for 3-bit VCRC (and 2-2 for 2-bit VCRC) as BER approaches 50%. However, when BER is less than 20%, the independent VCRC misses most of the error events that pass the RCRC check. This is because when BER is small, the error vectors have small weights. Since the length of the VCRC is small, it is very likely that the erroneous bits are located outside of VCRC bits, thus making the independent VCRC ineffective. 
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Figure 4. Probability of VCRC miss detection (false detection of PDCCH) with 3-bit virtual CRC
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Figure 5. Probability of VCRC miss detection (false detection of PDCCH) with 3-bit virtual CRC
The false alarm probability of independent VCRC and correlated VCRC are compared in Figure 5 and Figure 6. The false alarm probability of independent VCRC is also higher than correlated VCRC by 2 ~ 4 times. 
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Figure 6. Probability of VCRC false alarm (and thus missing PDCCH) with 3-bit virtual CRC
[image: image23.png]Prob. of False Alarm

Probability of false alarm for different kinds of virtual CRCs

—+— Independant VCRC

| —© Correlated VCRC

10

BER




Figure 7. Probability of VCRC false alarm (and thus missing PDCCH) with 2-bit virtual CRC
5 Summary
In this contribution, we observed that an independent virtual CRC may not be able to fulfill the expected functionality of serving as additional error detection bits. We suggest that some correlation be introduced between the virtual CRC bits and the message payload of interest. For example, the virtual CRC field can be scrambled by a short CRC generated from the message payload of interest. 
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