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Introduction
[bookmark: _Hlk510705081]In Rel-16 native NR positioning support was standardized and in Rel-17 enhancements were made. At RAN#94 a new SI was approved on enhancements for Rel-18 NR positioning [1]. This contribution discussed our views related to RAT-dependent integrity. Our companion contributions discuss our other views [2-7]. The objective in the SID is: 
· Study solutions for Integrity for RAT dependent positioning techniques [RAN2, RAN1]:
· Identify the error sources, [RAN1, RAN2].
· Study methodologies, procedures, signalling, etc for determination of positioning integrity for both UE-based and UE-assisted positioning [RAN2]
· Focus on reuse of concepts and principles being developed for RAT-Independent GNSS positioning integrity, where possible
Discussion
Potential Error Sources
In our understanding RAN1 should focus on the potential error sources for RAT-dependent positioning and the majority of the overall study on RAT-dependent integrity should be handled by RAN2. RAN1 identified various error sources such as measurement errors of the DL and/or UL positioning techniques and erros in assistance data, and agreed to study distribution of measurement erroros for timing measurements and angle measurement. RAN1 made the following agreement at RAN1 #110 meeting..
[bookmark: _Hlk113567795]Agreement
· For LMF-based positioning integrity mode, at least the followings are error sources for timing related measurements :
· RSTD measurement is an error source for DL-TDOA 
· RTOA measurement is an error source for UL-TDOA
· UE Rx-Tx time difference measurement is an error source for Multi-RTT
· gNB Rx-Tx time difference measurement is an error source for Multi-RTT
· FFS : Model of the error source (e.g., distribution, mean and/or standard deviation for integrity overbounding model, range)
· Note : Definition of “LMF-based positioning integrity mode” can be found in Table 9.4.1.1.1 in TR 38.857
Agreement
· For LMF-based positioning integrity mode, at least angle of arrival measurement is an error source for UL-AoA
· FFS : Model of the error source (e.g., distribution, mean and/or standard deviation for integrity overbounding model, range)
· FFS: The error can be expressed as the error of the AoA/ZoA in LCS or GCS or the error of a defined function of AoA/ZoA in LCS.
· Note : Definition of “LMF-based positioning integrity mode” can be found in Table 9.4.1.1.1 in TR 38.857
Agreement
For UE-based positioning integrity mode, at least the following are error sources in assistance data : 
· TRP location (e.g., NR-TRP-LocationInfo in TS 37.355) and Inter-TRP synchronization (e.g., NR-RTD-Info in TS 37.355) are error sources for DL-TDOA
· TRP location (e.g., NR-TRP-LocationInfo in TS 37.355) is an error source for DL-AoD
· FFS: whether boresight direction of DL-PRS (e.g., NR-DL-PRS-BeamInfo in TS 37.355) is an error source
· FFS: whether beam information of DL-PRS (e.g., NR-TRP-BeamAntennaInfo in TS 37.355) is an error source 
· FFS : Model of the error source (e.g., distribution, mean and/or standard deviation for integrity overbounding model, range)
· Other error sources are not precluded
· FFS : Applicability of the above error sources to LMF-based positioning integrity mode
· Note : Definition of “UE-based positioning integrity mode” can be found in Table 9.4.1.1.1 in TR 38.857
Agreement
For LMF-based positioning integrity mode, ARP location (e.g., ARPLocationInformation in TS 38.455) is an error source for UL-AoA.
· FFS : Model of the error source (e.g., distribution, mean and/or standard deviation for integrity)
· Note : Definition of “LMF-based positioning integrity mode” can be found in Table 9.4.1.1.1 in TR 38.857
· FFS : Whether the error statistics of ARP location is available at the gNB
· Other error sources are not precluded
Agreement
For LMF-based positioning integrity mode, at least inter-TRP synchronization is an error source for UL-TDOA. 
· FFS : Specification impact of inter-TRP synchronization as an error source for UL-TDOA
· Note : Definition of “LMF-based positioning integrity mode” can be found in Table 9.4.1.1.1 in TR 38.857
Agreement
Study the distribution of RSTD, RTOA and UE/gNB Rx-Tx time measurement error considering the following aspects: 
· Whether TEG-related timing error is an independent error source from timing related measurement error (e.g., RTOA, RSTD, UE/gNB Rx-Tx time difference)
· Whether the measurement error is considered for each ToA or for the reported RSTD value
· Other Details (e.g., mean and standard deviation)
Note : it is encouraged to provide the evaluation assumptions used by companies (e.g., requirements in TS 38.101, TS 38.104, TS 38.133, evaluation assumptions in TR 38.857, LOS/NLOS probability, measurement algorithm) and results (e.g., error histogram) if evaluation is used to determine the distribution, mean and standard deviation or range of values of an error source.
Agreement
Study the distribution of arrival measurement error focusing on the following aspects 
· Whether the angle of arrival measurement error can be expressed as the error of the AoA/ZoA in LCS or GCS or the error of a defined function of AoA/ZoA in LCS
· Distribution of AoA measurement error for an NLOS/LOS link
· Other Details (e.g., mean, standard deviation)
Note: It is encouraged to provide evaluation assumptions (e.g., requirements in TS 38.101, TS 38.104, TS 38.133, evaluation assumptions in TR 38.857, LOS/NLOS probability, measurement algorithm) and results (e.g., error histogram) if evaluation is used to determine the distribution, mean and standard deviation or range of values of an error source.
 Based on the previous agreement, the next step of the RAN1 study would be the discussion on whether and how to model the identified error sources to a specific probability distribution model. For timing measurements such as RSTD, RTOA, UE/gNB Rx-Tx time difference measurement, it is obvious that the measurement error might be affected by multiple factors such as LoS/NLoS, noise and/or interference signals. Furthermore, the measurement error by a receiver would include the timing error of a specific Tx TEG and/or a Rx TEG. It might be ideal if we can model measurement error as a specific type of distribution with joint consideration of multiple factors affecting measurement error, but we are not sure if it is feasible. For ToA measurement, we evaluate the measurement error distribution using threshold-based peak detection method. In the evaluation, only gaussian noside was considered. We initially thought the timing measurement error might probably be modeled as a distribution if we only consider noise or interference signal, but our evaluation result on ToA measurement error doesn’t look like a Gaussian distribution.  
[image: ]
Figure 1. ToA measurement error histogram
The measurement error distrubtion might be affected by several factors, and discussion may be necessary for the following issues to try to model the measurement errors. First, it is not sure if Gaussian noise results in the measurement error as Gaussian. Even if the noise deteriorates the first arrival signal path, the UE might be able to properly detect the first arrival path in case the impact of noise signal is marginal. Even if there is an LoS path between the TRP and the UE with an assumption of no noise, the LoS signal strength could be not enough to be detected so it is possible for UE to not detect the LoS path properly.
Observation 1: Even if the noise deteriorates the first arrival signal path, the UE might be able to properly detect the first arrival path in case the impact of noise signal is marginal. Even if there is an LoS path between the TRP and the UE with an assumption of no noise, the signal strength of the LoS path could not be enough to be detected so it is possible for UE to not detect the LoS path. 
Proposal 1: Prioritize the study on the distribution of the timing measurement error for LoS path without consideration of error factors of Tx TEG, Rx TEG, and synchronization error. 
· Consider the impact of Gaussian nosie.
· Consider that there may be a detection error of the LoS path even if there is an LoS path without noise 
· FFS on modelling of measurement error including TEG and/or synchronization errors.
Similarly, starting point to model the angle measurement error would be from LoS signal path with consideration of the  noise and/or interference signals. The consideartion on other factors would be FFS.
[bookmark: _Hlk115433292]Proposal 2: Prioritize the study on the distribution of the angle measurement error for LoS path without consideration of ARP error.
The measurement errors and assistance data errors are the error sources that RAN1 identified so far. We would like to suggest considering the initial guess on the UE location as one more error source. In LS (Least Square) estimation algorithm, the initial guess on the target UE is essential factor as the algorithm finds the target location by iterative method based on an initial input with a certain iteration stopping criterion. In case the initial guess is too far away from the actual location, the estimation of the location is not gauranteed as the algorithm does not guarantee the convergence, and it also affects the speed of convergence.
Proposal 3: RAN1 should consdier the impact of the initial guess or prior knowledge on the UE location as it affects the convergence speed of algorithm and the location estimation accruacy. 
The analysis of error distributions in the vicinity of the mean, as presented in several contributions of RAN1#110,s not sufficient to calculate the protection level (PL). Indeed, it would be necessary to extend the analysis in the region of 10-7 to hope to obtain useful results. Moreover, some of these contributions propose adopting a Gaussian distribution hypothesis based on simulations limited to the vicinity of the mean. This type of extrapolation needs a more careful validation
Observation 2: The validity of Gaussian extrapolations on the distribution tails need to be carefully analyzed.  
Furthermore, the analysis of error distributions is not sufficient to solve the whole problem. Indeed, positioning algorithms generally eliminate unreliable measurements before proceeding to the position estimate. This elimination can use CIR analyses, or coherence estimation between the different measurements (potentially including ranging and angle). These methods have been used for many years in the GNSS domain (ref.FDE in RAIM). Thus it is likely that all measurements with severe noise, interference or jamming, or NLoS, are simply discarded to exploit only a subset for the position estimate. The elimination algorithms are not infallible, and it is possible that NLoS or noisy measurements are not detectted as such resulting in large position errors estimates. The probabilities of such an event are probably of the same order of magnitude as the TIR objectives, and therefore cannot be neglected. Given that these algorithms are proprietary, and therefore outside the scope of the study, we must limit ourselves to the methods making it possible to characterise statistically and bound the distributions of errors, and avoid making premature conclusions on PL calculation and performance.
We should not draw premature conclusions on the PL calculation based on basic individual error distributions analysis, but consider the problem as a whole, considering positioning algorithms, and their capablities to reject unreliable measurements
The fault cases, which enter into the evaluation of the Residual Risk, must also be taken into account. Some are common to RAT-D and RAT-I, some are specific:
· Jamming, spoofing, malicious UE
· gNB failures (e.g., TRP malfunction resulting in a power loss)
· Transmission error in assistance or positioning data
· concerns e.g. the case of assistance data correctly produced by the LMF that have been corrupted during transmission, and detected as errorless
· Implementation error in gNB, LMF or UE (e.g., location estimation algorithm such as LS)

Propsoal 4: RAN1 to study the above list of fault cases in addition to the previously agreed error sources. 
The onset probability of each of these these fault events, as well as their impacts on integrity need to be analyzed. Note that we have tentatively included spoofing in the list of fault events as it is impossible to associate error distributions to it. It should be nevertheless possible to evaluate the risk of undetected spoofing attempts, and associate a residual risk.
One of the identified fault event is spoofing and jamming. Attempts to jam or disrupt the 5G positioning system must be considered very seriously, given the critical applications targeted by 5G in the automotive or IoT domains in particular. A fundamental component of enabling NR positioning integrity is to enable the NR network to detect fraudulent activity targeted at faking/interfering with the UE’s location. A second important source of concern is the UEs seeking to distort their position and try to appear at positions where they are not (also known as self-spoofing). Therefore, there is a need to define a signalling framework for detecting malicious activities in positioning. The purpose of such framework is to ultimately detect where (in time-frequency and space) the fraudulent device operates. Once a fraudulent device is detected, actions to preserve the positioning integrity are taken (e.g. reduce or cancel the effect of the fraudulent device on the affected positioning session by removing the device, learn its transmission behaviour and avoid the impacted resources, etc.).  
Proposal 5: RAN1 to include in its scope the detection all measures that allow to detect the presence of interference and spoofing, and generate integrity events accordingly. 
Conclusion
In this contribution we made the following proposals: 
Observation 1: Even if the noise deteriorates the first arrival signal path, the UE might be able to properly detect the first arrival path in case the impact of noise signal is marginal. Even if there is an LoS path between the TRP and the UE with an assumption of no noise, the signal strength of the LoS path could not be enough to be detected so it is possible for UE to not detect the LoS path. 
Proposal 1: Prioritize the study on the distribution of the timing measurement error for LoS path without consideration of error factors of Tx TEG, Rx TEG, and synchronization error. 
· Consider the impact of Gaussian nosie.
· Consider that there may be a detection error of the LoS path even if there is an LoS path without noise 
· FFS on modelling of measurement error including TEG and/or synchronization errors.
Proposal 2: Prioritize the study on the distribution of the angle measurement error for LoS path without consideration of ARP error.
Proposal 3: RAN1 should consdier the impact of the initial guess or prior knowledge on the UE location as it affects the convergence speed of algorithm and the location estimation accruacy. 
Observation 2: The validity of Gaussian extrapolations on the distribution tails need to be carefully analyzed.  
Propsoal 4: RAN1 to study the above list of fault cases in addition to the previously agreed error sources. 
Proposal 5: RAN1 to include in its scope the detection all measures that allow to detect the presence of interference and spoofing, and generate integrity events accordingly.
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