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Introduction
As we know, 5G LAN-type services with 5G capabilities (e.g. performance, long distance access, mobility, security) allow a restricted set of UEs to communicate among each other within industrial automation environment. With modern factory as an example, various industry devices, such as sensors, actuators, cameras and controllers, are expected to be deployed and exchange information with each other with low latency, high reliability, and deterministic delivery of messages. In addition, it is generally required that the communication traffic is confined within the local area of industrial park or factory. 

In this paper, we introduce the mesh based NR LAN to support the communication within the industrial automation environment. The characteristics and advantages of mesh based NR LAN are analyzed. The key issues and potential enhancements to support mesh based NR LAN are also presented in this paper. 

Discussion

Motivations for mesh based NR LAN

Industrial automation can use tight closed-loop control in applications such as manufacturing, machine control, packaging, and printing. In these use cases, controllers, sensors and actuators located within a local area may interact with each other as shown in Figure 1. It should be noted that the local area network may also span a very large area in multiple industrial parks. These use cases have high performance requirements such as low latency, high reliability, and deterministic delivery of messages [1]. In addition, it is generally required that the communication traffic between these devices is confined within the local area of industrial park or factory to ensure privacy and security. 

On the other hand, 5G LAN-type services with 5G capabilities (e.g. performance, long distance access, mobility, security) aims to provide wireless connectivity among a restricted set of UEs within industrial environment. To confine the data traffic within the industrial automation environment and fulfil the low latency goal, sidelink communication can be used to support the local communication. However, the transmission range of sidelink communication is relatively limited while the communication in the industry environment span both short and intermediate distance. The UE-to-UE relay can extend the sidelink communication range to some extent. However, the UE act as relay may move from time to time and is not always available. To solve this problem, it is suggested to combine the sidelink communication and network (Uu) based data forwarding to form an integrated multi-hop mesh network. 
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Figure 1 Illustration of industrial network 

The example mesh based NR LAN is illustrated in Figure 2. The UEs, DUs, CUs, gNBs and IAB nodes jointly form a mesh network. The SL traffic between UEs within a specific private group can be delivered directly via sidelink communication or forwarded via one or multiple gNB/DU/CU(s) within the mesh based NR LAN. As we can see, the Path 1 in Figure 2 is actually the legacy PDU session based communication via gNB and 5GC. And Path 2 is the legacy sidelink communication between UE1 and UE2. In addition to these legacy paths, other network forwarding based traffic delivery can be considered. For example, the gNB 1 may forward the SL traffic between UE1 and UE2 via gNB 1 (i.e. Path 3).  For Path 4, it denotes the inter-gNB SL traffic forwarding between UE2 and UE3. With regard to Path 5, Path 6 and Path 7, they applies to the IAB network, which utilize the intra-DU forwarding, inter-DU intra-donor DU,  inter-donor DU inter-CU forwarding of SL traffic respectively. In a sum, for a given UE pair, multiple paths are available for the traffic delivery within the mesh based NR LAN. Which routing path to select can be based on the location, traffic load, channel status and network deployment. 
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Figure 2 Illustration of mesh based NR LAN 

Observation 1: For the industrial automation environment, the communication has high performance requirements such as low latency, high reliability, and deterministic delivery of messages. In addition, the communication traffic between these devices should be confined within the local area to ensure privacy and security. 

Proposal 1: It is suggested to combine the sidelink communication and network (Uu) based data forwarding to form an integrated multi-hop mesh network. 
Characteristics and advantages of mesh based NR LAN

Compared with the traditional network, the mesh based NR LAN has the following characteristics and advantages: 

Latency reduction
Compared with traditional network transmission, the data traffic between two UEs does not traverse 5GC. It can be local switched within nearby RAN node or directly communicated via sidelink, which greatly reduce the end-to-end latency. As we know, the 20ms is assumed for the latency estimation of eNB -> SGW/PGW -> AS server -> SGW/PGW -> eNB according to TR 36.885. When it comes to NR, static CN PDB value range from 1ms to 20ms is assumed between UPF and 5G-RAN according to TS 23.501. Suppose the latency between UPF and AS server is equivalent to the CN PDB, the latency estimation of gNB -> UPF -> AS server -> UPF -> gNB may range from 4ms to 80ms. With the network based forwarding, this 5GC latency part can be removed. Moreover, for the  intra-CU based data forwarding, the latency between CU and DU is also removed.
On the other hand, in traditional network, the PDCP encryption/decryption of data traffic is performed twice at UL and DL respectively. When it comes to mesh based NR LAN, no matter how many network nodes are traversed in mesh based NR LAN, the PDCP encryption/decryption is performed only once at UE, which also reduce the latency.

Enhanced security
The security of sidelink traffic can be established at PDCP layer in an end-to-end manner between UE pairs. Network node such as gNB/DU/CU/IAB node only forwards the SL PDCP traffic without performing PDCP encryption/decryption again. It means that the sidelink traffic is actually transparent to the network node. On the other hand, the mesh based NR LAN only support restricted set of UEs to communicate amongst each other. If new equipment is added in the industrial park, the private group in the industrial park need to be updated. For other devices not join the private group, the mesh based NR LAN communication is not supported. In this way, the data traffic can be confined in the industrial park/factory area with enhanced security. 

Extended transmission range of sidelink traffic

The sidelink traffic can be delivered via the network based on the multi-hop Uu forwarding of gNB/DU/CU/IAB node. Various forwarding path can be considered, such as intra-gNB, inter-gNB, intra-DU, inter-DU, inter-donor DU and inter-CU routing path. It can meet both small and large local area requirement of industrial environment. 

High throughput

When the SL resource is not sufficient or not available, the Uu resource can be used to forward the sidelink traffic via network node. In addition, the eMBB techniques for the large data rate support, such as MIMO, DC/CA, NR-U, wide and high spectrum, can be reused between UE and network node to support high throughput sidelink traffic forwarding for industrial automation environment.  
Load balance 

In the mesh based NR LAN, multiple paths are generally available for the traffic delivery between UE pairs. Which routing path to select can be based on the location, traffic load, channel status and network deployment. Network may configure the appropriate routing path for UE to realize the load balance between Uu and SL. In addition, when congestion is detected on the pre-configured routing path, network may assist the UE to switch to other less congested path. In this way, the congestion avoidance can be supported. 

Flexible network deployment
Mesh based NR LAN can support flexible network deployment, such as indoor and outdoor scenarios. In addition, non CU/DU split, CU/DU split and IAB network architecture can all be considered in mesh based NR LAN.
Observation 2: The mesh based NR LAN enables the latency reduction, enhanced security, transmission range extension of sidelink traffic, high throughput, load balance, and flexible network deployment. 
Key issues for the mesh based NR LAN

In order to support the mesh based NR LAN, the following issues need to be studied:

Proximity discovery and routing path detection between UEs within a specific group

To support the mesh based NR LAN, it is necessary to first identify the proximity level of UEs within a specific group. The proximity level of UE pair can be defined in terms of one hop PC5 link reachable, multi-hop PC5 link reachable, served by the same DU/CU/gNB, served by neighboring CUs/gNBs, etc. Once the proximity level between UEs is determined, the potential routing path may be detected. Table 1 summarize the potential routing paths of sidelink traffic based on network forwarding. How to perform the proximity discovery of UEs needs to be studied.  

Table 1 Summary of potential routing paths based on network forwarding

	Network deployment
	Potential routing path via network based forwarding

	Non CU-DU split
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	CU/DU split scenario
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	IAB network scenario
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User plane and control plane protocol stack design
The protocol stacks for the user plane and control plane should be studied and specified for the network forwarding in mesh based NR LAN. In order to support the end-to-end security between UEs, the L2 UE-to-UE relay protocol stacks [2] can be used as reference. As we know, an adaptation layer is supported over the second PC5 link (i.e. the PC5 link between Relay UE and Destination UE) for L2 UE-to-UE Relay. For L2 UE-to-UE Relay, the adaptation layer is put over RLC sublayer for both CP and UP over the second PC5 link. The sidelink SDAP/PDCP and RRC are terminated between two Remote UEs, while RLC, MAC and PHY are terminated in each PC5 link. Similarly, relay UE may be replaced by gNB for the intra-gNB network forwarding of SL traffic as shown in Figure 3. The protocol stack for user plane and control plane need to be investigated to support the network forwarding of SL traffic via one or multiple gNB/DU/CU(s). Moreover, the adaptation layer design need to be further studied. 
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Figure 3 Example user plane protocol stack for gNB based SL traffic forwarding

Control plane procedure design
Before the sidelink traffic could be forwarded via network node, it is necessary to establish the PC5 and Uu connections for packet relaying. In addition, the Uu RLC channels need to be configured for the SL traffic relaying. The exact timing and connection establishment procedure need to be investigated. When it comes to the inter-CU or inter-DU packet forwarding, more details needs to be explored. 

On the other hand, how to support the bearer mapping between SL traffic and Uu RLC channel should be considered.  Whether the 1:1 mapping, N:1 mapping or both should be supported needs further discussion. Since the SL traffic traverse multi-hop network node, how to guarantee the end-to-end QoS needs to be studied. 
Routing path selection and switch

As we mentioned before, in addition to the one or multi-hop sidelink path, multiple network based forwarding paths may be available for the traffic delivery for a given UE pair within the mesh based NR LAN. Which routing path to select can be based on the location, traffic load, channel status and network deployment. Generally speaking, the routing path might be selected and configured by gNB/CU based on the load/congestion/channel quality information collected from UEs. On the other hand, the routing path for SL traffic may be switched with the mobility of UE pairs. In case of RLF or congestion, the packet re-routing or routing path switch should also be considered. During the routing path switch, how to ensure service continuity should be studied. 

UE authorization for network based L2 forwarding

For the industrial automation environment, only the UEs within the same specified group should be allowed to communicate within the mesh based NR LAN. It means that the network node should be able to check whether UE is authorized to support the network based L2 forwarding and whether the involved UE pairs are within the same private group. For the UEs not a member of a specific private group, the sidelink communication or network forwarding within the mesh based NR LAN should not be supported. It is necessary how to support the UE authorization and group membership check before the communication within the mesh based NR LAN is enabled. 
To sum up, we have the following proposal. 
Proposal 2: A new work item is proposed to support the mesh based NR LAN. The objective of this work item is to specify solutions to enable network based multi-hop L2 relaying of sidelink traffic. The detailed objectives are listed as follows:

Specify mechanisms for proximity discovery and routing path detection between UEs with specific group for network based L2 forwarding [RAN2, RAN3]
Specify mechanisms for control plane and user plane protocol stack design [RAN2] 

Specify mechanism for control plane procedure, e.g., connection management of relayed connection, bearer mapping and E2E QoS management [RAN2, RAN3]
Specify mechanisms for routing path selection and service continuity during routing path switch [RAN2, RAN3]

Specify mechanism for UE authorization for network based L2 forwarding [RAN3]
Conclusion
In this paper, we introduced the mesh based NR LAN to support the communication within the industrial automation environment. The characteristics and advantages of mesh based NR LAN were analyzed. The key issues and potential enhancements to support mesh based NR LAN were also presented in this paper. The paper concludes with the following observations and proposals:
Observation 1: For the industrial automation environment, the communication has high performance requirements such as low latency, high reliability, and deterministic delivery of messages. In addition, the communication traffic between these devices should be confined within the local area to ensure privacy and security. 

Observation 2: The mesh based NR LAN enables the latency reduction, enhanced security, transmission range extension of sidelink traffic, high throughput, load balance, and flexible network deployment. 
Proposal 1: It is suggested to combine the sidelink communication and network (Uu) based data forwarding to form an integrated multi-hop mesh network. 
Proposal 2: A new work item is proposed to support the mesh based NR LAN. The objective of this work item is to specify solutions to enable network based multi-hop L2 relaying of sidelink traffic. The detailed objectives are listed as follows:

Specify mechanisms for proximity discovery and routing path detection between UEs with specific group for network based L2 forwarding [RAN2, RAN3]
Specify mechanisms for control plane and user plane protocol stack design [RAN2] 

Specify mechanism for control plane procedure, e.g., connection management of relayed connection, bearer mapping and E2E QoS management [RAN2, RAN3]
Specify mechanisms for routing path selection and service continuity during routing path switch [RAN2, RAN3]

Specify mechanism for UE authorization for network based L2 forwarding [RAN3]
Reference
TR 22.821, 3GPP TSG Service and System Aspects, Feasibility Study on LAN support in 5G.

TR 38.836 3GPP TSG RAN Study on Sidelink Relay.
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